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1. GIOI THIEU

1.1. Lich st tai liéu

Phién ban Ngay
1.0 25/10/2016 Bat dau

1.2. Muc dich tai li¢u
Hé thdng quan tri ¢6 2 ngdn ngir: Anh — Viét. Noi dung tai liéu s& dién dat ngdn ngix Tiéng Viét

Tai Iiép nay duoc bién soan nhém‘ muc dich huéng dan sir dung cac chic ning cua phan hé Back
Office h¢ thong TRUSTED-HUB, bao gom cac nhdm chirc nang nhu sau:

e Cau hinh chung

e Quan ly User

e C4u hinh Channel

e CAu hinh tich hop

e C4u hinh CA

e Quan ly hop dong

e Lich st giao dich

e Quan ly thiét bi OTP
e Chumg thu s tap trung
e Quan tri Endpoint

e Giam sat h¢ thong

1.3. Bang cac tir viét tit

Tir viét tit Dién giai
1. KH Khéch hang
2. Cty Cong ty
3. Admin Administrator

1.4. Thong tin lién h¢

o Tén cdng ty: Mobile-1D Technologies And Services JSC

o bia chi: 43 Mac Dinh Chi Street, District 1%, Ho Chi Minh City
obién thoai: (84-8) 3620 4187 - Fax: (84-8) 3911 8921.

o Web: http://mobile-id.vn
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2. PANG NHAP HE THONG

2.1. Pang nhap

2.1.1. Mo ta chirc nang
Chte ning nay cho Nguoi ding truy cap vao hé thong quan tri TrustedHub.

2.1.2. Cac budc thue hién

o Budc 1: Truy cap vao trang web quan tri hé thong TrustedHub

HOTLINE: 1900 6780
1O

TRUSTED HUB

Hé thdng quan tri Back-Office STANDARD

PKI TOKEN =) OTP TOKEN

Tén dang nhap

Tén dang nhip -

ED FIDO TOKEN ESIGNATURE

OTP TOKEN

u BIC FIDO QLLD PKI TOKEN

Md CAPTCHA N

Ma CAPTCHA m = =) evoee o Bl WPKIusIM

Quén mat khiu? o
’ « = o D UAF FIDO

Mat khau

«) DISPLAY CARD

Copyright ® Cdng Ty C3 phan Cong nghé va Dich vu Mobile-ID
Dia chi: 43 Mac Pinh Chi, Phuwdng PaKao, Quan 1, TP H6 Chi Minh

Email: info@mobile-id.vn
Hotline: 1900 6780

o Budc 2: Mac dinh hé thong s& hién thi ngdbn ngir Tiéng Viét. Nguoi ding nhan vao biéu
tuogng |4 co “Tiéng Anh” dé chuyén hé thong sang ngdn ngir Tiéng Anh.

o Budc 3: Nhap thong tin tai khoan day du, sau d6 nhan nat “Ding nhap” dé truy xuat vao hé
théng.
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@ Trang cha Back-Office F 1O  testnathong v

C&u hinh chung = Théng tin tai khoan

Quan ly User Ho tén

Test hé thdng

Cdu hinh Channel Tén dang nhap
demo

Cau hinh tich hdp Chitc vu
ADMI

Cdu hinh CA

e = Thay doi mat khau |—| |—|

Mat khau hién tai

Lich sir giao dich

Mat khau méi
Cau hinh SIM CA

Quan Iy thidt bi OTP Xac nhin mat khiu méi

o Budc 4: Tai man hinh nay, nhin vao nat “Pang xuat” dé thoat khoi hé théng va chuyén qua
lai trang dang nhap hé thong.

i | ) Testhéthdng 2 =

™ Théng tin tai khoan

2.2. Quén mit khau
2.2.1. Mo ta chirc nang
Chure nang nay cho phép cap lai mat khau mai cho cac tai khoan thugc phan hé Administrator cia hé
théng thong qua Email dang ky tai khoan.
2.2.2. Cac budc thuc hién
o Buéc 1: Tai man hinh ding nhap hé théng, nhan vao link “Quén mat khau?”

o Budc 2: Hé théng hién thi man hinh nhu sau:

10
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HOTLINE: 1900 6780
1O

TRUSTED HUB

Quén mat khau

STANDARD
PKI| TOKEN =) OTP TOKEN
bia chi email
Dia chi email =| ESIGNATURE
ED FIDO TOKEN OTP TOKEN
u BIO FIDO QL(.L‘.‘ PKI TOKEN
- cHIP -
) EMBEDDED CARD A WDI(‘ USIM

(=) oTP
___:/DISPLAY CARD D UAF FIDO

Copyright © Cong Ty C6 phan Céng nghé va Dich vu Mobile-1D
Bia chi: 43 Mac Dinh Chi, Phwrdng PaKao, Quan 1, TP H6 Chi Minh

Email: info@mobile-id.vn
Hotline: 1900 6780

o Budc 3: Nhap vao thong tin Email, sau ¢6 nhin nat “Pdng y” dé hé théng giri mat khau vao
Email cua tai khoan. H¢ thong thdng bao ket qua thanh cong va nguoi dung kiém tra email dé
lay thdng tin mat khau.

Hé théng Trusted Hub cung cap méat khau quan tri nbox
= TrustedHub Service <trustedhub@mobile-id.vn= 311 PM (39 minutes ago)
Y tome -

Hé& théng quan tri Trustad Hub.
Mét khiu truy cdp admin cla ban la: 15114284
Tran trong.

Ban guan tri

o Budc 4: Pang nhap hé thong véi mat khau vira ¢6, hé théng s& yéu cau thay ddi mat khau (chi
ap dung cho lan dang nhap dau tién).

11
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HOTLINE: 1900 6780
TRUSTED HUB -
10

Théng tin thay déi mat khau STANDARD
PKI TOKEN =) OTPTOKEN

Mat khau hién tai

FIDO TOKEN ses| ESIGNATURE

OTP TOKEN
Mat khdu méi
g BIO FIDO QLLDIJK\ TOKEN
Xac nhan mat khdu mdi
_ CHIP o
) EMBEDDED CARD A WRPKI USIM

=) oTP
___-/DISPLAY CARD D UAF FIDO

Copyright @ Cong Ty Cé phin Céng nghé va Dich vu Mobile- 1D
Dia chi: 43 Mac Binh Chi, Phudng DPaKao, Quan 1, TP H6 Chi Minh

Email: info@mobile-id.vn
Hotline: 1900 6780

o Nhép thong tin day da, sau d6 nhan nut “Dong ¥ dé thay doi thong tin.

o Nhan nit “Quay lai” & dang xuét tré vé man hinh dang nhap hé théng
2.3. Thay doi mat khau
2.3.1. Mo ta chirc nang

Chirc nang nay cho phép quan tri tu thay doi mat khau ciia minh.

2.3.2. Cac budc thue hién

o Budc 1: Tai man hinh da dang nhap h¢ thong quan tri, nguoi ding nhan vao link “Thay doi
mat khau” trén thanh header.

@ Trang chu Back-Office 1@ Testhéthéng v

. ™ Théng tin tai khoan
i= Thong tin tai khoan

® Pang xuat
Ho tén

Test hé thdng
Tén dang nhap
demo

Chiic vu
ADMI
i= Thay d6i mat khau \ \ \ \
o Budc 2: Hé théng hién thi man hinh nhu sau:

12
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i= Thong tin tai khoan

Ho tén
Test hé théng
Tén dang nhap
demo
Chirc vu

ADMI

i= Thay d6i mat khau m m

Mat khau hién tai
Mat khau mdi

Xac nhan mat khau mdi

o Budc 3: Nhap d?}y du thong tin, sau d6 nhan vao nat “Pong ¥~ dé thay doi mat khau.Man
hinh thdng bao két qua.

F
Thay d6i méat khau thanh cdng
=

3. CAU HINH CHUNG
3.1. Quén ly Chi nhanh/PGD

3.1.1. Mo ta chirc ning
Chirc nang nay cho phép thém mdi, chinh sira, liét ké danh sach Chi nhanh/Phong giao dich dang co

trong hé théng Trusted-Hub.

3.1.2. Cac budrc thuc hién
o Budc 1: Tai man hinh chinh, ngudi dung chon “Quan 1y Chi nhanh/PGD”

13
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Cdu hinh chung

Quan Iy Chi nhanh/PGD
Quan ly Tinh/Thanh phd
C3u hinh tham sd hé thing

n Iy ban quyén

Thay ddi IP

Quan |y trang thai giao dich

Tham sd BackOffice

o Budc 2: Hé théng hién thi man hinh nhu sau:

@ Quan Iy chi nhanh/Phang giao dich %@ Testhéthéngv
= Danh séch chi nhanh/PGD @
N I P - Ma Chi Tinh/Thanh Ngay tao/cap Hiéu .

STT Tén Chi nhanh/PGD Chi nhanh quan Iy nhanh/PGD phs Khu vuc nhat Ihfe Thao tac

Phéng Giao Dich Céng Eximbank - S& GIAO DICH ~ e Mi&n 15/01/2014
1 Quimh 2 2000-CQO H& Chi Minh - g True

Eximbank - S& GIAQ DICH =t Mign 15/01/2014 Py rr—
2 . 2000 H& Chi Minh Nam 720:03 True | |

e o I Mign 15/01/2014 e o |

3 Eximbank HOT SO 1000 Ha Chi Minh — e True | |

Téng s6 dong 3

a. Chinh sira Chi nhanh/Phong Giao dich

o Budc3: Nguoi ding chon vao “Chinh sira” tai cot “Thao tac”. Man hinh hién thi thong tin chi
tiét caa trang thai dugc chon nhu sau:
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= Chinh stfa Chi nhanh/PGD

Tén Chi nhanh/PGD
Phéng Giao Dich Cdng Quynh
Ma Chi nhanh/PGD
2000-CQO
Chi nhanh quan ly
Eximbank - SO GIAD DICH 1
Tinh/Thanh ph&
H& Chi Minh
Khu vire
Mi&n Nam
Pia chi
15
Pién thoai

082124342

o Budc 4: Nguoi ding nhap thong tin va nhan nat Luu. Hé thdng luu thong tin va thong bao

nhu sau:

v

Cap nhat chi nhanh/PGD thanh cong

b. Thém méi Chi nhanh/Phong Giao dich

o Budc 5: Nguéi dung chon “Thém mai” tai man hinh danh sach Chi nhanh/Phong Giao dich,
hé thong hién thi man hinh thém md&i nhu sau:
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$= Thém mdi Chi nhanh/PGD
@ Chinhdanh & Phdng giac dich

Tén Chi nhanh/PGD
M3 Chi nhanh/PGD

Tinh/Thanh phé

HG Chil Minh v
Khu vuc

Mién Bic

Pia chi
Pbién thoai

Tén phudang

o Buéc 6: Truong hop chon tao méi Phong giao dich, nguoi dung nhan chon Radio Phong giao
dich, hé thong hién thi man hinh tao méi Phong giao dich

= Thém mdi Chi nhanh/PGD

Chon tao mdi @ Chinhdnh @ Phong giao dich

Tén Chi nhanh/PGD
Ma Chi nhanh/PGD

Chi nhanh quan ly

Eximbank - S&' GIAO DICH 1 M
Tinh/Thanh ph&

HB Chi Minh v
Khu vuc

Mign Bac

bia chi

o Budc 7: Nguoi dung nhap thong tin

- Céhc truong Yeu cau nhap: Tén chi nhanh, ma chi nhanh, dia chi, tén duong, tén
phuong

- Céc thong tin dang vé6i dinh dang: s6 dién thoai
o Buéc 8: Nhin nit “Luu”. Hé thdng thong béo két qua nhu sau:
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4

Thém mdi chi nhanh thanh cong

B
3.2. Quan ly Tinh/Thanh pho
3.2.1. Mo ta chirc nang
Chte ning nay cho phép thém méi, chinh stra danh séch Tinh/Thanh phé.

3.2.2. Cac budc thuc hién
o Buéc 1: Tai man hinh chinh, ngudi ding chon menu “Quan ly Tinh/Thanh phé”.

Cdu hinh chung

Quan Iy Chi nhanh/PGD
Quan Iy Tinh/Thanh phd
Cdu hinh tham sd hé théng

Quan ¥ ban quyén

Thay dbi IP

Quan Iy trang thai giao dich

Tham s& BackOffice

o Budc 2: Hé théng hién thi man hinh chic nang nhu sau:
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@ Quan ly Tinh/thanh phé 1@ Testhathsng v
Q Tim kiém Tinh/thanh phé m
Khu vuc
Tat ca v

Tén Tinh/thanh phé

o Budc 3: Nguoi ding nhap thdng tin can tim va nhan nat “Tim kiém”. Hé théng hién thi danh
sach Tinh/thanh theo diéu kién nhap vao

i= Danh sach Tinh/thanh phd

STT M3 Tinh/thanh ph& Té&n Tinh/thanh phé Khu vurc Ngay tao/cap nhat Hiéu luc Thao tac

1 VAGL An Giang MiEn Nam 19/07/2017 17:28:39 True @
2 VERV Ba Ria - Viing Tau MiEn Nam 20/06/2017 10:58:43 True m

3 VBLI Bac Lidu MiEn Nam 20/06/2017 10:58:43 True m
1 VEGI Bic Giang Mign Bic 20/06/2017 10:58:43 True [ # chinh sita |

5 VBCA Bic Kan Mign B3c 20/06/2017 10:58:43 True [ # chinh sia |

6 VENI Bac Ninh Mign Bic 20/06/2017 10:58:43 True m

7 VETR Bén Tre Mién Nam 20/06/2017 10:58:43 True m

a. Chinh sira Tinh/Thanh phé

o Buéc 4: Tai man hinh danh sach Tinh/Thanh phc‘;, r}gufyi dung chon vao nat “Edit” tai cot
“Thao tac” tuong ung véi dong tén Tinh/Thanh pho can chinh sira théng tin.

o Budc 5: Hé théng hién thi thong tin chi tiét cua Tinh/Thanh phé dugc chon nhu sau:

i= Chinh stfa Tinh/thanh phd m

M3 Tinh/thanh phd

VAGI
Tén Tinh/thanh ph&

An Giang
Khu vuc

Mi&n Mam v
Ngay tao/cdp nhat

19/07/2017 17:28:39

Higu lyc ¥

o Budc 6: Nguoi ding nhap thdng tin mai va nhan nit “Luu”. Hé thong luu thong tin va thong
béo két qua nhu sau:
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v

Cap nhat Tinh/thanh phd thanh céng

b. Thém méi Tinh/Thanh phé
o Budc 7: Tai man hinh danh sach Tinh/Thanh phd, ngudi ding chon “Thém moi”.
o Budc 8: Nguoi dung nhap thong tin caa Tinh/Thanh phd can thém méi va nhan nat “Luu”.

$= Thém mdi Tinh/thanh phé m m

M3 Tinh/thanh phé
Tén Tinh/thanh phé

Khu vuc

Mien Bac v

o Hé théng luu thong tin va thong bao két qua nhu sau:

v

Thém mdi Tinh/thanh phd thanh cong

3.3. Céu hinh tham s6 hé thong

3.3.1. Mo ta chirc ning
Chtic nang nay cho phép thiét 1ap cac gia tri tham sé danh cho Phan hé khach hang va Phan hé quan
tri hé théng Trusted-Hub, gém co:

o Phén h¢ khach hang:
- Chiéu dai ky tw OTP: Chiéu dai ky tu cia ma OTP
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Thoi gian hét han OTP (Phat): Thoi gian hiéu luc dé sir dung OTP
S6 l1an thir lai OCSP: S6 lan tdi da dé thi lai OCSP.
Thoi gian canh bao hét han ching thu/hop ddng (Ngay):

e Sbngay canh bao chimg thu sap hét han

e Sbngay canh bao sip hét thoi gian hiéu luc hop ddng dé hién thi chirc nang
gia han hop dong

S6 1an thu lai giao dich: S6 1an tdi da dé thu lai giao dich
Thoi gian tam khoa (Phat): Thoi gian dé mo khéa sau khi d bi khoa.
Ti vu hoéa:
e Check chon ti uu hoa: cac thong sé Policy hé thdng s& duoc tai 1én Ram 1
lan, méi lan st dung s& Ién Ram lay thong tin

e UnCheck bo chon: mdi lan st dung hé théng s& Truy van vao CSDL dé lay cac

thong so Policy.

o Phan hé quan tri:

Do phuc tap mat khau: Do phic tap cia mat khau
S6 lan dang nhap sai: S6 1an nhap sai mat khau cho phép

Thoi gian tam khoa (Phut): thoi gian khoa tai khoan néu nguoi ding nhap sai mat
khau

Chiéu dai toi thiéu mat khau: chiéu dai tdi thiéu caa mat khau

Chiéu dai toi da mat khau: chiéu dai tdi da cua mat khau

Khoang thoi gian Timeout (Phat): thoi gian hét phién lam viéc

Thoi gian thay d6i mat khau méi (Ngay): thoi gian dinh ky thay di mat khau

S6 lan @6i mat khau mai: s6 lwong mat khau méi phai dwoc sir dung truge khi sir dung

lai mat khau cil.

Rang budc truy xuat ham:
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e Check chon: hé théng s& rang budc nhirng Ham nao dugc cau hinh cho
Channel thi méi dugc phép thuc hién (Cau hinh truy xuat ham trong chirc ning

“Quan ly truy xuit ham” thugc nhém chic ning “Cau hinh Channel”)
e UnCheck bo chon: khéng rang buéc Ham theo Channel.

3.3.2. Cac budc thuc hién

o Budc 1: Tai man hinh chinh, ngudi ding chon menu “Céu hinh tham sb hé théng”

Cdu hinh chung

Quan Iy Chi nhanh/PGD
Quan ¥ Tinh/Thanh phd
Cau hinh tham sd hé thing
Quan Iy ban guyén

Thay ddi IP

Quan Iy trang thai giao dich

Tham sd BackOffice

o Budc 2: Man hinh hién thi nhu sau:
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> Cau hinh tham s hé théng 1@ Testhéthong v

= Phan hé Khach hang

CAp nhat ) Khdi ddng lai hé thang )
oTP

So [an toi datao OTP | 5 /5 Khoang thdi gian tao OTP(Phut)
Chiéu dai ky tu OTP

8
Thdi gian hét han OTP (Phut)

5

Phuong thiic ki€m tra trang thai chiing thu

6 [an thir lai 0CSP

6

Khac
Théi gian canh bao hét han chifng thu'/hdp déng (Ngay)

60

o Budc 3: Nhin vao nit “Khoi dong lai hé théng”, hé thdng Server sé& tu dong khai dong lai.

o Budc 4: Nguoi dung nhap thong sé cau hinh va nhan nat “Cap nhat”

o Budc 5: Hé théng luu thong tin va thong bao két qua nhu sau:

v

Cap nhat tham sd hé thdng thanh cong

3.4. Quan Iy bin quyén
3.4.1. Mo ta chirc nang
Churc nang nay cho phép dang tai file ban quyén va xem chi tiét théng tin ban quyén str dung bao

gom sb lugng ching thu sb/transaction/ham hé thong ho tro.

3.4.2. Cac budc thuc hién
o Buéc 1: Tai man hinh chinh, ngudi dung chon menu “Quan ly ban quyén”.
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Cdu hinh chung

Quan Iy Chi nhanh/PGD
Quan Iy Tinh/Thanh phd
C3u hinh tham s hé thing

Quan ly ban quyén

Thay dbi IP

Quan Iy trang thai giao dich

Tham s& BackOffice

o Budc 2: Hé théng hién thi man hinh chic nang nhu sau:

- Théng tin ban quyén vé:

Loai ban quyén: C6 gidi han (Limited) va khéng gisi han (Unlimited).
M4 trang thai: thanh cong (0) va 15i (<> 0)
M0 ta trang thai: chi tiét trang thai

S6 ngay con hiéu lyc: thoi gian hé théng hét License (hé thong s& khong thé

tuong tac khi s ngay con hiéu lyc = 0)
Ngay hiéu luc: ngay bat dau hiéu lec cua License

Ngay hét hiéu lyc: ngay hét hiéu luc caa License
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Thdng tin Hardware

Hardware ID

004D-014F-8042-8449-494C-B445

Théng tin chi tiét ban quyén

Loai ban quyén
Limited

M3 trang thai
0

M@ ta trang thai
Your license is valid

Sd ngay con hiéu luc
363

Ngay hiéu luc
06/08/2017

Ngay hét hiéu luc

06/08/2018

- Théng tin cac Ham hé théng hd tro:

Thing tin vé tinh nang
SIGNER

PDFSigner
DcSigner

Pkcs1Signer

VALIDATOR

Pdfvalidator
Oathvalidator

Multivalidator

OfficeSigner

Signerdp

OfficeValidator
MobileOtp

SignatureValidator

XmiSigner

MultiSigner

Xmlvalidator
CmsValidator

GeneralValidator

-S4 lwong chimg thu sb trong hé thong hd tro:

Chiing thu 56 trong hé théng

30
200
920
2,160

3,960

50

320

1,200

2,560

10

80

1,480

3,000

-S4 giao dich téi da duogc thuc hién trong ngay:

MrtdSigner

CmsSigner

FidoValidator

Pkes1Validator

15
120
580
1,800

® 3,480
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54 giao dich trong 1 ngay

3,600 18,000 36,000 54,000

72,000 108,000 144,000 180,000
216,000 252,000 288,000 324,000
360,000 396,000 432,000 468,000
504,000 540,000 576,000 612,000

@ 720,000

o Budc 3: Nguoi dung nhap chon Browse file ban quyén, hé thong xu ly va thdng bao két qua.
- Chay: dinh dang file ban quyén 1a .lic

v

Dang tai tap tin ban gquyén thanh cong
A
- Nhéan nut “OK”, hé thdng 1am mai lai cac gia tri méi trén man hinh theo néi dung caa
file ban quyen.

3.5. Thay d6i IP

3.5.1. Mo ta chirc nang
Chtic nang nay cho phép thay doi dia chi IP cua thiét bj.

3.5.2. Cac budrc thuc hién
o Budc 1: Tai man hinh chinh, ngudi ding chon menu “Thay d6i IP”.
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Cdu hinh chung

Quan Iy Chi nhanh/PGD
Quan Iy Tinh/Thanh phd
C3u hinh tham s hé thing

Quan Iy ban quyén

Thay dbi IP

Quan Iy trang thai giao dich

Tham s& BackOffice

o Budc 2: Hé théng hién thi man hinh chirc nang nhu sau:

W Quan ly thay déi dia chi IP 1) Testhéthongv

= Thay déi dia chi IP | ‘

Pia chi IP
192.168.2.118

Subnet Mask
255.255.255.0

Default Gateway

192.168.2.1

o Budc 3: Nguoi ding nhap thong tin dia chi IP va nhin nit “Cap nhat”. H¢ thong xir ly va
théng bao két qua.

- Chuay: nhap dang dinh dang cua dia chi IP

w

Thay déi IP thanh cdng
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o Nhan nat “OK”, hé théng 1am méi lai man hinh véi cac gia tri méi da duoc cap nhat.
3.6. Quan ly trang thai giao dich

3.6.1. Mo ta chirc nang
Chtrc nang nay cho phép thém mdi, chinh sira, liét ké danh sach trang thai giao dich dang co trong

hé théng Trusted-Hub.

3.6.2. Cac budc thuc hién
o Budc 1: Tai man hinh chinh, ngudi dung chon “Quan ly trang thai giao dich”

Cdu hinh chung

Quan ly Chi nhanh/PGD
Quan |y Tinh/Thanh phd
C3u hinh tham s hé thang
Quan Iy ban quyén

Thay ddi IP

Quan ly trang thai giao dich

Tham sd BackOffice

o Budc 2: Hé théng hién thi man hinh nhu sau:
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‘) Quan ly trang thai giao dich #$ @ Testhéthongv
i= Danh séch trang théi giao dich m
STT M3 trang thai M6 ta Ngay tao/cap nhat Hiéu lrc Thao tac

1 -1 Exception 29/06/2017 17:55:06 True m
2 0 Success 20/06/2017 17:55:06 True [ # chinh siia |

3 1 Invalid WorkerMame in your request 29/06/2017 17:55:06 True m
4 2 User is null in your request 29/06/2017 17:55:06 True m
5 3 No Worker could be found in system 29/06/2017 17:55:06 True m
6 4 Response ID doesn't match request ID 29/06/2017 17:55:06 Trus m
7 5 Unexpected return type 29/06/2017 17:55:06 True m
B 6 Signer certificate could not be encoded 29/06/2017 17:55:06 True m
g 7 Internal System error 20/06/2017 17:55:06 True [ # chinh siia |

c. Chinh siwra Trang théi giao dich

o Budc 3: Nguoi ding chon vao “Chinh sira” tai cot “Thao t4c”. Man hinh hién thi thdng tin chi
tiet cua trang thai dugc chon nhu sau:

= Chinh stra trang thai giao dich

Ma trang thai
=1l

M3 ta
Exception

Ngay tao/cdp nhit
29/06/2017 17:55:06

Hiéu Iwc ¥

o Budc 4: Nguoi ding nhap thong tin va nhan nut Luu. Hé théng luu thong tin va thong bao
nhu sau:

v

Cap nhat trang thai giao dich thanh
cong

d. Thém méi Trang thai giao dich

o Budc 5: Nguoi dung chon “Thém méi” tai man hinh danh sach Trang thai giao dich, hé thong
hién thi man hinh thém mai nhu sau:
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= Thém mdi trang thai giao dich ‘—H |

M3 trang thai

o Budce 6: Nguoi dung nhap thong tin,.
- Céc trudng Yeu cau nhap: M4 trang thai, mo ta
o Budc 7: Nhan nat “Luu”. Hé thong xur ly va théng bao két qua

3.7. Tham s6 BackOffice
3.7.1. Mo ta chirc nang

Chtie ning nay cho phép chinh stra cac tham sé dé hd trg cdu hinh trong hé thdng, thay doi tiéu dé

va ndi dung giri Email, noi dung hién thi trén dién thoai caa hop dong WPKI

3.7.2. Cac budc thuc hién

o Buéc 1: Tai man hinh chinh, ngudi dung chon “Tham sé BackOffice”

Cdu hinh chung

Quan ly Chi nhanh/PGD
Quan I¥ Tinh/Thanh phd
C3u hinh tham so hé thdng
Quan Iy ban quyén

Thay dii IP

Quan ly trang thai giao dich

Tham s0 BackOffice

o Budc 2: Hé théng hién thi man hinh nhu sau:
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@ Quan tri tham s6 BackOffice $ @ Testhéthdngv

= Danh sach tham s6

STT Alias MG ta MNgay tao/cdp nhat Hiéu lrc Thao tac
1 MessageDisplayWPKI Message display of the WPKI Agreement 30/08/2017 18:21:26 True
2 SendMailBackoffice Send mail forgot password for Administrator 30/08/2017 18:21:33 True
3 SendMailSignserver Send mail forgot password for SignServer Agreement 30/08/2017 18:21:37 True

Tong s6 dong 3

o Tham sé BackOffice bao gdm 3 chiic ning twong tmg “Alias” trong ludi danh séch:

MessageDisplayWPKI: Noi dung thdng bao hién thi trén dién thoai khi dang ky hop
ddng WPKI

SendMailBackOffice: n6i dung gui Email cho Quan tri hé théng BackOffice khi quén
mat khau dang nhap

SendMailSignserver: noi dung gui Email cho Khach hang ding ky hop déng
SignServer khi quén mat khau giao dich ky so6

o Budc 3: Nguoi dung chon vao “Chinh sira” tai cot “Thao tac”. Man hinh hién thi thdng tin chi
tiét caa trang thai dugc chon nhu sau:

i= Chinh sira tham s& BackOffice

Alias

SendMailBackOffice v

Md ta

Send mail forgot password for Administrator

Thudc tinh

sendMailSubject=Hé théing Trusted Hub cung cdp mat khiu quan tri/TrustedHub Administration Password Recovery
sendMailContent=Hé thdng quéan tri Trusted Hub/TrustedHub Administration.{BR}{BR}M&t khau truy cap hé théng cla ban/Your Administration Password:
{PASSWORD}BR}{BR}Tran trong/Regards.{BR}Ban quan tri/TrustedHub

Ngay tao/cip nhat

30/08/2017 18:21:33

Hiéu luc ¥

o Budc 4: Nguoi dung nhap thong tin.

o Luu V: cac Tag gié tri c6 dinh khong dugc thay doi trong thong tin Thudc tinh, nguoi dung
chi dugc phép thay doi noi dung phia sau cac Tag nay, chi tiét nhu sau:

sendMailSubject=: Tag gia tri nay s& duoc h¢ thdng sir dung truy véan va liy ngi dung
dang sau d¢ lay tiéu de gui Email
sendMailContent=: Tag gia trj nay s& dugc hé thong sir dung truy van va lay noi
dung dang sau dé lay noi dung gui Email
{BR}: gia tri nay duoc hé théng str dung dé thay thé chén ky tu xuéng hang trong noi
dung Email
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- {PASSWORD}: gia tri nay hé thdng str dung dé thay thé chén Mat khau ngau nhién
va gui Email

- valueMessage=: Tag gia tri nay s& dugc hé thong sir dung truy van va lay noi dung
dang sau de hién thi 1én man hinh dang ky hgp dong WPKI

o Nhéan ndt “Cap nhat”, hé théng luu thong tin va thong bao nhu sau:

W

Cap nhat tham s& BackOffice thanh
cong

4. QUAN LY USER
4.1. Quan ly User
4.1.1. Mo ta chirc nang

Chtic ning nay cho phép thém méi, chinh sira, liét ké danh sach nguoi dung dang c6 trong hé thong
Trusted-Hub.

4.1.2. Cac budc thuc hién
o Budc 1: Tai man hinh chinh, nguoi dung chon “Quan ly User”

£+ C3u hinh chung

- Quan ly User

Quan |y User
Quan Iy phan quy&n man hinh

Quan |y chific vu

D Cau hinh Channel

o Budc 2: Hé théng hién thi man hinh nhu sau:
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% Quan ly nhan vién @ Testhéthang ¥

Q, Tim kiém nhén vién I

Tir ngay 01-12-2016

bén ngay 01-12-2016

Pia chi email
Tén dang nhap
pién thoai
Chirc vu Tét cd v
Chi nhanh/PGD Tét ca v
Trang thai tai khoan Tét ca M

o Budc 3: Nguoi dung nhap thong tin can tim va nhan nat “Tim kiém”. Hé thong hién thi danh
s&ch nhan vién theo diéu kién nhap vao.

= Danh séch nhan vién Tong cgng 3
STT  Téndang nhap Ho tén Chic vy bién thoai Chi nhanh/PGD Ngay tao/cadp nhat Hiéu lyc  Thao tac
1 vupx2 phan xuan vu Administrator 0984567891 Phong Giao Dich Cdng Quynh 21/07/2017 10:49:01 True @
2 thanhtv3 Test he thong 3 Administrator 01212121 Phéng Giae Dich C&ng Quynh 19/07/2017 17:04:58 False m
3 cuongly Lé Viét Cudng Administrator 0988456664 Eximbank - SO GIAO DICH 1 16/07/2017 20:13:50 True m

a. Chinh stra tai khoan

o Budc 4: Nguoi ding nhan vao nat “Chinh saa” dé hién thi man hinh théng tin chi tiét cua tai
khoan duoc chon nhu sau:

i= Chinh sira nhan vién m

Tén dang nhap
vupx2
Ho tén
phan xuan vu
Chirc vy
Administrator v
Pia chi email
vuixtrum@yahoo.com
Dbién thoai
0984567891
Chi nhanh/PGD

Phéng Giao Dich C8ng Quynh v
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o Budc 5: Nguoi ding nhap thong tin va nhan nat “Cap nhat”. Hé thong luu thong tin va thong
bao nhu sau:

| 4
Cap nhat nhan vién thanh cdng
[

o Budc 6: Tai khoan dugc chinh stra khong thudc chuc vu “Quan tri hé théng (Administrator)”,
hé thong s€ hién thi chirc nang “Cap mai mat khau”.

i= Chinh stra nhan vién e || e e

Tén dang nhap
thanhtv3
Ho tén
Test he thong 3
Chirc vu
Teller
Pia chi email

thanhtv@tomicalab.com

o Ngudi ding nhan nat “Cap mai mat khau” dé cap mai lai mat khau mac dinh cho tai khoan,
va Hé thong sé thong bao nhu sau:

v

Thay ddi mét khau thanh cdng

b. Thém mé¢i tai khoan

o Budc 7: Nguoi dung chon “Thém méi” tai man hinh danh sach ngudi ding, hé thdng hién thi
man hinh thém méi nhu sau:
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i= Thém mdi nhan vién m

Tén dang nhap

Mat khau

Ho tén

Chirc vy
Teller v

Pia chi email
bién thoai

Chi nhanh/PGD

Phong Giao Dich C8ng Quynh v

o Budc 8: Nguoi diing nhap thdng tin va nhan nat “Tao mat khau” dé sinh ngau nhién mat khau
quan tri bao gom 8 ky tu so.

o Budc 9: Nguoi dung nhap thong tin va nhan nat “Luu”. Hé thdng thdng bao két qua nhu sau:

v

Thém mdi nhan vién thanh cong

4.2. Quan ly phan quyén man hinh
4.2.1. Mo ta chirc nang

Chtic nang nay cho phép gan quyén cho tirng loai ngudi ding trong hé théng Trusted-Hub.

4.2.2. Cac budce thuc hién
o Budc 1: Tai man hinh chinh, ngudi ding chon “Quan ly phan quyén man hinh”.
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Cdu hinh chung

Quan ly User

Quan |y User
[ ]

Quan Iy phan quy&n man hinh

L ]
Quan ly chic vu

D Cau hinh Channel

o Budc 2: Hé théng hién thi man hinh nhu sau:

@ Quan ly phan quyén man hinh % 1@ Testhéthéng ¥

i= Phan quyén man hinh
Chon dwi'c vu
Chirc vy

Teller

Menu chua gan
Tén menu

Quan ly dia chi IP

= Danh sach Menu d& gan Téng cdng 11

STT Tén menu Puiding din menu MNgay tao/cap nhat Thao tac
1 C3u hinh tich hop 17/03/2017 15:10:03 | |
2 Quan ly Worker

../Configuration/FunctienSigner.jsp 17/03/2017 15:10:03 [ |

o Budc 3: Nguoi dung chon Chic vu va nhan nat “Tim kiém”. Chwong trinh s& hién thi cac
quyén da gan va chua gan cho nguoi dung dugc chon.

- Danh sach danh sach man hinh dugc gan:
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= Danh sach Menu d3 gan Téng cong 11
STT Tén menu Puiing din menu Ngay tao/cdp nhat Thao tac
1 Cau hinh tich hop 17/03/2017 15:10:03 [ # %63 |
2 Quan Iy Worker ../Configuration/FunctionSigner.jsp 17/03/2017 15:10:03 m
3 Cau hinh chung 26/05/2017 16:17:06 m
4 Quan Iy Chi nhanh/PGD ../ Configuration/BranchList.jsp 30/05/2017 11:50:28 m
5 Quan Iy Tinh/Thanh phd ../ Configuration/CityProvin.jsp 30/05/2017 11:53:42 m
6 C&u hinh tham 55 hé thang ./Admin/ManagePolicy jsp 30/05/2017 12:02:13 [ # x6a |
7 Quan I User 30/05/2017 10:57:04 [ # %62 |
2 Quan ly User ../User/UserList.jsp 30/05/2017 19:57:04 m
9 Quan I phén quysn man hinh _/Admin/MenuLink.jsp 20/06/2017 17:30:07 [ # %62 |

o Budc 4: Nguoi dung chon tén menu can cip quyén tai muc “Menu chua gan” roi nhan nat
“Gan”. Hé théng thuc hién gan quyén va cap nhat lai danh sach cac chirc ning da gan (Menu
da gan) cho Chuc vu dugc chon.

- Danh sach danh sach man hinh chua duoc gan:

Lich s xuét tép CSV

Canh bdo hét han chimg thu
Lich s két ndi Endpoint
Quan ly trang thdi giao dich -

| Quan Iy dia chi IP v

o Budc 5: Ngudi diung nhan vao link “Xo6a” tai cot “Thao tac” dé x6a man hinh cua Chuc vu.
Hé thong xir Iy thanh cong, tu dong lam méi lai danh sach man hinh da gan va chua gan.

4.3. Quan ly chirc vu
4.3.1. Mo ta chirc nang

Chtic nang nay cho phép thém méi, chinh sira loai quyén nguoi ding.

4.3.2. Cac bude thuc hién
o Budc 1: Tai man hinh chinh, ngudi dung chon menu “Quan ly chuc vu”.
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C3u hinh chung

Quan ly User

Quan |y User
Quan Iy phan quy&n man hinh

Quan |y chic vu

D C3u hinh Channel

o Budc 2: Hé théng hién thi man hinh chic nang nhu sau:

W Quanlychircvu

= Danh sach chiic vu

STT M3 chifc vu Tén chifc vu Mgay tao/cap nhat Hiéu luc
1 TELL Teller 06/10/2013 23:32:54 True
2 ADMI Administrator 04/01/1980 07:07:11 True
3 REPOD Reporter 28/10/2015 10:07:34 True

Téng s6 dong 3

a. Chinh sira Chirc vu

41§ Testhéthdng =

Thao tac

o Budc 3: Tai man hinh danh sach Chuac vy, nguoi dung chon “Chinh stra” tai cot “Thao tac”

tuong tng véi dong Chic vu can chinh sta.
o Budc 4: Hé thng hién thi thdng tin chi tiét Chuc vu duoc chon.

i= Chinh sira chic vu

M3 chirc vu
TELL
Tén chirc vu
Giao dich vién
Ngay tao
06-10-2013 23:32

Hiéu luc ¥

o Buéc 5: Nguoi dung nhap thong tin va nhan nat “Céap nhat”. Hé thong luu thong tin va thong

bao két qua nhu sau:
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v

Cap nhat chirc vu thanh cng

b. Thém méi Chirc vu
Budc 6: Tai man hinh danh sach Chic vu, nguoi dung chon “Thém mai”.
Budc 7: Tai man hinh thém mai, nguoi ding nhap thong tin va nhan nat “Luu”

(oo T e

i= Thém mdi chic vu

M3 chic vu

Tén chirc vu

o Budc 8: Hé thong luu thong tin va thong bao két qua

v

Thém mdi chiric vu thanh cong

5. CAU HINH CHANNEL
5.1. Quan ly Channel

5.1.1. Mo ta chirc nang
Chtic ning nay cho phép ngudi ding thém méi, chinh sira thdng tin Channel trong hé théng

Trusted-Hub.

5.1.2. Cac budc thuc hién
o Budc 1: Tai man hinh chinh, ngudi dung chon menu “Quan 1y Channel”
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& Quan ly User

D Cau hinh Channel

Quan Iy Channel
Quan ly dia chi IP
Quan ly truy xust ham

Quan ly ham

o Budc 2: Hé théng hién thi man hinh chic nang nhu sau:

Q> Quanly channel $ 1@ Testhéthéngw

= Danh sach Channel @
STT M3 channel Tén dang nhap MNgay tao/cdp nhat Hiéu lyc Thao tac

1 HOSE hose 17/07/2017 14:28:20 True @

2 NSS newsaigonsoft 06/07/2017 09:37:15 True [ # chinh sirs |

3 TRUSTEDHUE trustedhub 20/06/2017 17:43:40 True [ # chinh s |

4 SUSHI aaaaazaa 20/06/2017 17:42:49 False [ ]

5 SAKE sakeadmin 20/06/2017 17:41:49 False [ # Chinh sif |

6 Einvoice sinvoice 20/06/2017 17:47:40 False [ # chinh s |

7 TUNA tunaadmin 20/06/2017 17:48:49 False | ]

8 Cag360 cag3so 20/06/2017 17:49:49 True [ # chinh sia |

Téng s6 dong 8

a. Chinh si&ta Channel

o Buéc 3: Tai man hinh danh sach Channel, nguoi ding chon vao biéu trong mau vang tai cot
“Thao tac” twong tng véi dong Channel can chinh stra.

o Budc 4: Hé théng hién thi thdng tin chi tiét cua Channel duoc chon
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= Chinh sira Channel

M3 channel
SAKE

Tén dang nhap
sakeadmin

Mat khidu

PEM
MIIBIjANBgkqhkiGOwOBAQEFAAOCAQBAMITBCKCAQEAGZPOVMdmsNIo0+0sk]qzbkAF7dPKIEH4IUVASSIg7rC4IBHGMevqIqZ6EyWCKSFz4DxvMm 7/ GSCCIOqT
cozmxrE8kGilipRn2j2HaEtFaHkcO/ZnQd189F2yKP4Gz9g6C1xZrZ455CLde+uVikOZTFKnPLyBPeMsLUlkwMHIZdfGFSOYRZ4dMsI8V5008rqqY35e2 1LSU3XtcohOZsa
UxPhsJkKsYeOB&0H2VmS5B3zR4aUKHWEPov2 mgVuwdvTCntameldsli/ba7RdtQAX3BxDEUFYDD8hes5x9W+kIOhzxOnxNx9rURpLZURWUjAwdUSonMb/CcQb31GIN

Md ta
SAKE TEST

e

o Budc 5: Truong hop ngudi dung muén chinh sira Channel khéc, nhan vao combobox “Ma
channel” dé chon Channel can chinh sira, hé thong tu dong hién thi man hinh chi tiét cho

Channel dugc chon

= Chinh sua Channel m

M3 channel

SAKE

HOSE
NS5
TRUSTEDHUB

SUSHI

Einvoice
TUNA
Cag360

o Budc 6: Nhap thong tin Chir ky s, nguoi ding chon céch thirc nhap thong tin ¢6: Nhap  chir
hoac chon file:

Chif ky 56

Chon chii ky s& @ MNhap chit © Chon file

kdutbsm0OEzpzNeVeBmtlg52b3CNk2QnGKVvQmMy5a2 1LFg 1 TPRS/NHavQUPXE]9kI75Gfzspiz0z T/ CSZRIcnwiHxzles 1iznWoZ Xk3NmzRbPYF+BLIlyrhZQduwhuF Ty
KF3QrQ42td9yMN7nWiBBMwIaFQYYUyC7O+bUOnMBgTdNaulnmK4dB/KwRPNcYMUBoNWUWSRIILxrzSXAc3tn2adR4000i8tFNxajjQus 1128Aeaa Bid B+ htkKKW9

mUvhYeRI8mNOJoKpfooYikmnlGWkfXz76IERKMz7Z BUGosiLayPbCmkKgFjSOngOluyws OfAJITHRUNGW2vvjABW==

o Budc 7: Nguoi ding nhap thong tin méi va nhan nat “Cap nhat”. Hé thong luu thong tin va
hién thi ket qua
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v

Cap nhat channel thanh cdng

b. Thém méi Channel
o Budc 8: Tai man hinh danh sach Channel, nguoi dung chon “Thém mai”.

o Budc 9: Tai man hinh thém méi, ngudi ding nhap thdng tin Channel can thém mai rdi nhan
nut “Luu”.

= Thém mdi Channel

M3 channel
Tén dang nhap
Mat khau

PEM

Chiing thir s&

o Budc 10: Hé thong luu thong tin va thong bao két qua.

v

———

Thém mdi channel thanh cong

5.2. Quan ly dia chi IP
5.2.1. Mo ta chirc nang
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Churc nang nay cho phép nguoi ding thém mai va xéa dia chi IP dwoc phép sir dung mot channel dé

truy cap cac chirc nang dich vu cua hé théng Trusted-Hub.

5.2.2. Cac budce thue hién
o Budc 1: Tai man hinh chinh, ngudi dung chon “Quan 1y dia chi IP”.

& Quan ly User

D C3u hinh Channel

Quan Iy Channel
[ ]

Quan ly dia chi IP
[ ]
Quan ly truy xudt ham

Quan ly ham

o Budc 2: Hé théng hién thi man hinh nhu sau:

% Quan ly IP # @) Testhé thong ¥
Q Tim kigm IP | |
Channel
Tét ca v
Dia chi IP

o Budc 3: Nguoi dung nhap thdng tin can tim va nhan nat “Tim kiém”. Hé thong hién thi danh

sach hop ddng theo diéu kién nhap vao.

i= Danh sach IP Téng cdng 12

STT Channel bia chi 1P Mgay tao/cap nhat Hiéu luc Thao tac

1 Cag3sn - 20/06/2017 17:42:48 True | |
2 Cag360 192.168.2.222 20/06/2017 17:42:48 True [ # chinh siva |
3 Cag360 192.168.1.209 20/06/2017 17:42:48 True [ ]
4 Cag360 192.168.1.204 20/08/2017 17:42:48 True [ # Chinh sifa |
5 Cag360 192.168.2.109 20/06/2017 17:42:48 True [ ]
6 Cag360 192.168.2.201 20/06/2017 17:42:48 True | |
7 Cag360 192.168.1.211 20/06/2017 17:42:48 True [ )
8 Cag360 102.168.2.221 20/06/2017 17:42:48 True [ ]
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Chinh sira dia chi IP
Budc 4: Ngudi dung nhan vao nat “Chinh sira” & ot “Thao tac”, Hé théng hién thi chi tiét
man hinh thdng tin.

i= Chinh stfa dia chi IP

Dia chi IP
192.168.2.222

Channel
Cag360

MG ta
Ngay tao/cdp nhit

20/06/2017 17:42:48

Hiéu lyc ¥

o Nhép cac thdng tin can chinh sira, nhan niit “Cap nhat”, hé thdng xir Iy va théng béao két qua:

v

Chinh sira dia chi IP thanh cing

Thém méi dia chi IP
Budc 5: Tai man hinh danh sach IP, nguoi dung chon “Thém maéi”
Budc 6: Hé thong hién thi man hinh thém méi nhu sau:

i= Thém mdi dia chi IP m

Bia chi IP

Channel

Cag360

o Budc 7: Nguoi diing nhap thong tin va nhan nat “Luu”. Hg thong luu thong tin va thong bao
ket qua nhu sau:
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a4

Thém mdi dia chi IP thanh cing

5.3. Quan ly truy xuat ham
5.3.1. Mo ta chirc nang
Chtie ning nay cho phép gan quyén cho mot Channel dugc phép goi thuc hién mot ham chire nang
cua hé théng Trusted-Hub.

5.3.2. Cac budc thuc hién

o Budc 1: Tai man hinh chinh, ngudi ding chon menu “Quan Iy truy Xuat ham”

- Quan ly User

D Cau hinh Channel

Quan Iy Channel

Quan ly dia chi IP
[ ]

Quan Iy truy xudt ham

L ]
Quan |y ham

o Budc 2: Hé théng hién thi man hinh chic nang nhu sau:

Q¥ Quan Iy truy xudt ham 4@ Testhé thong v

Q Tim kiém truy xuat ham | | |

Channel

Tat ca v
Ham

Tat ca v

o Budc 3: Nguoi ding nhap thdng tin can tim va nhan ndt “Tim kiém”. Hé théng hién thi danh
s&ch hop dong theo diéu kién nhap vao.
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i= Danh sach truy xudt ham

8

Channel

Cag360

Cag360

Cag360

Cag360

Cag360

Cag360

Cag360

Cag360

Tén ham

=
AgreementHandler
CapicomValidator
MultiSigner
OATHRequest
OATHValidator
OfficeSigner

PDFSigner

M& ta ham

Khéng rang budc t&n ham

XU Iy tac vu lign quan d&n hap déng

Xac thure chif ky Capicom

Ky nhigu dinh dang file

Yéu cau ldy m3 OTP

Xdc thucma OTP

Ky van ban (MS 2003, MS 2007+, OpenOffice, XPS document)

Ky File PDF

a. Thém méi Truy xuat ham

o Budc 4: O man hinh Truy xuit ham, nguoi dung chon “Thém

Channel, chon Ham chirc nang va nhan nat “Luu”.

i= Thém mdi truy xuat ham

Channel

Cag360

Ham

XMLValidator

o Budc 5: Hé théng luu thong tin va thdng bao két qua.

v

Thém mdi truy xuat ham thanh cong

b. Xéa ham da cap cho Channel

Téng céng 19

Ngay tao/cdp nhat
21/06/2017 12:46:42
09/06/2017 16:58:36
09/06/2017 15:05:30
30/03/2016 17:21:04
31/03/2016 08:41:33
28/04/2016 11:05:56

01/02/2016 17:33:50

-
=
w
o
-
o
I3

29/09/2016 09:29:16

mai”, nguoi dung chon

o Budc 6: Tai danh sach cac ham di cdp cho Channel, ngudi ding chon vao “Xéa” tai cot
“Thao tac”. Hé thong yéu cau nguoi dung xac nhan viéc xoa
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A

Ban mudn xoda truy xuat ham nay?

o Buéc 7: Nguoi dung chon “OK”. Hé thdng x6a thong tin duoc chon va thdng béo két qua

v

Xoa truy xuat ham thanh cong

5.4. Quan ly Ham
5.4.1. Mo ta chirc nang
Chte ning nay cho phép ngudi dung thém méi, chinh sira thdng tin Ham trong hé théng Trusted-
Hub.

5.4.2. Cac buée thye hién

o Budc 1: Tai man hinh chinh, ngudi dung chon menu “Quan ly Ham”
& Quan ly User

l:l Cau hinh Channel

Quan Iy Channel

Quan ly dia chi IP

Quan Iy truy xudt ham
[ ] [ ]

Quan Iy ham -

o Budc 2: Hé théng hién thi man hinh chic nang nhu sau:
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W Quanly ham $ 1@ Testhéthéngw

:= Danh séch ham @

STT  Tén ham Mé ta ham Ngay tao/cap nhat Hiéu lyc  Thao tac

1 = Khéng rang budc t&n ham 21/06/2017 09:19:18 True m

2 AgresmentHandler X0y tac vu lién quan dén hap déng 11/02/2015 17:03:36 True @
3 CapicomValidator ¥ac thuc chif ky Capicom 11/02/2015 17:03:36 True I _

4 CMSSigner K§ dit ligu chudn Capicom 11/02/2015 17:03:36  True [ # chinh siia |

5 FunctionError Ham théng bdo 13i do truy xudt tir Client 23/06/2017 17:02:55 True m

6 MultSigner Ky nhigu dinh dang file 30/03/2016 17:20:54 True

7 OATHRequest Yéu Ciu 13y m3 OTP 11/02/2015 17:03:36  True

Chinh sira Ham

Budc 3: Tai man hinh danh sach Ham, nguoi dung chon vao “Chinh stra” tai cot “Thao tac”
tuong tng vai dong Ham can chinh stra. Hé thong hién thi théng tin chi tiét caa Ham duoc
chon

i= Chinh stra ham m m

M3 ham

XMLValidator
Tén ham

Xac thuc chif ky trong file XML
MNgay tao

11-02-2015 17:03:36

Hiéu Iyc ¥

o Budc 4: Nguoi ding nhap thong tin méi va nhan nat “Cap nhat”. Hé thong luu thong tin va
hién thi ket qua

v

Chinh sira ham thanh céng

b. Thém méi ham

o Budc 5: Tai man hinh danh sich Ham, ngudi ding chon “Thém mai”. Hé thdng hién thi man
hinh thém mai, nguoi dung nhap théng tin Ham can thém mai roi nhan nat “Luu”.
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i= Thém mdi ham m

Ma ham

Tén ham

o Budc 6: Hé thong luu thong tin va thong bao két qua.

v

Thém mdi ham thanh cdng

6. CAU HINH TiCH HQP
6.1. Quan ly Worker
6.1.1. M6 ta chirc nang

Chtrc nang nay cho phép xem, chinh stra thong tin cua cdc Worker.

6.1.2. Cac budc thue hién
o Budc 1: Tai man hinh chinh, nguoi dung chon menu “Quan ly Worker”

E Cau hinh Channel

BB csu hinh tich hop

Quan Iy Worker

Quan Iy c3u hinh Worker

'i Cau hinh CA

o Budc 2: Hé théng hién thi man hinh chirc nang nhu sau:
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W Quan Iy Worker % 1@ Testhéthongv
i= Danh séach worker Téng cgng 13
N Hiéu . JR— Thudc . . L3y trang . Kiém tra Cai dat
STT Tén worker I Md ta C3u hinh tinh Lam tuoi thai Xoa Key Tao CSR chifng ther
TRUSTEDHUB-
L e e (D (¢ sen
MultiSigner

;o  acrve [ [/ en] 2 nchen I cen J 2 o]
s TR o (R [/ en]
s oo acrve [ [/ en] [/ e J s I 7 o]

TRUSTEDHUB-
5 s serve (220 (/s J 7 s i I e i QT i I i B s i I 4 T i
MultiSigner

a. Xem thong tin M0 ta cia Worker

o Budc 3: Bé xem thdng tin cua Worker, nguoi dung nhan vao nat “Xem” tai cot “Mo ta”. Hé
thong hién thi thong tin mo ta cia Worker duoc chon.

i= M6 ta Worker Quay lai

M ta
Status of Signer with Id 81 is :

Waorker status : Offline

Token status : Offline

Signings: 0

Errors:
Mo signer certificate available
Certificate chain not available
Error Crypto Token is disconnected, worker Id : 81

Active Properties are :
pin=1234abcd -

b. Xem va chinh sira thong tin ciu hinh

o Budc 4: Bé xem thdng tin cau hinh ciia Worker, nguoi diing chon vao “Xem” tai ct “Cau
hinh”. H¢ thong hién thi man hinh théng tin cau hinh nhu sau:

i= Danh sach cau hinh worker

STT  Loai Gia tri Thao tac
- pstc [/ comn ] 7 0]
2 SIGNERCERTCHAIM Subject: CN=Tran Vin Thanh,0U=Maobile-ID,0=Mabile-ID,C=VN... m m

3 LOCATION Ho Chi Minh - Vietnam m m
4 VISIBLE_SIGNATURE_PAGE 1 [ # chinh s [ # x6a |
5 NAME TRUSTEDHUB-thanhtest20-MultiSigner [ # chinh sira [ # %6 |
6 PIN 12343bcd [ # chinh sira [ # x6a |
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o Budc 5: Bé chinh stra thong tin cau hinh, ngudi ding chon vao “Chinh sira” tai cot “Thao
tac”. Hé thong hién thi chirc nang chinh stra theo Loai cau hinh cua cac truong hop sau:

- Truong hop Loai cau hinh PIN:

i= Chinh sura cdu hinh Worker m

Loai
PIN

PIN mdi

Xac nhan PIN mdi

e Nhap céc thong tin can thiét, nhan nat “Cap nhat”, hé thong xu ly va théng bao

két qua
. |
Chinh sira cau hinh worker thanh cdng

- Trudng hop Loai cAu hinh VISIBLE_SIGNATURE_CUSTOM_IMAGE_BASE64:
Ngudi dung chon thém gia tri tir Browse File Image hoac File chir

i= Chinh stra cau hinh Worker

Loai
VISIBLE_SIGNATURE_CUSTOM_IMAGE_BASE64

Gia tri
IVBORWOKGgoAAAANSUREUGAAANQAAABGCAYAAACOCLPQAAAACKBIWXMAAASTAAALEWEAMPWYAAAKT 2IDQ1BQaGS0b3Nob3AgSUNDIHBYb2Z pbGUAAH] anVN
NVFPPFj333vRCS4IAIEtVUhUIIFICi4AUKS YqIQkQSoghodkVUCERRUUEGBIQIAOOjoCMFVESDIOK2ATKIaKOg6EOlisr 74Xuja9a89+bN/rXxXPuess852zzwfACAYWSDNRNY

AMqUIeEeCDx8TG4eQUQIEKIHAAEAIZZ CFz/ SMBAPh+PDwWrISAHVgABENMLCADATZvAMBYH/w/qQplcAYCEACBOKThLCIAUAEBG]KKmMAEBGAYCAmCZ TAKAEAGDLY

2LjAFAtAGANf+bTAICd+]I7AQBbICEVAaCRACATZYhEAGG7AKZPVopFAFgWABRMS8Q5ANGLADBIV2ZIAL C3AMDOEALYAAGMADBRIIUpAAR7 AGDITYN4AISZABRGSI
CRRSIENCNAARAMBIRUSNSRYERCC1vR1 A1 hanzldikyN ¥ Thmlcd nunmZETK RN A [nfRwA AKCR FR Hon/POeMAre 70NnA 2 DIRFATRE ArTiviD4 Sra reFAA ANFfHH -

@ File hinh anh @ Ale chii Choose File | No file chosen

e Browse File Image: nhan Browse dé chon gia trj tir file Hinh anh luu trong
may tinh, hé thong tu dong chuyén sang kiéu Text va dién vao 6 thdng tin

e Browse File chit: nhin Browse dé chon gi trj tir file Text luu trong may tinh,
hé thong tu dong dien vao 6 théng tin

e Nhin nat “Cap nhat”, hé thdng xt ly va thong bao két qua
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. |
Chinh sira cau hinh worker thanh cdng
alll

- Truong hop khac:

i= Chinh sura cau hinh Worker m

Loai
XMLTYPE
Gia tri

DSIG

e Nhap day du thdng tin, nhan nat “Cap nhat”, hé théng xu 1y va thong bao két

qua.
. |
Chinh sira cau hinh worker thanh céng
il

o Budc 6: Dé thém méi cau hinh, ngudi ding chon “Thém méi”, nhap thdng tin tai man hinh
thém mai roi nhan “Luu”.

:= Thém mdi cdu hinh Worker Quay lai

Loai

Gia tri

o Budc 8: Hé théng luu thong tin va thong bao két qua thanh cong.
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v

Thém mdi cau hinh worker thanh cdng

| - |
o Budc 9: Bé xda thong tin ciu hinh, ngudi ding chon vao “Xda” tai cot “Thao tac”. Hé thong
hién thi man hinh yéu cau nguoi dung xac nhan.

A

Ban mudn x0a cau hinh Worker nay?
[

o Budc 10: Nguoi ding chon “OK”, hé thong x6a thong tin cAu hinh dugc chon va thdng béo
két qua thanh céng.

v

Xoa cau hinh Worker thanh cing

- Nhan “OK” hé thdng tu dong 1am méi lugi danh sach

c. Xem théng tin thugc tinh cia Worker

o Budc 11: Bé xem théng tin cua Worker, ngudi dung chon nit “Xem” tai cot “Thudc tinh”,
man hinh thuéc tinh caa Worker.
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e.

= Thudce tinh Worker

Ngay hiéu lu'c
18/07/2017 11:35:37
Ngay hét hiéu luc
04/04/2037 11:35:37
Chirng thu s&

[
[

Version: V3
Subject: C=VN, O=Mobile-ID, OU=Mobile-ID, CN=Trdn Van Thanh

Chirng thur sé nha cung cap

1§
[

Version: V3
Subject: C=VN, O=Mobile-ID, OU=Mabile-ID, CN=Tran V&n Thanh

Lam twoi Worker

Budc 12: Dé xem thdng tin cuia Worker, ngudi dung nhan vao nat “Thuc hién” tai cot “Lam

tuoi”, hé théng thong bao két qua.

SignServer reloaded
successfully

Current configuration is
now activated.

L4y trang thai Worker

o Buéc 13: bé xem théng tin cua Worker, ngudi dung nhin vao nat “Thyc hién” tai cot “Lay
trang thai”, hé thong thong béao két qua trang thai cua worker.
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v

Current version of server is :
SignServer 3.4.1

Status of Signer with Id 15 is :

Worker status : Active
Token status : Active
Signings: 0

f. Xba Worker

o Budc 14: DBé xem thong tin cia Worker, ngudi ding nhan vao nat “Thuc hién” tai cot “X6a”,
hé thong hién thi xac nhan viéc xda.

Ban mudn xoa worker nay?

- Nhéan “Cancel” dé hay bo lénh xda

- Nhan “OK” hé thdng xt ly va théng bao két qua
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v

Removing all properties related to
worker with id 73Activate the removal
with the reload command Global
property
'WORKER73.SIGNERTOKEN.CLASSPATH'
removed successfully. Global property
"WORKER73.CLASSPATH' removed
successfully. Property 'CLASSPATH'
removed. Property 'PIN' removed.
Property 'DEFAULTKEY' removed.
Property "XMLTYPE' removed. Property
'SLOT' removed. Property 'AUTHTYPE'
removed. Property 'SHAREDLIBRARY"
removed. Property 'SIGNERCERT'
removed. Property 'NAME' removed.
Property 'SIGNERCERTCHAIN' removed.
Property 'ATTRIBUTESFILE' removed.

- Nhan “OK” hé thdng tu dong 1am méi danh sach worker

Kiém tra Key

o Budc 15: Pé xem thong tianey cua Worker, nguoi ding nhan vao nat “Thyc hién” tai cot
“Kiem tra Key”, h¢ thong hién thi két qua.

v

Trang

STT Bi danh Key Hash cdng cdng thai Ké&t qua
TRUSTEDHUB-thanhtest20-
20170718114004 a4cd7c3fcc0753339e95500d48aac630962981a0 True

o Nhén “OK”, hé thdng s& 1am mdi lai danh sach
h. Tao CSR
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o Buéc 16: bBé tao }hﬁng Wtin CSR cua Worker, nguoi ding nhan vao nat “Thyc hién” tai cot
“Tao CSR”, hé thong hién thi man hinh tao CSR cho Worker duoc chon.

i= Théng tin tao CSR :]D

Tén worker
TRUSTEDHUB-thanhtest20-MultiSigner
Key
Key méc dinh
Chir ky Algorithm
SHA1WIithRSA

DN

Ex: CN=Test, OU=Phong Lab, 0=Phong Lab1, L=Q1, ST=HCM, C=VN

o Nhap/chon céc théng tin can tao, dinh dang chudi théng tin DN theo mau Ex (chit mau dé
bén dwéi 6 nhap DN)

o Nhén nidt Tao CSR, hé thdng xir ly va hién thi két qua

v

Gen CSR thanh cong

o Két qua CSR dugc tao thanh cong:

CSR

----- BEGIN CERTIFICATE REQUEST-—- =
MITBnjCCAQCCAQAWYDENMASGA1UEAWWEVGVZdDESMBAGA1UECWwIUGhvbmcg TGFi
MRMWEQYDVQQKDAPQaGIuZyBMYWIXMQswCQYDVQQHDAIRMTEMMAGGA1UECAWDSENN

MQSWCQYDVQQGEWIWTICBnzANBgkghkiGIWOBAQEFAAOBIQAWGYKCGYEA258pKP7] -
20u 751 N0y rhecdl+ kiAW BEYwNirnA 135 imbhel + Zrn¥uRl Tev 127R YshT+F

Chép vao Clipboard Tai xudng

o Nhin vao nat “Chép vao Clipboard, hé thong s& sao chép thdng tin CSR
o Nhén vao nat “Tai xudng”, hé thdng s& tai file “.csr” vé& may tinh

— Quan tri EndPoint

Bl TrRUSTEDHUB-than..csr

- Pinh dang file tai vé may tinh: tén Worker + “.csr”
i. Cai dat ching thu:
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o Budc 17: Dé cai dit chung thu s6 cho Worker, nguoi ding nhan vao nat “Thuc hién” tai cot
“Cai dat chimg thu”, hé thong hién thi man hinh.

i= Cai dat chirng thu

Tén worker
TRUSTEDHUB-thanhtest20-MultiSigner
Key

Key mac dinh v

Ching thu s

| Choose File | No file chosen

Chiing thy s6 nha cung cap

Chon chirng thu s6 tir ® Danh sich CA Khdc
Mobile-1D Trusted Network v

® Ching thu'sg 1 Chirng thu' s6 2 Chi tigt

o Thong tin “Chung thu s6:

Chirng thu' s6

| Choose File | No file chosen

- Hé thdng cho phép dinh dang file: .txt, .pem, .cer

- Browse chon file chimg thu s6 trong méy tinh, hé thong s& tw dong dién thong tin vao
0 ching thu so

o Thong tin “Chung thu s6 nha cung cap”:

- Trudng hop chon ldy thong tin chimg thu s6 tir “Danh sach nha CA” dwoc tham sb
trong hé thong: Check/chon Radio “Danh sach CA”

e Chon Combobox danh sach nha CA dé chon nha cung Cép CA duoc cai dat.

e Chon vao Radio “Chung thu s6 17 hodc “Chung thu s6 27, dé chon cai dat
theo chung thu s6 nha cung cap CA dugc chon.

e Xem chi tiét ching thu s6: nhan vao link “Chi tiét” dé xem thong tin chi tiét
cua ching thu s6 dugc chon
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Chon chirng thu s6 tir ® Danh sich CA Khac
Mabile-ID Trusted Network v
® Chifng thur s§ 1 Chifng thur s5 2 An

Chi tiét chiing thu s6

Cong ty

CN=Mobile-1D Trusted Network

OU=Mobile-ID Technical Department

0=Mobile-ID Technologies and Services Joint Stock Company
L=Ho Chi Minh

ST=Ho Chi Minh

=\ g

Phat hanh

CN=Mobile-1D Trusted Network

OU=Mobile-ID Technical Department

0=Mobile-ID Technologies and Services Joint Stock Company
L=Ho Chi Minh

ST=Ho Chi Minh

=M e

MNgay hiéu lrc
21/04/2017
MNgay két thic

28/03/2117

e Nhan link “An” dé d6ng thu gon man hinh thong tin “Chi tiét chimg thu s6”

e Truong hop chon ldy thong tin chimg thu s6 tir file: Check/chon Radio
“Khac”, hé thong hién thi man hinh.

Chiing thu s& nha cung cap

Chon chirng thy 5o tir Danh sach CA @ Khac

Choose File | No file chosen

e Hé thdng cho phép dinh dang file: .txt, .pem, .cer

e Chon Browse file thdng tin chimg thu s6 tir file trong méy tinh, hé théng ty
dong dien thong tin vao 6 ching thu s6 nha cung cap

o Chon/nhap day du thdng tin, nhan vao nat “Cai dat”, hé théng xir Iy va thong béo két qua.
6.2. Quan Iy cAu hinh worker
6.2.1. M6 ta chirc nang
Chirc nang nay cho phép ngudi quan tri danh sach cau hinh dé b6 sung cho cac Worker c6 trong hé

thdng, cho phép chinh sira va thém thong tin chi tiét cho cu hinh.

6.2.2. Cac budc thuc hién
o Buéc 1: Tai man hinh chinh, ngudi dung chon menu “Quan ly cau hinh worker”
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o Budc 2: Hé théng hién thi man hinh chirc nang nhu sau:

W Quan Iy ciu hinh worker

i= Danh sach cédu hinh worker

0

11

Tén worker
XMLValidator
XMLSigner
TimestampSigner
SigneraP
SignatureValidator
PKCS1Validator
PKCS1Signer
PDFValidator
POFSigner
OfficeValidator

OfficeSigner

Cdu hinh tich hop

Quan |y Worker

Quan Iy cdu hinh Worker

Ngay tao/cap nhat
20/06/2017 17:48:39
31/05/2017 16:50:55
31/12/2015 09:46:28
20/06/2017 11:07:30
16/07/2017 12:52:37
19/06/2017 16:16:38
22/11/2016 16:45:40
03/11/2016 16:38:42
31/05/2017 16:51:07
30/12/2015 18:08:58

16/02/2017 10:26:43

a. Chinh sia cau hinh worker

Hiéu luc
True
True
True
True
True
True
True
True
True
True

True

Thao tac

4

% | @) Test hé théng

o Budc 3: Ngudi ding nhin vao nit “Chinh sira” tai cot “Thao tac”, hé thong hién thi man hinh
chinh stra nhu sau:

i= Chinh slra cdu hinh worker

Loai

GLOB.WORKERGENID.CLASSPATH

GLOB.WORKERGENID.SIGNERTOKEN.CLASSPATH

WORKERGENID.NAME

WORKERGENID.AUTHTYPE

Gia tri

org.signserver.validationservice.server.XMLValidator

XMLValidator

NOAUTH

org.signserver.server.cryptotokens.HardCodedCryptoToken

i | gors

Thao tac

(4 con a6

o Dé chinh sira thong tin ciu hinh, ngudi ding chon vao “Chinh stra” tai c¢ot “Thao tac”. Hé

thdng hién thi man hinh théng tin cia ciu hinh dugc chon
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i= Chinh stra cau hinh Worker m

Loai
PIN
Gia tri

1234abcd

o Ngudoi dung nhap théng tin méi va nhan “Cap nhat”. Hé thdng luu thong tin va théng bao két
qua thanh cong.

. |
Chinh stra cau hinh worker thanh cdng
il

o Dé thém méi cau hinh, ngudi ding chon “Thém méi”, nhap thong tin tai man hinh thém mai
roi nhan “Luu”.

i= Thém mdi cau hinh Worker m m

Loai

Gia tri

o Hé thdng luu thong tin va thong bao két qua thanh cong.
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v

Thém mdi cau hinh worker thanh cdng

| - |
o Pé xda théng tin cau hinh, nguoi dung chon vao “Xoa” tai cot “Thao tac”. Hé théng hién thi
man hinh yéu cau nguoi dung xac nhan.

Ban mudn x0a cau hinh Worker nay?
[

o Budc 4: Nguai dung chon “OK”, hé théng xda thong tin ciu hinh dwoc chon va thdng bao két
qua thanh céng.

v

Xoa cau hinh Worker thanh cing

Nhan “OK” hé théng ty dong 1am mai ludi danh sach

. Thém méi ciu hinh worker:
o Budc 5: Tai man hinh danh séch céu hinh worker, nguoi ding nhan vao nat “Thém méi”, hé
thong hién thi xac nhan viéc thém.
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A

Ban co mudn tao mdi Worker vdi cau
hinh hién tai?

3 X3

- Nhéan vao nut “Cancel” dé hiy thém moi

- Nhan vao “Pong y”, hé thong xu ly thém mai ciu hinh cho worker nay.
7. CAU HINH CA
7.1. Quan Iy CA
7.1.1. M0 ta chirc niang
Churc nang nay cho phép thém méi, chinh sira, x6a théng tin ciia cac nha cung cap chimg thu sb
cong cong.
7.1.2. Cac budc thue hién
o Budc 1: Tai man hinh chinh, nguoi dung chon menu “Quan 1y CA”.

C3u hinh CA

Quan Iy CA

Quan I¥ nha cung cdp SIM

Quan by hogp dong

o Budc 2: Hé théng hién thi man hinh chic nang nhu sau:
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§ Quanliyca

i= Danh sach CA

STT M3 CA
Mobile-1D

1 Trusted
Network

2 TomiCA

3 NEWTEL-CA

4 SAFE-CA

5 BkavCa

] SmartSign

CRL URL

https://mobile-id.vn/crl/Mobile-ID.cr

http://192.168.2.233:8080/ejbca/publicweb/webdist/certdist?
cmd=crl&issuer=CN=TomiCA,0=TOMICALAB,C=VN
http://crl.newca.vn/NewCA.crl
http://ra.safecert.com.vn:8080/ejbca/publicweb/webdist/certdist?
cmd=crl&issuer=CN=SAFE-CA,QU=SAFE-CA,0=SAFE-
Ca+Joint+Stock+Company, C=VN

http://crl.bkavea.vn/BkavCA.orl

http://crl.smartsign.com.vn

a. Chinh sita CA

o Bude 3: Nguoi dung chon vao nut “Chinh stra” tai c6t “Thao tac” tuong ung vei dong CA
can chinh stra thong tin. Hé thong hién thi thong tin chi tiet CA duoc chon

i= Chinh sia CA

Ma CA

Mabile-ID Trusted Network

Md t3

CA Mabile-1D Trusted Network

Short Code

5401

OCSP URL

http://192.168.2.233:8080/ejbca/publicweb/status/ocsp

CRL File

CRL URL

https://maobile-id.

Tén CRL

Mabile-ID.crl

vn/crl/Mobile-ID.crl

‘OCSP URL

http://192.168.2.233:8080/ejbca/publicweb/status/ocsp

http://192.168.2.233:8080/ejbca/publicweb/status/ocsp

http://ocsp.newca.vn/responder

http://ocsp.safecert.com.vn

http://ocsp.bkavca.vn

http://ocsp.smartsign.com.vn

4

# | Testhéthing ¥

Hiéu
I

True

True

True

True

True

True

>

Thao tac

Emen

o Truong hop nguodi diing muén chinh sira CA khac, chon Combobox”Ma CA” dé chon CA
can chinh sira, hé thong sé tu dong hién thi cac gia tri cia CA duoc chon.
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i= Chinh stta CA

M3 CA
Mabile-ID Trusted Metwork v

Mabile-1D Trusted Network

TomiCA

NEWTEL-CA

SAFE-CA

BkavCA

SmartSign

VNPT Certification Authority
CKCA

CA2

FPT Certification Authority
Viettel-CA

CRL File

o Thong tin CRL cua CA, bao gdm file CRL
CRL File

CRL URL

https://mabile-id.vn/crl/Mobile-ID.crl

Tén CRL
Mobile-1D.crl
An
Tén file Kich thudc (KB) Ngay cap nhat Ngay cap nhat ke tiép Thao tac
Mobile-ID.crl 0.87 15/06/2017 14:24:07 16/06/2017 14:24:07

- Nhén link “An” dé an thdng tin file CRL
- Nhan nat “Tai xuéng” hé théng tu dong tai file CRL ciia CA vé may tinh
- Nhéan nat “Tai lai” ¢é hé thong cap nhat thong tin file CRL méi nhat cia CA

o Tai thdng tin Chimg thu sé 1, chung thu sé 2: nguoi ding nhan link “Chi tiét” hé théng sé

hién thi noi dung chi tiét ciia Chimg thu sé duoc chon
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Chifng thw s6 1

----- BEGIN CERTIFICATE---— =
MIIGRDCCBCYgAWIBAGIEVFAPTTANBgkghkiGSWOBAQSFADCBYDELMAKGATUEBRMC

Vk4xFDASBgNVBAg TCOhVIEN0aSBNaW50MRQWEGYDVQQHEWLIbyBDaGkg TWIuaDFA -
MD4GA1UEChM3TWSiaWxILUIEIFRIY2hub2xvZ2llcyBhbmQgU2VydmiliZXMgSmap p

An
Chi tiét chung thu sé
Cong ty

CN=Mobile-ID Trusted Network
OU=Mobile-ID Technical Department
0=Mobile-ID Technologies and Services Joint Stock Company

L=Ho Chi Minh

ST=Ho Chi Minh T

=\ 4
Phat hanh

CN=Mobile-ID Trusted Network

OU=Mobile-ID Technical Department

O=Mobile-ID Technologies and Services Joint Stock Company
L=Ho Chi Minh

ST=Ho Chi Minh s
C=\IN &

Mgay hiéu lu'c
21/04/2017
Mgay két thic

28/03/2117

- Nhén link “An” @ 4an man hinh noi dung chi tiét Chung thu sb
o Nguoi dung nhap théng tin maéi caa CA

- Nhap cac gia tri can chinh sira, chu y khong dé trong cac gié tri va nhap ding dinh
dang yéu cau nhap.

- Nhan nat “Cap nhat”, hé thdng xt ly va thong bao két qua

v

Chinh stra CA thanh cong

b. Thém méi CA

o Budc 4: Tai man hinh danh sach CA, ngudi dung nhan vao nit “Thém méi”. Hé thdng hién
thi man hinh thém mai CA
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i= Thém mdi CA m

Short Code
OCSP URL
CRL URL

Tén CRL

o Nguoi ding nhap thong tin Ching thu s6 1, ching thu s6 2, sau d6 nhan link “Chi tiét” dé
hién thi noi dung chi tict cua ching thu so6

Chifng thu's6 1

Chiing thu s6 2

o Nguoi dung nhap thong tin
- Ch0y nhap céc thong tin bat budc va dung dinh dang theo yéu cau
- Nhan nat “Luu”, hé théng xu ly va thdng bao két qua
r
v

Thém mdi CA thanh cdng

7.2. Quan Iy nha cung cap SIM

7.2.1. Mo ta chirc nang
Chtic niang nay cho phép quan ly danh sach nha cung cap SIM, cho phép chinh sira va thm mai.
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7.2.2. Cac budc thue hién
o Budc 1: Tai man hinh chinh, ngudi ding chon menu “Quan Iy nha cung cap SIM”.

C3u hinh CA

Quan Iy CA

Quan Iy nha cung cdp SIM

Quan by hgp dong

o Budc 2: Hé thdng hién thi man hinh chic ning nhu sau:

@ Quan Iy nha cung cip SIM %@ Testhéthéngv
i= Danh sach nha cung cap SIM @
STT Tén nha cung c3p Mé ta Thdi gian Hiéu lyc Thao tac
1 VINAPHONE Cty Dich Vu Vign Théng VinaPhene 05/07/2017 10:07:52 True @
2 MOBIFONE Cty Dich Vu Vién Théng Mobifone 05/07/2017 10:07:53 True | |
k| VIETTEL Cty Dich Vu Vién Théng Viettel 05/07/2017 10:07:53 True | |

Tong s6 dong 3

a. Chinh sira nha cung cip SIM

o Budc 3: Ngudi dung nhan vao nat “Chinh sira” tai cot “Thao tac”, hé théng hién thi man hinh
chinh stra cho nha cung cap dugc chon

i= Chinh sifa nha cung cép SIM | || |

Tén nha cung c3p

VINAPHONE
Md ta

Cty Dich Vu Vién Thong VinaPhone
Thudc tinh

THHHY

Thdi gian
05/07/2017 10:07:52

Hiéu luc ¥

o Trudng hop ngudi ding muén chinh stra nha cung cip khac, chon Combobox tén nha cung

cap, hé théng hién thi théng tin cia nha cung cap duoc chon
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Enem

Tén nha cung cdp
v

| MOBIFONE
VINAPHONE
MOBIFONE
VIETTEL

o Nhép vao c4c thdng tin can chinh stra, nhan nat “Cap nhat”, hé thong xu Iy va thong béo két

i= Chinh st'a nha cung cép SIM

qua

v

Cap nhat nha cung cdp SIM thanh cdng

b. Thém méi nha cung cip SIM
o Bud6c 4: Nguoi ding nhan vao nat “Thém méi” tai man hinh danh sach nha cung cap. Hé

théng hién thi man hinh thém mai.
Lo

i= Thém mdi nha cung cap SIM
Tén nha cung cap
Mo ta

Thudc tinh

o Nhap cac thdng tin can thém méi, nhan nat “Luu”, hé théng xir Iy va théng bao két qua

8. QUAN LY HQP PONG
8.1. Quan ly hop dong

8.1.1. Mo ta chirc nang
Chtic nang nay cho phép ngudi dung tim kiém va xem thdng tin chi tiét hop dong caa khach hang,

cho phép chinh stra thdng tin: chinh sira cac phuong thirc Xac thuc va ky sb, cho phép Hay, Khéa/Ma

khoa hop dong, cho phép Khdéa/M¢ Khoa timg phuong thirc.
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8.1.2. Cac budc thuc hién

o Budc 1: Tai man hinh chinh, ngudi ding chon menu “Quan 1y hop dong”

13 Quan i hop ding

Quan |y hop ding

Thém mdi hop dong

D Lich st giao dich

o Budc 2: Hé théng hién thi man hinh chirc nang nhu sau:

¥ Quan Iy hop déng $ 1@ Testhéthongv

Q, Tim ki€m hadp déng | |

Tim kiém theo ngay ¢
Tir ngay 21/07/2017

Pén ngay 24/07/2017

Channel Tt ca v
Phurang thirc Tatca v
User

®
Bign thosi (OTP SMS)
olén thogl (STM PKI)
Dia chi email (OTP Email)
Hard Token Serial (OTP Token)
Trang thii hop déng | Titca v
oMb ta cac tiéu chi tim kiém:
- Tim kiém theo ngay: hé thdng s& tim kiém giéi han khoang thoi gian hoac khong gioi
han khoang thoi gian
- Tu ngay: khoang thoi gian Tir ngay tao hop dong
- Pén ngay: khoang thoi gian Bén ngay tao hop dong

- Phuong thuc: chon tim kiém theo cac phwong thirc X4c thuc, ky s6 ma hop dong ding
ky str dung

- User: M3 dinh danh cua hop déng
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- ID: ma dinh danh cta hé thdng két néi véi Trusted Hub dé dang ky hop dong

- Dién thoai (OTP SMS): S dién thoai ciia phuong thirc xac thuc OTP SMS

- Pién thoai (WPKI): Sb dién thoai cia phuong thirc Xac thuc WPKI

- Dia chi Email (OTP Email): bBia chi email cua phuong thic xac thyc OTP Email

- Hard Token Serial (OTP Token): m& Token SNB cua phuong thic xac thuyc OTP
Token

- Trang thai hop dong: Trang thai sir dung caa hop dong
o Budc 3: Nguoi dung nhap théng tin can tim.

- Nhan nat “Tim kiém”, hé théng hién thi man hinh danh séch hop ddng theo diéu kién
tim kiém

= Danh sach hap ddng Téng céng 9

T . Ngay ta a3 A pan -
STT Channel User 2ng Phuong thic g2y 20/<ép Ngay hiéu luc  Thao tac
thai nhat R
; ' Sl / o' i [ # Signserver]
1 TRUSTEDHUB  thanhtest29 Activation OTPSMS, PKI, SignServer 14:00:43 14:00:43 I'd m # Sig

2 TRUSTEDHUB thanhtest28 Cancel  PKI 2:; 23‘: ;:17 2;{ :g’: {212 1 [~ px |
3 TRUSTEDHUE vng.hn Activation  SignServer isz‘f g:‘r 5317 ;g‘r g:’r 540 = [ # pit |
4 TRUSTEDHUE  vng.sg Activation  SignServer ig’fg;fggﬂ ;gfg;fgg 7 m
5 NSS thaopc Activation  WPKI i:‘f ?;, ;31? ig‘r g;’r gﬂﬂ v [ # chinh s [ # ome | £ it |
s e e O
) o s o TSSO RO S S g D
§  TRUSTEDHUB thanhtestol Activation SignServer ii‘f ?:’: ;;1? i:’r ?I’: 5'; v [ # chinh sia [ # ome | £ i |
g TRUSTEDHUB msigdemo  Activation  SignServer i;jgif;‘:l? i:fgifsl? m m

6 NS5 oanh.ctk Activation  WPKI

a. Két xuat file CSV

o Tai man hinh danh séch, nhan nat “Xuat file CSV”, hé théng thong béo tiép nhan Iénh ket
Xuat.
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v

Hé thdng da ti€ép nhan yéu cau két
xugt file thanh cong

o Chuy: Tim kiém va tai file CSV vira két xuét s& duoc thuc hién tai chtrc nang “Lich sir xut
tép CSV” trong nhom chirc nang “Lich st giao dich”

b. Chinh sira hgp déng:
o Budc 4: Tai man hinh danh séch, nguoi ding nhan vao nit “Chinh sira” dé hién thi man hinh
chi tiét caa hop dong duoc chon.

- ChU y: Trang thai hop dong bi Huy (Cancel) chi duoc phép xem thong tin chi tiét cua
hop dong, khdng cho phép thuc hién cac nghiép vu khac trong hé thong

i= Chi tiét hdp dong m m

Gia han ngay hiéu luc
Thdi gian hét han

22/07/2027

Chi tiét hgp dong
Channel
TRUSTEDHUB

User

khanhpx
Trang thai

Activation
Ngay tao/cdp nhit
10/07/2017 13:35:14
MNgay hiéu lu'c
11/07/2017 22:09:52
MNgay két thic

07/09/2027 22:09:52

o Khoa hep dong:

- Nhan vao nat “Khéa” dé khéa hop dong, hé thdng yéu ciu xac nhan viéc khoa hop
ddng
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A

Ban chac chan mudn khda hap déng

nay?
oo

- Nhan nat “Huay” dé hay bé lénh khéa hop dong

- Nhan nat “Pdng ¥ dé khda hop dong, hé théng xu ly va thdng bao két qua

v

Khoa hgp dong thanh cing

o Maé khoa hgp dong:

- Nhan vao nat “Md Khoa” dé mé khoa hop dong, hé thdng yéu cau xac nhan viéc mo
khoa hop dong

- Nhan nat “Hay” dé huy bé lénh ma khéa hop dong.
- Nhan nat “Péng y” ¢é ma khoa hop dong, hé thong xt Iy va théng bao két qua

v

Md khoa hap dong thanh cong

- Chuay: Trang thai hop d6ng Bi khoa thi hé théng s& hién thi chirc nang Mo khoa

o Hiy hep dong:
- Nhéan vao nat “Huay” dé huy hop ddng, hé théng yéu cau xéac nhan viéc hay hop dong
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A

Ban chac chdn mudn hiy hap ddng
nay?

EEARE= D

- Nhan nit “Pdng y” & hay hop ddng

- Nhéan nat “Huay” dé haty bo 1énh huy hop dong
e Hop dong bi Huy s& Huy vinh vién trong hé thdng, khong dugc phép thyc hién

céc nghiép vu xéc thuc va ky s6 cia hé thong Trusted Hub. (Dugc phép ding
ky lai hgp dong khac véi cac thong tin ca nhan cua hop dong bi Huay)

e Hop ddng c6 str dung phuong thirc SignServer: hé théng s& x6a thong tin Key,
Worker lién quan hop dng khoi hé thong. Thdng tin Worker s& duoc x6a khoi
danh sach Worker trong chirc nang “Quan ly Worker* thugc nhém chirc nang
“CAu hinh tich hop”.

o Gia han hiéu luc cho hep ddng:

- ChU ¥: Chire néng gia han chi dugc thuc hién déi voi cac hop dong con sé ngay higu
luc nho hon s6 ngay cua: “Thoi gian canh bao hét han chung thu/hop dong (Ngay)
dugc cau hinh trong chire nang Cau hinh tham so6 hé thong” + thoi gian hién tai cua hé

thong.
- Chon “Calender” thoi gian hét han, nhan nat “Gia han”, hé théng xir 1y va thong béo
ket qua.
[ |
wy

Gia han hgp dong thanh cong

| - |
- Nhan “OK”, hé théng s& tu dong lam mai man hinh théng tin caa hop dong hién tai

o Nhén nut “Quay lai”, hé thdng tré' v& man hinh danh sach.
c. Chinh sira hgp dong OTP:

o Budc 5: Tai man hinh danh séch hop ddng, nhan vao nat “OTP” d¢ hien thi man hinh hop
dong xac thuc OTP.
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- ChU v: Trang thai hop dong bi Huy (Cancel) chi duoc phép xem thdng tin chi tiét cua
hop dong, khdng cho phép thuc hién cac nghiép vu khéc trong hé thong

i= Théng tin hdp déng xdc thuc OTP

Channel
TRUSTEDHUB
User
khanhpx
Trang thai hgp dong OTP
Activation
Trang thai OTP (Error Counter/Max Counter)
s [E= ]
Trang thai OTP dang hoat déng

Phuong thic OTP

¥ Xac thu'c OTP SMS
bién thoai

0503180081

# Xac thu'c OTP Email

Bia chi email
khanhpx@mabile-id.vn
[] Xac thuc OTP Token
o Khoa/Mé khoa Trang thai OTP:
- Chu y: trang thai hop dong OTP bi khoa, hé théng s& khong cho phép hop ddng thuc
hién xac thuc OTP
- Nhan vao nat “Khoa” dé khoa trang thai hop dong OTP

Khda trang thai OTP thanh cong

- Trang thai OTP bi khoa, hé thdng hién thi hién trang Khda caa OTP va chirc ning Mo
khoa.

Trang thai hgp dong OTP
Activation

Trang thai OTP (Error Counter/Max Counter)

Trang thai OTP bi khoa
- Nhin nat “Mé khoa”, hé théng mé khoa trang thai OTP
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v

Md khda trang thai OTP thanh cdng

o Thay d6i thong tin phwong thiec OTP
Check/UnCheck chon cac phuong thae: OTP SMS, OTP Email, OTP Token dé chon
dang ky hodc khong dang ky cho hop dong

Check chon céc phuong thirc, thay doi cac thng tin sé dién thoai, email hogc OTP
Token cho hop dong

o Nhap/chon cac thdng tin can thiét, nhan nat “Cap nhat”, hé thng xu ly va théng bao két qua.

v

Cap nhat hgp dong thanh cong

d. Chinh sira hgp ddng PKI:

Budc 6: Tai man hinh danh sach hop dong, nhan vao nat PKI”, h¢ thdng hién thi man hinh
hop dong chi tiét PKI

Chu y: Trang thai hop dong bi Huy (Cancel) chi duoc phép xem thdng tin chi tiét cia
hop dong, khdng cho phép thuc hién cac nghiép vu khac trong hé thong

i= Théng tin hdp déng xac thuc PKI

Channel

TRUSTEDHUB

User
khanhpx

Trang thai hdp dong PKI
Activation

Trang thai PKI (Error Counter/Max Counter)

0/s

Trang thai PKI dang hoat ding

o Khoéa/Mé khoa trang thai PKI
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- Chu y: trang thai hop ddng PKI bj khda, hé théng s& khdng cho phép hop dong thuc
hién xac thyc PKI

- Nhian vao nat “Khoa” dé hé théng khoa trang thai PKI

v

Khda trang thai PKI thanh cdng

- Trang théai hop ddng bi khoa, hé thong hién thi hién trang Khoa cia PKI va chirc ning
“M khéa”

Trang thai hdp déng PKI

Activation

Trang thai PKI (Error Counter/Max Counter)

Trang thai PKI bi khoa

- Nhan vao nat “Mo khoa” dé ma khoa trang thai hop dong PKI

v

Md khda trang thai PKI thanh cdng

- Théng tin mé khoa trang théi s& hién thi nhu hinh bén dudi

Trang thai hop dong PKI
Activation

Trang thai PKI (Error Counter/Max Counter)

os (=]

Trang thai PKI dang hoat déng

o Thay ddi théng tin phuwong thirc PKI:

- Check/UnCheck chon str dung cac phuong thirc: xac thuc PKI, x&c thuc LCD PKI,
xac thuc SIM PKI

- Céc phuong thirc dwoc Check chon, nhap/browse file chimng thu sé can thiét
- Nhéan vao link “Chi tiét” d& xem noi dung chi tiét caa Chtng thu s6

76



MOBILE-ID TECHNOLOGIIES AND SERVICES JOINT STOCK COMPANY

= 43 Mac Di i, District 1%, Ho Chi Minh City, Vietnam
MOBILE ID ¢ Dinh Chi, District 1

Anytime, Anywhere Tel: (84-8) 3620 4187 - Fax: (84-8) 3911 8921 — Hotline 19006884

info@mobile-id.vn — http://www.mobile-id.vn

4

Chi tiét chifng thw s&

Cdng ty

C=VN

L=Q2

O=Mohile-1D

OU=Mobile-1ID

CN=Pham Xuan Khanh ¢

FMATI ANNRFSS —khanhnvimmaohilasid wn A

Phat hanh

CN=Mabile-1D Trusted Network

OU=Mobile-ID Technical Department

0O=Mobile-ID Technologies and Services Joint Stock Company

L=Ho Chi Minh

ST=Ho Chi Minh T
C=\N y

Ngay hiéu luc
04/07/2017
Ngay két thiic

21/03/2037

- Chon/nhap céc thdng tin can thiét, nhan nit “Cap nhat”, hé thdng xu ly va théng bao
két qua

W

Cap nhat hgp ddng thanh cng

b ’

e. Chinh sira hgp dong SignServer

o Budc 7: Tai man hinh danh séch hop dong, nhan vao nit “SignServer”, hé thong hién thi man
hinh théng tin chi tiét hop dong ky s6 SignServer

- ChU y: Trang thai hop dong bi Huy (Cancel) chi dwoc phép xem thong tin chi tiét cua
hop dong, khdng cho phép thuc hién cac nghiép vu khac trong hé thong

Truong hop 1: Hop dong di ding ky phwong thirc SignServer va da tich hop chimg thw s6
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Channel
TRUSTEDHUB
User
thanhtest78
Trang thai hop dong SignServer
Activation
Trang thai SignServer (Error Counter/Max Counter)

s [

Trang thai SignServer dang hoat déng
Kich hoat PIN Code
True Huy kich hoat
Ngay hiéu lwc chirng thu
25/09/2017 17:17:33
Ngay hét hiéu lyc chirng thu
12/06/2037 17:17:33
S8 ngay con hiéu ly'c

7199

o Tién ich:

CSR
----- BEGIN CERTIFICATE REQUEST-—-- =
MIIBTCCAQYCAQAWXZEFMBOGCgMSIom TRixkAQEMDONNTKQEMDkWODG40Dg40DEU
MBIGA1UEAWWLVGhhbmhUZXNONTgxCzAIBgNVBACMAIEXMQwWCgYDVQQIDANIQOOX -

CzAJBgNVBAYTAIZOMIGIMAOGCSqGSIb3DOEBAQUAA4GNADCBIQKBOCWPgHI1T5Z

e

Chép vao Clipboard Taixudhg Thay déi

Chiing thur s6
MIIGL]CCBBagAWIBAQIQVARY+05GLOrFNcBYg31VDANBgkghkiGOWOBAQSFADCE =
yDELMAKGA1UEBhMCVk4xFDASBgNVBAGTCOhVIENCaSBNaW5oMRQWEGYDVQQHEWtI
byBDaGkgTWIuaDFAMD4GA1UEChM3TWSiaWxILUIEIFRIYZhub2xvZ2llcyBhbmQg -
U2VydmlZxXMgSm9pbnQgU3RvY 2590 29tcGFue TENMCUGATUECXMeTW3iaWxILUIE 5

Chi tigt  Tai xudng

- Tai thdng tin CSR, nhin vao link “Chép vao Clipboard” dé sao chép thdng tin CSR
- Tai thong tin CSR, nhéan vao nat “Tai xubng” d¢é tai file thong tin CSR vé may tinh
e Dinh dang file duoc luu vé may tinh: User caa hop dong + “.cst”

- Tai thong tin Ching thu s6, nhan vao link “Chi tiét”, hé thong hién thi thong tin chi
tiet cua chung thu
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Chirng thu sd

MIIEMzCCAhugAWIBAGIQVAQaISVOfHzyC3QWQT7 FriANBgkghkiGOwOBAQSFADCE
yDELMAKGA1UEBhMCVK4XFDASBGNVBAGTCOhVIENGaSBNaWS0MRQWEGYDVQQHEWLT
byBDaGkg TWIuaDFAMD4GA1UEChM3TWSiaWxILUIEIFRIYZhub2xvZ2licyBhbmQg
U2VydmliZXMgSm9pbnQgU3RvY2sqQ29tcGFue TENMCUGAIUECXMETWSiaWxILUIE

An  Taixudng
Chi tiét chirng thu s6

Céng ty
C=VN
O=Mobile-ID
OU=Maobile-ID
CN=Tran Van Thanh

Phat hanh

CN=Mobile-ID Trusted Network

OU=Mobile-ID Technical Department

O=Mobile-ID Technologies and Services Joint Stock Company
L=Ha Chi Minh

ST=Ho Chi Minh

—=\/N

Ngay hiéu lurc
18/07/2017
MNgay két thic

04/04/2037

- Nhéan vao link “An”, hé thong déng thu gon man hinh “Chi tiét chimg thu s&”
Gia_han ching thw _sé: Nhin vao niit “Gia han CTS” tai man hinh chi tiét hop dong

SignServer, hé thong hién thi man hinh gia han chang thu sé.

i= Gia han chdng thu s&

Channel
TRUSTEDHUB

User
ThanhTest58

Tén worker

TRUSTEDHUB-ThanhTest58-MultiSigner

Ching thur s6

Choose File | No file chosen

Ching thyr s6 nha cung cap

Chon chifng thu s6 tir @® Danh sach CA O Khac
BkavCA

@ Chirng thu'sG1 O Ching thu' sG 2 Chi tiét

- Théng tin “Chung thu s6”:

Coiss [ corn
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Chirng thu' s

Choose File | No file chosen

e Hé thong cho phép dinh dang file: .txt, .pem, .cer
e Browse chon file chimg thu s trong may tinh, hé thong s& ty dong dién thong
tin vao 6 ching thu so
- Thdng tin “Chimg thu s6 nha cung cap™:

e Truong hop chon ldy thong tin chimg thu s6 tir “Danh sach nha CA” duoc
tham so trong hé thong: Check/chon Radio “Danh sach CA”

v" Chon Combobox danh sach nha CA dé chon nha cung cap CA dugc cai
dat.
v" Chon vao Radio “Chung thu ) 1 hoac “Ching thu s6 27, dé chon cai
dat theo chimg thu s6 nha cung cap CA dugc chon.
v' Xem chi tiét chimg thu s0: nhan vao link “Chi tiét” dé xem thong tin
chi tiét caa ching thu s6 dugc chon
Chon chirng thu s6 tir ® Danh sach CA Khac

Mabile-ID Trusted Network v

® Chirng thu'sd 1 Chirng thu' s3 2

B

Chi tiét chiing thu s6

Cong ty

CN=Mobile-1D Trusted Network
OU=Mobile-ID Technical Department
0=Mobile-ID Technologies and Services Joint Stock Company

L=Ho Chi Minh

ST=Ho Chi Minh M

~=\iM s
Phat hanh

CN=Mobile-1D Trusted Network
OU=Mobile-ID Technical Department
0=Mobile-ID Technologies and Services Joint Stock Company

L=Ho Chi Minh

ST=Ho Chi Minh M

C—\/M P
Ngay hiéu lu'c

21/04/2017

Ngay két thic

28/03/2117

v" Nhan link “An” dé déng thu gon man hinh thong tin “Chi tiét ching
thur s6”

e Truong hop chon ldy thong tin ching thu s tir file: Check/chon Radio
“Khéac”, hé thong hién thi man hinh.
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Chiing thu' 56 nha cung cap

Chon chifng thu s& tir Danh sdch CA ® Khdc

Choose File | No file chosen

v' Hé thdng cho phép dinh dang file: .txt, .pem, .cer

v Chon Browse file thong tin ching thu s6 tir file trong may tinh, hé
thong tu dong dién théng tin vao 6 chang thu s6 nha cung cap.

- Chon/nhap day dui thong tin “Chimg thu s6”, “Chimg thw s6 nha cung cap”, nhan vao
nat “Cai dat”, hé thong xur ly va thdng béo ket qua

o CAap méi mat khiu:

- Nhan nit “Cap méi mat khau” tai man hinh chi tiét hop dong SignServer, hé thong

yéu cau x4c nhan viéc cip méi

Ban mudn cap mdi mat khau?
=32

- Nhan nat “Hay” dé huy bo viéc cip méi

- Nhan nat “Pong §” dé dong y cap moi mat khau, he théng xu 1y cap nhat mat khau
ngau nhién vao h¢ thong, dong thoi gui mat khau vao hop thu email cua khach hang.
H¢ thong thdng béo ket qua

v

C3p mdi mat khdu thanh cdng

- Pong thoi khach hang kiém tra hop thu email
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Hé théng Trusted Hub cung cap mat khau hop déng Signserver/TrustedHub SignServer Password L]
Recovery Inbox  x
o TrustedHub Service <trustedhub@mobile-id vn= 10:31 AM (0 minutes ago) - -
T tomel-

Hé théng quan tri Trusted Hub/TrustedHub Administration.

Mat khdu hop ddng Signserver ciia Quy khach/Your Password Signserver: 14729184

Trén trong/Regards.
Ban quan triTrustedHub

o Kiém tra mat khiu mie dinh:

- Tai man hinh chi tiét hop ddng SignServer, nhin vao nat “Kiém tra mat khau mic
dinh”, hé thong xt ly va thong bao két qua kiém tra véi truong hop mac dinh

. |
Mé&t khau hdp ddng Signserver méc
dinh
| - il

- Truong hop mat khau khdng mac dinh:

v

Mét khdu hdp ddng Signserver khéng
mac dinh

o Xem thong tin Worker:

- Tai man hinh chi tiét hop dong SignServer, nhan vao nit “Cau hinh worker”, h¢ théng
hién thi man hinh chi tiét Worker cua hgp dong
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i= Théng tin Worker

Thiéng tin hop ddng SignServer

Channel
TRUSTECHUB
User
khanhpx
Trang thai
Activation

Tén worker

TRUSTEDHUB-khanhpx-MultiSigner

Tén key

Md ta Worker

TRUSTEDHUB-khanhpx-20170710133633

Ngay tao/cap nhat
10/07/2017 13:35:14
Ngay hiéu lwc

11/07/2017 22:09:52

Cdu hinh théng tin worker

i | v

Chirng thu sé Worker

- Tab “Thong tin hop dong SignServer”: thong tin hop ddng va thong tin cua worker
lién quan dén phuong thuc SignServer

- Tab “Mb ta Worker”: mé ta théng tin cua worker bao gom trang théi, cac gia tri ciu
hinh cua worker,..

Thdng tin hdp ddng SignServer

M ta

Status of Signer with Id 21 is :
Worker status : Offline
Token status : Active
Signings: 0
Errors:
No signer certificate available
Certificate chain not available

Active Properties are :
XMLTYPE=DSIG

SIGNERCERTCHAIN=

Cau hinh théng tin worker

Chifng thu s& Worker

- Tab “Céu hinh thong tin worker”: hién thij tha tu dang ludi vé cac cau hinh chi tiét caa

worker
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Théng tin hgp dong SignServer M#d ta Worker C&u hinh théng tin worker Chirng thu' s6 Worker

= Danh sach cau hinh worker Thém mdi
STT Loai Gia tri Thao tac
1 xwrvee psic [ # chinh stz | #363]
2 SIGNERCERTCHAIN Subject: CN=ThanhTest48,0=Hose,C=VN Issuer: CN=Mobile-ID T... m

3 VISIBLE_SIGNATURE_TEXT_COLOR Black m
4 SIGNATURE_DATETIME_PREFIX Ky ngay: m
5 LOCATION Ho Chi Minh - Vietnam m
6  VISIBLE_SIGNATURE_PAGE 1 [ # chinh sira |
7 SIGNERINFO_SHOW_DATETIME_OMLY False [ # Chinh sifa |

e Thém méi, chinh sira va x6a thdng tin cau hinh worker (Tham khao thao tac &
chtrc nang 6.1. Quan ly Worker, myc b. Xem va chinh sira théng tin cau
hinh)

- Tab “Chung thu s Worker™:

e Truong hop hop dong da duoc cai dit chimg thu s6 1én SignServer thi hién thi
thdng tin cua chimg thu s0: ngay hiéu luc ching thu, ngay het hi¢u luc chung
thu, théng tin chi tiét ching thu sé va chang thu s6 nha cung cap:

Théng tin hgp ddng SignServer M& t3 Worker Cau hinh théng tin worker Chirng thu s& Worker

MNgay hiéu luc

28/07/2017 22:25:41
Mgay hét hiéu luc
14/04/2037 22:25:41

Chirng thu' s&

e N —

Key: Sun RSA public key, 1024 bits
modulus: -
127741377291307697281074972563870539465572595007161838951309312355755023836671882997154082945832781264127096542040975293955482862 4

Chifng thur s& nha cung cap

e N —

Key: Sun RSA public key, 1024 bits
modulus: -
127741377291307697281074972563870539465572595007161838951309312355755023836671882997154082945832781264127096542040975293955482862 4

e Truong hop hop ddng chua cai dat chung thu sé 18n SignServer:
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Théng tin hap ddng SignServer Md ta Worker C3u hinh théng tin worker Chirng thur s& Worker

Ngay hiéu luc

Ngay hét hiéu lu'c

Chifng thy s

Chirng thu s6 nha cung cap

Nhan vao nat “Lam tuoi” dé cap nhat lai théng tin méi nhat caa worker

v

SignServer reloaded successfully

Current configuration is now
activated.

| - il
Nhan vao link “Lay trang thai” dé iy théng tin trang thai cua worker
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v

Current version of server is :
SignServer 3.4.1

Status of Signer with Id 12 is :
Worker status : Active
Token status : Active
Signings: 0

o Khoa trang thai SignServer:
- Cho phép Nguoi dung tam khda hoac mé khéa trang thai SignServer.
- Khi trang thai SignServer bi tam khoa thi hgp d¢ong khdng cho phép ky sé.
o Thay ddi thong tin CSR: thay ddi thdng tin Khoa, thdng tin yéu cau cip phat ching thu sé

CSR
----- BEGIN CERTIFICATE REQUEST—— =
MIIBVDCCASUCAQAWHEdMBSGCgmSIomT8ixkAQEMDU1TVDoWOTMyMDQSMDMXETAP
BaNVBAMMCGNOeSAXMTEXMREWDWYDVQQLDAjdHkgMTTyMEPMAOGA1UECGWGY3R5 -

IDEXMQswCOYDVQOHDAIRMIEMMAGGALUECAWDSENNMQswCQYDVOQGEWIWTICBNZAN

I

Chép vao Clipboard Tai xudngf Thay dbi

Chiing thy s&
MIIGLJCCBBagAWIBAGIQVARKIelxPUDN7sX8q8ItNTANBgkghkiGOwOBAQSFADCE =
yDELMAKGA1UEBhMCVk4xFDASBgNVBAGTCOhVIENoaSBNaWS0MRQWEGYDVQQHEWL
byBDaGkgTWIuaDFAMD4GA1 UEChM3TWaiaWxILUIETFRIY2hub2xvZ2llcyBhbmQg -

U2VydmliZXMgSm9pbnQgU3RvY?259029tcGFueTEnMCUGA1IUECKkMe TW9iaWxILUIE
Chi tift Tai xudng

I

- Tai man hinh chi tiét hop dong SignServer, nhan vao link “Thay doi” bén dudi thong
tin CSR, hé thong hién thi man hinh
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i= Thay déi théng tin CSR ‘ H |

Channel
TRUSTEDHUB
User
ThanhTest53
Trang thai
Activation
Tén worker
TRUSTEDHUB-ThanhTest53-MultiSigner
Tén khoéa
TRUSTEDHUB-20170501095259
DN
CN=cty 1111, OU=cty 1222, O=cty 11, L=0Q2, ST=HCM, C=VN, 0.9.2342.19200300.100.1.1=MS5T:093204903
# Gill Khda (Khéng tao Khéa mai)
Théng tin yéu cau cap phat chifng thu sé
Thudt toan CSR

SHA1WithRSA r

- Tai man hinh thay doi thong tin CSR, check chon chirc néng “Gilr Khda (Khong tao
khoa mai), hé thong hién thi man hinh thay doi thog tin yéu cau cap phat chung thu
¥ Giif Khéa (Khdng tao Khoa mdi)
Théng tin yéu cau cap phat chiing thu s6
Thust toan CSR

SHAIWIthRSA v
Chiing thu s6 cd nhan Chirng thu' s ca nhan trong doanh nghiép Chifng thur sd doanh nghiép

Tén céng ty (CN)
cty 1111

Pdn vi td chirc (0U)
cty 1222

T8 chiic (0)
cty 11

M3 s6 thué
093204903

Quén/Huyén (L)
Q2

Tinh/Thanh phé (ST)

HCM

e Chon thuat toan CSR dé tao thdng tin yéu cau cip phét ching thu
e Chon mot trong 3 thdng tin chii thé vé yéu cau cap phét ching thu
v' Chung thu s6 & nhan: thong tin cha thé 1a ca nhan

87



MOBILE-ID

Anytime, Anywhera

v

v

MOBILE-ID TECHNOLOGIIES AND SERVICES JOINT STOCK COMPANY
43 Mac Dinh Chi, District 1%, Ho Chi Minh City, Vietnam
Tel: (84-8) 3620 4187 - Fax: (84-8) 3911 8921 — Hotline 19006884

info@mobile-id.vn — http://www.mobile-id.vn

Chung thu sé c& nhan trong doanh nghiép: thdng tin chu thé 12 ca nhan
trong doanh nghiép, cong ty

Chung thu s6 doanh nghiép: théng tin chu thé 12 doanh nghiép, cong ty

- Tai man hinh thay déi thong tin CSR, Uncheck bé chon chirc ndng “Gitr Khda (Khdng
tao khéa mdi), h¢ thong hién thi man hinh cau hinh Khéa va thay doi thdng tin yéu
cau cap phat chung thu

Giir Khoa (Khing tao Khéa mdi)

Cau hinh khéa

Tao khda md Sir dung khda sin

Thuat toan khoa
RSA

Chiéu dai khoa
1024

Loai khda

Private

[41]

Théng tin yéu cau cap phat chirng thu s

Thuat toan CSR.

SHATWIithRSA

Chifng thu s& cd nhan Chifng thu s& cd nhan trong doanh nghiép Chifng thi s& doanh nghiép

Ho va tén (CN)

- CAu hinh Khéa:
e Tao khéa mai: yéu cau hé théng tao mgi hoan toan Khoa trong hé théng

v
v

Thuat toan Khda: bao géom thuat toan RSA va DSA

Chiéu dai Khoa: Chiéu dai khoa duoc hién thi twong tng véi Thuat
toan Khoa dugc chon. Thuat toan RSA: 1024, 2048 va 4096; Thuat
toan DSA: 1024

Loai Khoéa: Private (Loai khéa ca nhan, khong sir dung chung), User
Sharing (Loai khoa dung chung User), Channel Sharing (Loai khéa
dung chung Channel). Piang ky khoa dung chung dé cac hop ddng tiép
theo ¢ thé sir dung chung khoa.

Chu y: binh dang tén Khoa theo Loai Khoa: Private (Ma Channel-
User-Chudi ky tu thoi gian), User Sharing (Ma Channel-Chudi ky tu
thoi gian), Channel Sharing (Chuol ky tu thoi gian). Hé thong tao hop
ddng thanh cong, chimg thu s chua dugc cai dat chimg thu s6, Ngudi
ding truy cap chirc nang “SignServer” cua hop ddng duoc tao trong
danh sach hop dong dé cai dat chimg thu s6

e Sir dung khda san co:
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Loai khoa: User Sharing (Chon loai khda dung chung User cua cung
Channel); Channel Sharing (Chon loai khéa dung chung Channel)

Tén worker (Tén Khoa): hé thdng hién thi Tén khoa va tén worker
trong hé théng twong wng Loai Khoa dugc chon. Danh sach khoéa hién
thi dap tGng diéu kién: hop ddng khong bi Hay, hop ddng da duoc cai
dit chung thu sb.

Chul y: Pang ky Khoa dung chung, hop dong sé tich hop st dung
chung Khoa va ching thu sé cia Khoa dugc chon khi hoan thién buéc
thay doi théng tin CSR

Thong tin yéu cau cip phét chung thu sb:

e Thuat toan CSR: hé thdng hién thi thuat toan CSR tuong tng voi Thuat toan
khoa dugc chon. Thuat todn khoa RSA: SHA1WIthRSA, SHA256WithRSA;
Thu4t toan khda DSA: SHAIWithDSA

e Chon mét trong 3 théng tin diang ky chu thé vé yéu cau cip phét ching thu:

1.

SN U N N NN

NN N Y U N N NN

\

Chiing thwr s6 C& nhan: ding ky chimg thu s6 voi tu cach 1a ¢ nhan
Ho va tén (CN): ho va tén cta ca nhan dang ky sir dung chimg thu sd
Dién thoai: S6 dién thoai lien hé caa ca nhan

CMND: chttng minh nh&n dan cua ca nhéan

Quan/Huyén (L): dia chi Quan/Huyén cua ca nhan

Tinh/Thanh ph (ST): dia chi Tinh/Thanh phé caa ca nhan

Qudc gia (C): dia chi Quéc gia cua ca nhan

Chirng thw s6 C& nhan trong doanh nghiép: ding ky ching thu sd
Vi tu cach 1a cd nhan trong doanh nghiép

Ho va tén (CN): ho va tén cta ca nhan dang ky sir dung chimg thu sd
T4 chirc (0): tén t6 chirc

Pon vi t6 chire (OU): tén don vi td chic

Chuc vy (T): chie vy cia ca nhan trong doanh nghiép (c6 thé tréng)
M4 s6 thué: ma sé thué ciia doanh nghiép

CMND: chitng minh nhé&n dan cta ca nhan

Quan/Huyén (L): dia chi Quan/Huyén cua ca nhan

Tinh/Thanh phd (ST): dia chi Tinh/Thanh phé caa ca nhan

Quéc gia (C): dia chi Qudc gia cua ca nhan

Chimg thuw s6 Doanh nghigp: ding ky chtng thu s véi tu cach 1a
doanh nghiép

Tén cong ty (CN): tén cua doanh nghiép ding ky sir dung chang thu sb

Pon vi t6 chire (OU): tén don vi t chic
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v' T6 chic (O): tén td chuc

v' M4 s thué: ma s6 thué cua doanh nghiép

v Quan/Huyén (L): dia chi Quan/Huyén cua doanh nghiép

v Tinh/Thanh phé (ST): dia chi Tinh/Thanh phé ciia doanh nghiép
v' Québc gia (C): dia chi Qudc gia ciia doanh nghiép

- Chon/nhap cac thdng tin can thiét, nhan nut “Pdong y”, hé thdng xir Iy va thong bao
két qua

v

Thay ddi théng tin CSR thanh cding

Trudng hep 2: Hep dong da ding ky phweng thirc ky s6 SignServer va chwa tich hep
chirng thw so

Channel

TRUSTEDHUB
User
ThanhTest59
Trang thai hdp dong SignServer
Activation
Trang thai Signserver (Error Counter/Max Counter)

s (=2

Trang thai Signserver dang hoat ddng
Pia chi email

thanhtv@tomicalab.com

- Nhan vao nat “Cap phat CTS”, hé thong hién thi man hinh cip phat Chimg thur s6
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i= Céap phat chifng thu' s6

Channel
TRUSTEDHUB

User
thanhtest21

Tén worker
TRUSTEDHUB-thanhtest21-MultiSigner

Chiing thu s

Choose File | No file chosen

Chifng thu' s6 nha cung cap

Chon chi'ng thu s tir ® Danh sich CA (O Khic
Mabile-ID Trusted Network

@ Ching thw s61 O Ching the sg 2 Chi tigt

- Browse chon file ching thu s, hé thong s& tu dong dién thong tin vao 6 Chimg thu sd

- Chon/nhap “Chumng thu sé nha cung cap™:

- Truong hop chon anh sach nha CA: Chon Qombobox danh sach nha CA, choqn Vao
Radio “Chung thu s6 17 hodc “Chimng thu s6 27, sau d6 nhan link “chi tiét” dé xem
thong tin chi tiét cia chung thu s6 nha CA

Chon chifng thu s6 tor @® Danh sich CA O Khac
Mabile-1D Trusted Network

@ Chimng thu'sd 1 ) Ching thur s5 2 An

Chi tiét chiing thu s6

Cong ty

CN=Mobile-1D Trusted Network

OU=Mobile-ID Technical Department

0=Mobile-ID Technologies and Services Joint Stock Company
L=Ho Chi Minh

ST=Ho Chi Minh

~=\iM

Phat hanh
CN=Mobile-1D Trusted Network
OU=Mobile-ID Technical Department
0=Mobile-ID Technologies and Services Joint Stock Company
L=Ho Chi Minh

ST=Ho Chi Minh
iy |

Ngay hiéu lu'c
21/04/2017
Ngay ket thic

28/03/2117
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- Truong hop chon Khac: hé théng hién thi man hinh Browse file dé dién thong tin vao
0 Chuang thu s6 nha cung cap
Chiing thu' 56 nha cung cap

Chon chifng thu s& tir © Danh sich CA @ Khac

Choose File | No file chosen

- Chon/nhap diy du théng tin, nhan vao nit “Cai dat”, hé théng xir Iy va théng bao két
qua
Truwong hop 3: Hop ddng chwa diing ky phwong thirc ky sé SignServer:

= Thong tin hdp dong SignServer

Channel

NSS

User

anh.lengoc

Trang thai hop dong SignServer
Activation

Trang thai SignServer (Error Counter/Max Counter)

o (=]

Trang thai SignServer dang hoat déng

Thém mdéi phuang thirc SignServer

Chon Worker
MultiSigner

Pia chi email

Cau hinh khoa

Tao khda mdi Sir dung khoa s3n cé

Thuat toan khéa
RSA

Chiéu dai khoa
1024

Loai khoa

Private

Thdng tin yéu cau cap phat ching thu sé

Thujt toan CSR

SHA1WIthRSA

- Chon Worker: chon worker dé dang ky SignServer
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- Dbiachi Email:

e Diachi email cua khach hang dang ky hop dénga trong truong hop khach hang
quén mat khau ky so, Nguoi quan tri s€ Thay doi mat khau va guri vé qua dia
chi Email trén.

e Mat khau sir dung dé khach hang xac thyuc khi ky sé

- CAu hinh Khéa: chon mot trong hai hinh thuc cAu hinh Khoéa bén dudi

e Tao khéa mai: yéu cau hé théng tao méi hoan toan Khoa trong hé théng

Cadu hinh khoa

Tao khda mdi Sir dung khoa sin c6

Thuat toan khéa

RSA T
Chiéu dai khéa

1024 T
Loai khda

Private v

v' Thuit toan Khéa: bao géom thuat todn RSA va DSA

v/ Chiéu dai Khéa: Chiéu dai khoa duoc hién thi twong Gtng véi Thuat
toan Khoa duoc chon. Thuat toan RSA: 1024, 2048 va 4096; Thuat
toan DSA: 1024

v Loai Khoa: Private (Loai khoa ca nhan, khong su dung chung), User
Sharing (Loai khoa dung chung User), Channel Sharing (Loai khoa
ding chung Channel). Dang ky khoa dung chung dé cac hop dong tiép
theo c6 thé sir dung chung khoa.

v' Chu_y: Dbinh dang tén Khéa theo Loai Khoa: Private (Ma Channel-
User-Chudi ky tu thoi gian), User Sharing (Ma Channel-Chudi Ky tu
thoi gian), Channel Sharing (Chum Ky tu thoi gian). Hé thong tao hop
d6ng thanh céng, chimg thu s chua duoc cai dat ching thu s0, Nguoi
dung truy cap chirc ning “SignServer” ciia hop dong duoc tao trong
danh sach hop dong dé cai dit chimg thu sb

e Su dung khda san co:

Tao khda mdi Sir dung khda san cé

Loai khéa
User Sharing r

Tén worker (Tén khoa)

TRUSTEDHUB-ThanhTest48-MultiSigner (TRUSTEDHUB-20170901095259) v

v" Loai khéa: User Sharing (Chon loai khéa dung chung User cua cung
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Channel); Channel Sharing (Chon loai khoa dung chung Channel)

v' Tén worker (Tén Khéa): hé théng hién thi Tén khéa va tén worker
trong hé théng twong tng Loai Khoa duoc chon. Danh sach khoa hién
thi dap umg diéu kién: hop dong khdng bi Huay, hop dong di duoc cai
dit ching thu sé.

v' Chu v: Pang ky Khoa dung chung, hop d(‘ﬂ)ng‘ s& tich hop chimng thu s6
cua Khoa dugc chon khi hoan thién tao hgp dong

- Théng tin yéu cau cap phat ching thu sé:

Thong tin yéu cau cap phat ching thu s

Thuat toan CSR

SHA1WIthRSA

Chifng thu s6 ca nhan

Ho va tén (CN)

Dién thoai

CMND

Quén/Huyén (L)

Tinh/Thanh phé (ST)

Qudc gia (C)

VN

Chirng thu sd cd nhan trong doanh nghiép Chirng thu sd doanh nghiép

Thuat toan CSR: hé thong hién thi thuat toan CSR tuong (ng voi Thuat toan
khoa duoc chon. Thuat toan khéa RSA:SHAIWIthRSA, SHA256WithRSA;
Thuat toan khoa DSA: SHA1WIithDSA

1. Tab ching thw sé6 Ca nhan: diang ky ching thu sb véi tu cach 1a ca
nhan

Ho va tén (CN): ho va tén cta ca nhan dang ky sir dung chimg thu sd
bién thoai: S dién thoai lien hé caa c& nhan

CMND: chitng minh nhén dan cua ca nhan

Quan/Huyén (L): dia chi Quan/Huyén cua ca nhan

Tinh/Thanh ph (ST): dia chi Tinh/Thanh phé cua ca nhan

Qubc gia (C): dia chi Quéc gia cua ca nhan

AN U N N NN

Tab ching thw s6 Ca nhan trong doanh nghiép: ding ky chimg thu
SO VOi tu cach 1a cd nhan trong doanh nghi¢p
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Ho va tén (CN): ho va tén cta ca nhan ding ky sir dung chimg thu sd
T chuc (0): tén tb chirc

Don vi t6 chic (OU): tén don vi t6 chirc

Chuc vu (T): chac vy caa cé nhan trong doanh nghiép (c6 thé tréng)
M4 s6 thué: ma sé thué cua doanh nghiép

CMND: chttng minh nh&n dan cua ca nhéan

Quan/Huyén (L): dia chi Quan/Huyén cua ca nhan

Tinh/Thanh phd (ST): dia chi Tinh/Thanh phé caa ca nhan

Qudc gia (C): dia chi Qudc gia cua ca nhan

Chirng thw s6 Doanh nghiép: ding ky chung thu sé véi tu cach 1a
doanh nghiép

Tén cong ty (CN): tén cuia doanh nghiép ding ky sir dung ching thu sb
Pon vi t6 chic (OU): tén don vi to chirc

T chuc (0): tén to chirc

M4 s6 thué: ma sé thué ciia doanh nghiép

Quan/Huyén (L): dia chi Quan/Huyén cua doanh nghiép

Tinh/Thanh ph (ST): dia chi Tinh/Thanh phé caa doanh nghiép

Qudc gia (C): dia chi Quéc gia cua doanh nghiép

- Nhan nat “Cap nhat” hé théng xu ly va thdng bao két qua

8.2. Thém méi hop dong
8.2.1. Mo ta chirc nang

-

Cap nhat hgp ddng thanh cdng

Chtre ning nay cho phép ngudi dung thém méi hop dong sir dung hé théng.

8.2.2. Cac budrc thuc hién
o Budc 1: Tai man hinh chinh, nguoi ding chon menu “Thém méi hop dong”
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: 13 Quan Iy hop dbng

Quan ¥ hop dong

Thém mdi hop ddng

9 Lich sir giao dich

o Budc 2: Hé théng hién thi man hinh chic nang nhu sau:

¥ Quan ly hop déng @ Testhéthongv

= Tao mdi hdp déng |—|| |

Channel
HOSE

User

Thai gian hét han

22/07/2027
Phueng thifc SignServer

SignServer

o Buwéc 3: Cac phwong thirc cia hé théng:
a. Phwong thic SignServer: Check/chon néu sir dung phuong thic SignServer
o Chon Worker: chon worker dé ding ky SignServer
o CAu hinh Khoa: chon mét trong hai hinh thic cau hinh Khéa bén dudi
- Tao khéa mei:
e Yéu cau hé théng tao méi hoan toan Khoa trong hé thong
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Cau hinh khoa
Tao khda mdi

Pia chi email

Thuat toan khéa
RSA

Chiéu dai khoa
1024

Loai khda

Private
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Chimng thu s& ding chung

Thodng tin yéu cau cap phat ching thu sé

Thuat toan CSR

SHAIWIthRSA

Dia chi Email: Dia chi email cua khach hang ding ky hop dong SignServer,
trong truong hop khach hang quén mat khau ky sb, Ngudi quan tri s& Thay doi
mat khau va giri vé qua dia chi Email trén. Mat khau sir dung dé khach hang
xéc thuc khi ky sb

Thuat toan Khda: bao géom thuat toan RSA va DSA

Chiéu dai Khoa: Chiéu dai khoa duoc hién thi twong tng voi Thuat toan Khoa
duoc chon. Thuat todn RSA: 1024, 2048 va 4096; Thuat todn DSA: 1024

Loai Khda: Private (Loai khda ca nhan, khong str dung chung), User Sharing
(Loai khoa dung chung User), Channel Sharing (Loai khoa dung chung
Channel). Pang ky khoa dung chung dé cac hop dong khéac cé thé sir dung
chung khoa.

Chu y: binh dang tén Khda theo Loai Khda: Private (M4 Channel-User-Chudi
ky tu thoi gian), User Sharing (Ma Channel- Chudi ky tu thoi gian), Channel
Sharing (Chudi ky tu thoi gian). Hé thong tao hop dong thanh cong, chimg thu
s6 chua dugc cai dit chimg thu so, Nguoi dung truy cdp chic nang
“SignServer” cia hop dong dugc tao trong danh séch hop dong dé cai dat
ching thu sb

Théng tin yéu cau cip phét ching thu sb:
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Théng tin yéu cau cip phat chirng thu s
Thuat toan CSR
SHATWithRSA A

Chifng thu 58 ca nhan Chifng thu' sd ¢ nhan trong doanh nghiép Chirng thu s& doanh nghiép

Ho va tén (CN)

Dién thoai

CMND

Quan/Huyén (L)
Tinh/Thanh phd (5T)

Qudc gia (C)

VN

= Thuat todn CSR: hé thong hién thi thuat toan CSR tuong @ng véi Thuat toan
khoa dugc chon. Thuat toan khéa RSA:SHAIWIthRSA, SHA256WithRSA:;
Thu4t toan khda DSA: SHAIWithDSA

= Chon mot trong 3 thong tin Nhap yéu cau cip phat ching thu sb sau:
1. Chiing thuw s6 C4 nhan: ding ky chimg thu sb v6i tu cach 1a ¢4 nhan
v" Ho vatén (CN): ho va tén ciia ca nhan dang ky st dung chimg thu sé
Dién thoai: S dién thoai lien hé caa c& nhan
CMND: chttng minh nhé&n dan cua ca nhan
Quan/Huyén (L): dia chi Quan/Huyén cua ca nhan
Tinh/Thanh phd (ST): dia chi Tinh/Thanh phé caa ca nhan
Quéc gia (C): dia chi Qudc gia cua ca nhan

DN NI NN

<

2. Chitng thu sé6 Ca nhan trong doanh nghiép: dang ky chung thu sb voi tu
cach la c& nhan trong doanh nghiép

Ho va tén (CN): ho va tén ciia ca nhan diang ky st dung chimg thu sd
T chuc (0): tén to chirc

Don vi t chic (OU): tén don vi t chirc

Chuc vuy (T): chac vy cia ca nhan trong doanh nghiép (co thé tréng)
M4 sb thué: ma sé thué cua doanh nghiép

CMND: chitng minh nhan dan caa ca nhan

N N N N N

Quan/Huyén (L): dia chi Quan/Huyén cua ca nhan
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v' Tinh/Thanh phé (ST): dia chi Tinh/Thanh phé cua ca nhan
v' Qubc gia (C): dia chi Quéc gia cua c& nhan

3. Ching thw sé Doanh nghiép: ding ky chimg thu sb voi tu cach 1a doanh
nghi¢p

v' Tén cong ty (CN): tén caa doanh nghiép diang ky sir dung chimg thu sb
Pon vi té chirc (OU): tén don vi té chiic

T chuc (0): tén to chirc

M4 s6 thué: ma sé thué cua doanh nghiép

Quan/Huyén (L): dia chi Quan/Huyén cua doanh nghiép

Tinh/Thanh ph (ST): dia chi Tinh/Thanh phé caa doanh nghiép

v" Qudc gia (C): dia chi Qudc gia caa doanh nghiép

NN

- Chitng thw s6 dung chung:

e Sir dung chung chimg thu s cua cac hop dong sin c6 trong hé thong, cho
phép Nguoi dung Tim kiém, xem thong tin chi tict va chon sir dung mét trong
cac ching thu s6 dugc tim kiém.

Cau hinh khéa

Tao khéa md Chitng thu sd ding chung
Q, Tim ki€m ching thu' sé

Tim kiém theo ® Mgay hidu luc Ngay hét hiéu lu'c
Tir ngay hiéu luc 23/09/2017
Pén ngay hiéu luc 26/09/2017
Tir ngay hét hiéu hrc 23/09/2017
DPén ngay hét hiéu luc 26/09/2017

User

Tén cong ty
Nha phat hanh Tét ca v
Trang thai Tét ca v
Loai khéa User Sharing v

e Tiéu chi tim kiém:
v' Tim kiém theo: tim kiém danh sach ching thu sé theo Ngay hiéu luc,

hoac Ngay hét higu luc. Check/chon gia tri nay, hé théng s& hien thi
thong tin chon Tur ngay, Bén ngay tuong trng bén dudi

v' T ngay hiéu luc: chon tir ngay cua ngay hiéu luc chimg thu sb
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v

Dén ngay hiéu luc: chon dén ngay cia ngay hiéu lyc ching thu s6

Tir ngay hét hiéu luc: chon tir ngay cua ngay hét hiéu luc chimg thu sd

Dén ngay hét higu luc: chon tir ngay cuia ngdy hét hiéu luc chimg thu

SO.

User: M dinh danh cua hop ddng

Tén cong ty: tén chu s hitu ching thu sb

Nha phat hanh: Nha cung cap ching thu s6 CA

Trang thai: Trang thai ctia chung thu sé mudn tim kiém 12 mai cap lan
dau, hoac da gia han

Loai khoa: chon loai khéa ding chung cua chimg thu sé muén tim
kiem 1a “User Sharing”, hoac “Channel Sharing”

e Chon tiéu chi tim kiém, nhan nat “Tim kiém”, hé théng xu 1y va hién thi két
gua néu ton tai danh sach

Danh sach chifng thu sé

STT Channel User

1 TRUSTEDHUB  thanhtest74
2 TRUSTEDHUB  thanhtest?3
3 TRUSTEDHUB  thanhtest69
4 TRUSTEDHUB  ThanhTest6o

Téng coéng 4

Nha phat hanh

Mobile-1D
Trusted Network

Maobile-1D
Trusted Network

Maobile-1D
Trusted Network

Maobile-1D
Trusted Network

Tén worker

TRUSTEDHUB-
thanhtest74-MultiSigner

TRUSTEDHUE-
thanhtest73-MultiSigner

TRUSTEDHUB-
thanhtest&9-MultiSigner

TRUSTEDHUE-
ThanhTest66-MultiSigner

Mgay hiéu
Iwc

25/09/2017
13:24:46

25/09/2017
13:24:46

08/09/2017
17:02:07

08/09/2017
17:02:07

Mgay hét
hiéu luc

12/06/2037
13:24:46

12/06/2037
13:24:46

26/03/2037
17:02:07

26/03/2037
17:02:07

S3& ngay con

hiéu luc

7199

7199

7182

7182

e Tai man hinh danh sach vira duoc tim kiém, nhan nat “Chon”

v

Danh sach chirng thur s§
STT Channel

User

1 TRUSTEDHUB  thanhtest74

thanhtest73
3 TRUSTEDHUE  thanhtested
4 TRUSTEDHUE  ThanhTest6o

Trang Thao
thai tac

Cap
mdi
Cap
mdi
Cap
mdi
Cap
mdi

Hé thong thay thé nat “Chon” thanh nat “Huay”, twong tng hé théng s&
chon chung thu so trén.

Nha phat hanh

Maobile-1D

Trusted Network

Mobile-ID

Trusted Network

Maobile-1D

Trusted Network

Maobile-1D

Trusted Network

Tén worker

TRUSTEDHUB-
thanhtest74-MultiSigner

TRUSTEDHUB-
thanhtest73-MultiSigner

TRUSTEDHUB-
thanhtests9-MultiSigner

TRUSTEDHUB-
ThanhTeste6-MultiSigner

Ngay hiéu
Iwc

25/09/2017
13:24:46

25/09/2017
13:24:46

08/09/2017
17:02:07

08/09/2017
17:02:07

Ngay hét
hiéu luc

12/06/2037
13:24:46

12/06/2037
13:24:46

26/05/2037
17:02:07

26/05/2037
17:02:07

S0 ngay con
hiéu luc

7199

7182

7182

Trang Thao
thai tac
Cap

mdi

mdi

Cap
mdi

4 chon]
(2 iy ]
SR / cron)
=
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Chi tiét chifng thu s&
Channel
TRUSTEDHUB

User
thanhtest73
Trang thai
Activation
Ngay tao/cap nhdt
25/09/2017 11:37:14
Ngay higu luc
25/09/2017 13:24:46
Ngay két thic
12/06/2037 13:24:46

Nha phat hanh

Mobile-ID Trusted Metwork

Pia chi email

vudp@tomicalab.com

MOBILE-ID TECHNOLOGIIES AND SERVICES JOINT STOCK COMPANY
43 Mac Dinh Chi, District 1%, Ho Chi Minh City, Vietnam
Tel: (84-8) 3620 4187 - Fax: (84-8) 3911 8921 — Hotline 19006884

info@mobile-id.vn — http://www.mobile-id.vn

v' Dong thoi hé théng hién thi théng tin chi tiét cua ching thu s dugc
chon tai man hinh bén dudi.

v' B¢ lya chon chimg thu sO khac, Nguoi dung nhén vao nut “Huy” tai
danh sach, hé thong dong thong tin chi tiét chung thu, dong thoi thay
thé nat “Huay” thanh nat “Chon”.

e Chuy:

b. Xac thuc OTP:

Phuong thirc OTP

#| Xac thuc OTP SMS

bién thoai

¥ Xac thr'c OTP Email

Dia chi email

# Xac thu'c OTP Token
OTP Serial

v' Pang ky chon Khda dung chung, hop dong s€ tich hop chimg thu 5O
cua Khoa dugc chon khi hoan thién tao hop dong

v Tim kiém Khoa dung chung “User Sharing”, h¢ thong s& tim kiém
danh sach chimg thu so trong cung mot Channel.

101



MOBILE-ID TECHNOLOGIIES AND SERVICES JOINT STOCK COMPANY

MO B I I—E - ID 43 Mac Dinh Chi, District 1%, Ho Chi Minh City, Vietnam

Anytime, Anywhere Tel: (84-8) 3620 4187 - Fax: (84-8) 3911 8921 — Hotline 19006884

info@mobile-id.vn — http://www.mobile-id.vn

o Xéac thuc OTP SMS: nhap sb dién thoai dé xac thuc

o X&c thyc OTP Email: nhap dia chi Email

o Xéc thuc OTP Token: nhap s6 TokenSNB cua thiét bi Token
c. Xac thuc PKI:

Phudng thifc PKI

# Xac thyc PKI
Chifng thu s

® Chon file Thiét bi PKI Token Choose File | No file chosen

Xac thuc LCD PKI

Xac thy'c WPKI

o Xac thyc PKI (TPKI): chon mét trong hai hinh thirc nhap Ching thu s6

- Chon file: Browse file va chon file (dinh dang: .txt, .cer, .pem) trong may tinh, h¢
thdng tir dong dién thong tin vao & chimg thu sd

- Thiét bj PKI Token: cam token vao may tinh, nhan nat “Lay chimg thu s6”, h¢ théng
tu dong dien chimg thu so tu thiet bi token vao hé thong

# Xac thuc PKI
Chiing thu s&

Chon file @ Thiét bi PKI Token

- Nhéan vao nut “Lay ching thu s6”, hé théng hién thi man hinh két nbi SignPlugin
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Windows Security >

Select Certificate

Pham Xuan Khanh

Issuer: Mobile-1D Trusted Metwork
Valid From: 7/12,/2017 to 3/29/2037

Click here to view certificate properties

More choices

OK Cancel

- Nhan “OK”, hé thdng dién thong tin chimg thu sd
Phu'gng thifc PKI

[« Xac thyc PKI
Ching thu sé

MIIEXDCCAGYgAWIBAGIQVARCxomDAUWK/ TO9NIMPTANBgkghkiGIWOBAQSFADCBYDELMAKGALUEBhMCVk4xFDASBgNVBAGTCORVIENoaSBNaWSoMRQW
EgYDVQQHEwtIbyBDaGkgTWIuaDFAMD4GALUEChM3TW9iaWxILUIEIFRIY 2hub2xvZ2llcyBhbmQgu2VydmljZXMgSmapbnQgU3RvY25gQ29tcGFUeTENMCUG
ALUECKxMeTW9iaWxILUIEIFRIY2huaWNhbCBEZXBhcnREZWS0MSIwWIAYDVQQDEXIND2IpbGUESUQgVHI1C3RIZCBOZXR3b3IrMB4X D TE3MDCXMIAIMZY XNVEX

DTM3MDMyOTA3MZYxNVowYTEIMBSGA1UEAWWUUGhhzKNtIFh1weuIEtoYcyBbmgxEjAQBONVBASMCULYYmISZS1JRDESMBAGALUECGWITWiaWxILUIEM ™
N OYTOOHDA TR MIEL MAKE A11 IERRMOVkdwnaFiM ANGESaESThANNERAN 1A AATRMwAwanEK AnTRANNNYY ZEyZ TMTHADZEN £ wFRmeak R+ 3| KKFst1dzng | =

Chon file @ Thiét bi PKI Token Ldy chiing thu s

[] Xac thuc LCD PKI

[[] Xac thuc WPKI

o Xac thyc LCD PKI: Browse file ching thu s6 trong may tinh dé dién vao hé thng
o Xac thuc WPKI:

¢ Xac thuc WPKI

bién thoai

MNha cung cdp SIM
Cty Dich Vu Vién Théng Mobifone v
Ngi dung théng bao

WPKI

- Nhap sb dién thoai: ding ky sé dién thoai can xéac thyuc
- Nha cung cdp SIM: nha cung cdp mang sim dién thoai

- Noi dung théng bao: noi dung hé thdng sé& hién thi vao sb dién thoai duoc ding ky &
trén.

o Bwéc 4: Thuc hién
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o Nguoi dung nhap théng tin trong man hinh
- Channel: Chon mi kénh dinh danh ciia hgp dong
- User: mi dinh danh caa hop ddng (duy nhat trong ciing 1 Channel)
- Thoi gian hét han: chon Calender thoi gian hiéu luc cua hop dong

- Check/Chon céc phuong thirc bén dudi, sau d6 nhap cac thong tin lién quan cua
phuong thirc duwgc Check/Chon. Hé thong bat budc dang ky phai chon it nhat mot
trong cac phuong thuc

o Budc 5: Hoan tat qua trinh nhap thong tin, ngudi ding nhan vao nat “Luu”, hé théng xt ly va
théng bao két qua.

v

Thém mdi hdp dong thanh cong

o Truong hop hop dong c6 dang ky phuong thirc SignServer:

- Hé thdng s& tao thdng tin Worker, Key va CSR cho hgp dong.

- Gia trj Worker cua hop dong, s& dugc tham chiéu trong chirc nang “Quan 1y Worker”
thudc nhdm chire nang “Cau hinh tich hgp”.

i= Danh sach worker

STT  Tén worker Hiéu luc Mo ta Cau hinh  Thudc tinh Lam trei Ldy trang thai Xoa

1 OATHSC acve (RS [ #xem ] [~ 1huc hien SN ¢ Thc tén SRR # Thuc hin
2 VNOD10001-PDFSigner OFFLINE [ # Thyc hien | [ # Thuc hien | [ # Thuc hien |
S — serme D CEm o
4 CapicomValidator2 ACTIVE m m m
— e D o oI GmEo
7 XMLSigner_thaitest3011 OFFLINE # Xem # xem [ # Xem [ # Thc hign | [ # Thyc hign | [ # Thyc hign |

9. LICH SU GIAO DICH
9.1. Truy vén giao dich
9.1.1. Mo ta chirc nang

Chtrc nang nay cho phép ngudi dung tim kiém lich st giao dich cua khach hang.
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9.1.2. Cac budc thuc hién

o Budc 1: Tai man hinh chinh, ngudi ding chon menu “Truy van giao dich”

r..".} Lich =it giao dich

Truy van giao dich
Truy van chéng chdi bo
Lich s xudt tép CSV

Lich sir' két ndi Endpoint

@ Quan Iy thiét bi OTP

o Budc 2: Hé théng hién thi man hinh chic nang nhu sau:

W Quan ly lich sir giao dich 1) Testhathdng v

Q, Tim kiém lich st giao dich |

Tir ngay 21/07/2017

Pén ngay 24/07/2017

Channel Tat ca
User

Ham Tt ca

Trang thai TAt ca
BillCode

FrontOffice/BackOffice Tatca

oMb ta cac tiéu chi tim kiém:
- Tu ngay: khoang thoi gian tim kiém tir ngay tao giao dich
- Pén ngay: khoang thoi gian tim kiém dén ngay tao giao dich
- Channel: ma kénh dinh danh cua hop dong
- User: ma dinh danh hop dong
- Ham: ma ham dinh danh tuong tac 1én hé thong
- Trang thai: trang thai giao dich cua hé thong Trusted Hub
- BillCode: ma dinh danh giao dich
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- FrontOffice/BackOffice:
(Portal)

o Budc 3: Nguoi ding nhap thdng tin can tim va nhan nat “Tim kiém”. Hé théng hién thi danh
s&ch hop dong theo diéu kién nhap vao.

i= Danh sach lich sur giao dich

STT Channel

1 TRUSTEDHUB

2 TRUSTEDHUB

3 TRUSTEDHUB

4 TRUSTEDHUB

5 TRUSTEDHUB

6 TRUSTEDHUB

7 TRUSTEDHUB

User

105442939

105442939

105442939

105442939

105442939

105442939

105442939

BillCode

TRUSTEDHUB-105442939-

20170724153636-371

TRUSTEDHUB-105442939-

20170724153145-370

TRUSTEDHUB-105442939-

20170724152952-369

TRUSTEDHUB-105442939-

20170724152854-368

TRUSTEDHUB-105442939-

20170724152748-367

TRUSTEDHUB-105442939-

20170724152333-366

TRUSTEDHUB-105442939-

20170724150401-365

MOBILE-ID TECHNOLOGIIES AND SERVICES JOINT STOCK COMPANY

43 Mac Dinh Chi, District 1%, Ho Chi Minh City, Vietnam
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ngudn giao dich tir FrontOffice (Client) hay BackOffice

Trang thai

0 - Success

49 - Invalid file type
in your request

0 - Success

0 - Success

0 - Success

0 - Success

0 - Success

Tén worker

TRUSTEDHUB-
105442939-MultiSigner

TRUSTEDHUE-
105442939-MultiSigner

TRUSTEDHUB-
105442939-MultiSigner

TRUSTEDHUEB-
105442939-MultiSigner

TRUSTEDHUB-
105442939-MultiSigner

TRUSTEDHUE-
105442938-MultiSigner

Signaturevalidator

Tdng céng 125

FrontOffice/BackOffice

FrontOffice

FrontOffice

FrontOffice

FrontOffice

FrontOffice

FrontOffice

FrontOffice

Ngay
tao/cip
nhat

24/07/2017
15:36:36

24/07/2017
15:31:45

24/07/2017
15:29:52

24/07/2017
15:28:54

24/07/2017
15:27:48

24/07/2017
15:23:33

24/07/2017
15:04:01

Thao tac

o Budc 4: Tai man hinh danh sach, nhan vao nat “Xuét file CSV”, hé thong thdng bao tiép nhan
Iénh két xuat file CSV thanh cong.

Hé thdng da ti€p nhan yéu cau két

-

xudt file thanh cong

- Cha y: Tim kiém va tai file CSV vira két xuit s& duoc thuc hién tai chtrc ning “Lich
sir xuat tép CSV” trong nhoém chirc nang “Lich sur giao dich

4

o Budc 5: Ngudi diing chon vao “Xem” tai cot “Thao tac” dé xem thdng tin chi tiét giao dich.
Thong tin giao dich bao gom: thong tin giao dich lién quan, thong tin giao dich ket noi
Endpoint va chi tiét giao dich

o Thong tin giao dich lién quan:
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= Théng tin giao dich

Danh sach giao dich lién quan

STT Channel User BillCode

- 939-
TRUSTEDHUB 105442939 IRSSIEDHEE ST

20170724144911-362

Trang thai

90 - OTP wait for
authentication

Thao tac

TRUSTEDHUB-105442939-
20170724144947-363

2 TRUSTEDHUB 105442939

0 - Success

Ngay
Tén worker FrontOffice/BackOffice tao/cdp
nhat
TRUSTEDHUB-
105442939 FrontOffice 24/07/2017
S 14:49:11
MultiSigner
TRUSTEDHUE-
105442939- Frontoffice i:{z;{ig”
MultiSigner 49:

- Tai man hinh danh sach giao dich lién quan, nhan vao nat “Xem” h¢ théng lam moi
lai théng tin vai chi tiét giao dich duogc chon.

Chi tiét giao dich
Channel
TRUSTEDHUB

User

105442939

BillCode
TRUSTEDHUB-105442939-20170724144911-362
Trang thai
90 - OTP wait for authentication
Ngay tao/cap nhat
24/07/2017 14:49:11

Tén worker

TRUSTEDHUB-105442939-MultiSigner

Pia chi IP

14.161.10.226

Théng tin dif liéu yéu cau

Chi tiét

Thing tin dif liéu tra vé

Chi tiét

- Tai thdng tin Di liéu yéu cau, nhan vao link “Chi tiét” dé hién thi thng tin dit liéu

yéu cau
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Thing tin dif liéu yéu cdu

B

Ngay tao/cap nhat
24/07/2017 15:03:24
MG ta

{"credentialData™:

{"username": "trustedhub”,"password":"12345678","signature": "tLA66gWm5qP0sCQp2BtUjhkhjVDRe39UkLHEKTds]I121x3 1T/Z2B2dp4cOsPATGri6
mHcFT4gFKSM1w9hbD+u2ekpyYCNcgREttUWPNNmMNBdHAVPH]DTIQSUogWMmkzifIxX/405]G92LeTx4h19kat/UILrV7mSvXBoZ 8sxR1+g3jXTwU2M]
pFrYnDmDZeVoQXSal01jvKFXShtv+05Zk25966vrGoX1RAIVIgQBLTW7 1MXQgjh5ILNyZIMgI3MweoVAWY 1GR+23Q0BazsdONDICI7LLYU//3G/xEsa
BwkcwZBKvaHcuy4bCPD22Dh0K38+bvECLOrEqnKGhZIcussA\u003d\u003d”, "timestamp™:"1500883432839", "pkcs1Signature™: "ZhcpldUDDdFrzy
rvbIINSWZZ5QbQvNoyWn4z4kbQ1VtOXYkcUP9yS4TWEMSHccMmSLZoSPpeBRnt/olgndowtCAIF33kc4GOUNE17COrfnhcin3RMIPp+AIrVIwWURaFMi -
pZBIX+EioQI0TtoyroUpmaCuPfY1hix0ycsEHSA3aUSEde3i7cuRLs/xWhvDDG1mvLknrfksDVSCO4R+mCg+g6YgRRAABqljxXdP2ug+SQs89GTY3ev

- Tai thong tin D liéu tra v&, nhan vao link “Chi tiét” dé hién thi thong tin dit liéu tra
vé

Thong tin dii liéu tra vé

|3l

Ngay tao/cap nhat
24/07/2017 15:03:25
Mé ta
{"xmlData":"\u003cChannel\u003eTRUSTEDHUB\U003c/Channel\u003e\u003cUser\u003e105442939\u003c/ User\u003e\ut03cResponseCodelu

003e0\u003c/ResponseCode\ud03e\ud03cResponseMessage\u003eSUCCESS \u003c/ResponseMessage\u003e\u003cBillCode\u003e TRUSTEDHU

B-105442939-20170724150325-
364\u003¢/BillCode\u003e\u003cSignerInfolu003e\ud03cSerialNumber\u003e5404368ce42 3682904281 9558badd 7de\u003c/SerialNumber\u003

e\ud03csubjectNamel\u003eDudng Phudng Vi\u003¢/SubjectMame\u003e\u003cIssuerName\u003eMobile-1D Trusted

Network\u003c/IssuerName\u003e\u003cDateValid\u003e16/07/2017 13:00:05\u003c/DateValid\u003e\u003cDateExpired\u003e02/04/2037 -

13:00:05\u003c/ DateExpired\u003e\u003cSigning Time\u003e16/07/2017 13:10:08\u003¢/Signing Time\u003e\u003¢/SignerInfo\u003e"} P
o Thong tin giao dich ket noi Endpoint:

Danh sach lich sir ké&t ndi Endpoint

STT Channel User Dbién thoai/bia chi email /File ID Ham Ngay tao/cap nhat Thao tac

1 TRUSTEDHUB 105442939 baotv@tomicalab.com sendemail 24/07/2017 14:49:18 m

- Nhéan vao nut “Xem”, hé thdng hién thi théng tin chi tiét giao dich Endpoint:
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Chi tiét két ndi Endpoint

Channel
TRUSTEDHUB
User
105442539
Pién thoai/bia chi email
bactv@tomicalab.com
Ngay tao/c3p nhat
24/07/2017 14:49:18
Ham
sendEmail

File ID

Dif liéu yéu cau

{"action":"sendEmail","emailParams":{"emailAddress":"bactv@tomicalab.com","emailContent™;"Xac nhan ky tap tin. Ma OTP cla ban: 79204694, Vui long
nhap mé OTP: 79204694 trong 5 phut","emailSubject”:"TRUSTEDHUB - Xac thuc OTP","connectionParams”:{"connectionParams";
{"emailPort":"465", "emailPassword": "IGRjLIalSMMdI483DBaVMw==","emailUsername":"trustedhub@mobile-

nu " nn

id.vn","emailHost":"smtp.zoho.com”, "emailsendFrom™:"TrustedHub Service","emailUseSsl":"true"} 13}
- Nhan vao nut “An”, hé théng an théng tin chi tiét giao dich két ndi Endpoint
o Nhén vao nat “Quay lai” dé tré vé man hinh danh sach giao dich
9.2. Truy van chong chdi bé
9.2.1. Mo ta chirc nang
Chtre ning nay cho phép ngudi dung tim kiém giao dich, va kiém tra tinh phép ly cua giao dich, bao

gom théng tin chi tiét vé thoi gian, chimg thu sb va céc thong tin caa giao dich.

9.2.2. Cac buérc thye hién

o Budc 1: Tai man hinh chinh, ngudi dung chon menu “Truy van chéng chdi bo”
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Lich s giao dich

Truy van giao dich
Truy van chdng chdi bo
Lich s xudt tép CSV

Lich sir két ndi Endpoint

Quan Iy thiét bi OTP

o Budc 2: Hé théng hién thi man hinh chirc nang nhu sau:

‘> Quan ly chong choi bo 41 ) Testhéthong =
Q_ Tim kiém chéng chéi bo | |

Tir ngay 21/07/2017
Dén ngay 24/07{2017

BillCode

Digu kign can thigt: CHANNEL-USER-....; Vi du miu: TRUSTEDHUB-102022121-20170616150522-19236

o M@ ta tiéu chi tim kiém:
- T ngay: khoang thoi gian Tir ngay cua ngay tao file két xuat
- Pén ngay: khoang thoi gian Bén ngay cia ngay tao file két xuat
- Billcode: ma dinh danh cua giao dich. Diéu kién can thiét cua Billcode: CHANNEL-

USER-......
o Budc 3: Nguoi dung nhap tiéu chi, nhan nat “Tim kiém”, hé thong xt ly va hién thi danh sach
giao dich
= Théng tin chéng chdi bo Téng cong 1
STT Channel User BillCode Trang thai Mgay tao/cdp nhat Thao tac
1 TRUSTEDHUB khanhpx TRUSTEDHUEB-khanhpx-20170721101858-161 Success 21/07/2017 10:18:58 | |

o Budc 4: Nguoi dung chon vao “Kiém tra” tai cot “Thao tac” dé xem théng tin chi tiét giao
dich.

110



MOBILE-ID TECHNOLOGIIES AND SERVICES JOINT STOCK COMPANY

—i 43 Mac Di i, District 1%, Ho Chi Minh City, Vietnam
MOB I LE ID ¢ Dinh Chi, District 1

Tel: (84-8) 3620 4187 - Fax: (84-8) 3911 8921 — Hotline 19006884

Amytime, Anywhere
info@mobile-id.vn — http://www.mobile-id.vn

i= Théng tin chdng chdi bo

Channel
TRUSTEDHUB
User
khanhpx
BillCode
TRUSTEDHUB-khanhpx-20170721101858-161
MG ta
VALID SIGNATURE
Ngay ky
21/07/2017 10:17:31

ching thur s&

MITEXDCCAQygAWIBAGIQVARCkomDAUWK/ TOSNjIMPTANBgkghkiGIWOBAQSFADCBYDELMAKGA1LUEBhMCVk4xFDASBGNVBAGTCONVIENGaSBNaWSoMRQWEG YDV
QQHEWtTbyBDaGkgTWIuaDFAMDAGATUEChM3TWaiaWxILUIETFRIYZhub2xvZ2llcyBhbmQgU2vydmiZXMgSmapbnQgU3RVY2sgQ2otcGFUE TENMCUGA 1UECKMeT
W9iaWxILUIETIFRIY2huaWNhbCBEZXBhcnREZWS0MSIWIAY DVQQDEXIND2IpbGUESUQQVHI1c3RIZCBOZXR3b3IMBAXDTE3MDOXMIAZMZYXNVOXDTM3MDMyOTAZ
MzYxNVowYTEdMBsGA1UEAWWUUGhhzKNtTFh1w6IulEtoYcyBbmaxEjAQBgNVBASMCU 1vYmlsZS1IRDESMBAGA 1 UECGWITWSiaWxILUIEMQswCQYDVQQHDATRM] ™

FI MALSATLIFREMO Wk AwaaFiM ANGCSAGEThRNNERAN LA AATRM A A FK ANTRANDINYY 7Ry 7 WTHhPzR N+ wFRmek R+ 2l KKFat1dznAnminvifadbh TS D= Tnlus 10 s
Chi tiét

Dif ligu ky

Hello world

Chif ky s6
MIIHZAYIKoZIhveNAQCCoIIHVTCCB1ECAQEXCZAIBgUIDgMCGgUAMASGCSGSIb3DQEHARCCBMawag TEMIICrKADAGECAKBUBFZGIYMCZAraM702MkwaMAOGCS
gGSIb3DQEBCWUAMIHIMQsWCQYDVQQGEWIWTIEUMBIGALUECBMLSG8gQ2hpIE 1 pbmgxFDASBNVBACTCORVIEN0aSBNaW50MUAWPGYDVQQKEZdND21pbGULS

UQQVGVjaG5vbGenaWVzIGFUZCETZXI2aWNIcyBKb2IudCBTdGYjayBDb2 1wYWS55MScwIQYDVOQLEXSND2IpbGUISUQQVGV]aG5pY 2FSTERICGFydG1IbnQxTjAgBgN

VBAMTGU1vYmIsZS1IRCBUCnVzdGVKIESIdHdvemswHhCNMTowNzZEYMDczNJE 1WheNMzowMzISMDezNJEIWBhMROWGWYDVQQDDBRQaGHMo20gWHXDom4gSs2
hh7TFIRNFSMRACATLIECWinTIARIRAL LITEME TwEAYDVOOKDAINB2 InhE] SO C78 TRANVRA-M A TFUMO@sT OV ODGERW W T ASTWDOY IKn 7 Thurhl AOERROA “

o Tai thdng tin M6 ta: hién thi mé ta trang thai kiém tra cua giao dich

o Tai thong tin Chimg thu s6, nhan nut “Chi tiét” dé hién thi noi dung chi tiét cua chimg thu sd
thuc hién giao dich.
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Chi tiét chiing thu so

Cdng ty

C=VN

L=q2

O=Mabile-1D
OU=Maobile-ID
CN=Pham Xuan Khanh

Phat hanh

CN=Mobile-ID Trusted Network
0OU=Mabile-ID Technical Department
O=Mabile-ID Technologies and Services Joint Stock Company

L=Ho Chi Minh
ST=Ho Chi Minh M
=\/n P

Ngay hiéu luc
12/07/2017
Ngay két thic

29/03/2037
- Nhén link “An”, hé thng déng thu gon man hinh chi tiét ching thu so.
o Nhén vao nat “Quay lai” dé tré vé man hinh danh sach
9.3. Lich sir xuat tép CSV
9.3.1. Mo ta chirc nang
Chirc nang nay cho phép ngudi ding tim kiém va tai file CSV da két xuét file cua céc chirc ning
nhu: hop ddng, giao dich, chung thu sb,... Mdi tai khoan quan tri chi duoc tim kiém cac file CSV do
chinh tai khoan do6 két xuét

9.3.2. Cac budrc thuc hién

o Budc 1: Tai man hinh chinh, ngudi ding chon menu “Lich sir két xuat tép CSV”

-."3 Lich =it giao dich

Truy van giao dich
Truy van chdng chdi bo
Lich s xudt tép CSV

Lich st két ndi Endpoint

@ Quan Iy thiét bi OTP

o Budc 2: Hé théng hién thi man hinh chirc nang nhu sau:
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@  Lich sir xuat tép CSV 4@ Testhéthong v

Q Tim kiém t&p CSV
Tir ngay 21/07/2017
Pén ngay 24/07/2017

Tén ham Tat ca v

o M ta tiéu chi tim kiém:

- Tu ngay: khoang thoi gian Tir ngay cta ngay tao file két xuat

- Dén ngay: khoang thoi gian Bén ngay caa ngay tao file két xuat

- Tén ham: danh sach cac chiic nang cd két xuat file CSV trong hé thong Trusted Hub
e Export Transaction: két xuat danh sach giao dich
e Export Certificate: két xuit danh sach chung thu sb
e Export Certificate Expire: két xuat danh sach chimg thu sé sip hét han
e Export Agreement: két xuat danh sach hop dong

e Export CSR: két xuat danh sach CSR cua hop dong can sir dung dé Cai dat
ching thu s0
o Budc 3: Ngudi dung nhap diéu kién can tim va nhan nat “Tim kiém”. Hé théng hién thi két
qua nhu sau:

i= Danh séch tép CSV Teng cong 1
- P Kich thudc Trang Ngay tao/cap -
STT Ham Tén file (KB) thai nhat Thao tac
Export Thanh 24/07/2017

/home/data/export/thanhtvl_Certificatelist_20170724152337.csv  1.431

Certificate cing 15:23:37

o Budc 4: Nguoi dung nhan vao nat “Tai xudng” tai cot “Thao tac”, hé théng sé tai file CSV
trén Server vé may tinh.

X d9- I= thanhtv]_Certificatelist_20170724152337 - Microsoft Excel
Home Insert Page Layout Formulas Data Review View Add-Ins Load Test Team
=H M cut - = . *j b, 7 Tmm Fx I AutoSum - }V
oy - Calibri 1 = Wrap Text General = ﬁjﬁ _L:ﬂ = = [ 5 e 7
Paste . B 7 U-~| i« = | Bl M & Center ~ - g s | %0 .00 Conditional Format  Cell Insert Delete Format Sort &
- < Format Painter = = i Merge & Center = | § - % 00 *8 | ormatting = as Table ~ Styles~ | - - - 2Clear”  Fiter~
Clipboard . Font \ignment x MNumber . Styles Cells Editing
13 - ]

A B £ D E F G H 1 1 K L
1|ID Arrangem CommonP CACode IsNew validTime ExpiredTime CIF Agreementsti channelCode MumberDateExpire
2 1 1 C=VN, L=C Mobile-ID Trusted Netw 1 8/7/2017 15:56 25/03/2037 15:56:47 1.05E+08 Activation TRUSTEDHUB 7184
3 15 15 C=VN, L=C Mobile-ID Trusted Netw 1 7/7/2017 21:45 24/03/2037 21:45:22  tester  Activation ~ TRUSTEDHUB 7183
4 18 18 C=VN, L=C Mobile-ID Trusted Netw 2 10/7/2017 13:35 27/03/2037 13:35:43 khanhpx Activation TRUSTEDHUB 7186
5 43 49 C=VN, O=l Mobile-ID Trusted Netw 0 18/07/2017 11:35:37 4/4/2037 11:35 thanhtest Activation ~ TRUSTEDHUB 7194
6 8 8 C=VN, L=C Mobile-ID Trusted Netw 1 6/7/2017 17:46 23/03/2037 17:46:56  abctest05 Cancel NSS 7182
7 11 11 C=VN, L=C Mobile-ID Trusted Netw 1 7/7/2017 15:47 24/03/2037 15:47:49  tester Cancel TRUSTEDHUB 7183
8 45 46 C=VN, L=C Mobile-ID Trusted Netw 2 11/7/2017 16:12 28/03/2037 16:12:17  thanhtest Cancel TRUSTEDHUB 7187
a
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J4

o Nguoi ding nhan vao nit “X6a”, hé thong yéu cau xac nhan viéc xoa

A

Ban mudn x6a lich sir xuat t&p nay?

v Jl o7

o Nhén nut “Pdng ¥ hé théng sé xda file CSV khoi hé thdng, va cap nhat trang thai “Da x6a”

9.4. Lich sir két ndi Endpoint
9.4.1. Mo ta chirc nang
Chtic ning nay cho phép ngudi ding tim kiém céc giao dich caa hé thong TrustedHub két ndi cac

dich vu bén ngoai thong qua hé thong Endpoint, lich st chiéu két ndi Request va Response

9.4.2. Cac budc thuce hién

o Buéc 1: Tai man hinh chinh, nguoi diing chon menu “Lich sir két ndi Endpoint”
D Lich s giao dich
Truy van giao dich
Truy van chiong chdi bo

Lich s xudt tép CSV

Lich sir két ndi Endpoint

@ Quan Iy thigt bi OTP

o Budc 2: Hé théng hién thi man hinh chic nang nhu sau:
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@ Quan ly lich sir k&t ndi Endpoint # 1@ Testhethong v

Q Tim kiém lich st két néi Endpoint

Tir ngay 01/08/2017

Pé&n ngay 04/08/2017

User

File ID

Dién thoai (OTP SMS)

Pién thoai (WPKI)

Bia chi email (OTP Email)

Channel Tatca N

Ham | Tétca N

o M0 ta cac tiéu chi tim kiém:

Tur ngay: khoang thoi gian Tir ngay tao giao dich két ndi véi hé théng Endpoint
Pén ngay: khoang thoi gian Dén ngay tao giao dich két néi véi hé thong Endpoint
User: Ma dinh danh hop dong

File ID: M dinh danh File sir dung dé giao dich vai hé théng Endpoint

Pién thoai (OTP SMS): sb dién thoai ding ky hop dong cua phuong thuc xac thyc
OTP SMS

Dién thoai (WPKI): s6 dién thoai dang ky hop ddng ciia phwong thirc xac thuc WPKI

Dia chi Email (OTP Email): dia chi Email ding ky hop ddéng cua phuong thirc xac
thuc OTP Email

Channel: Mi Kénh dinh danh cia hop dong

Ham: Ma Ham dinh danh duoc sir dung dé két ndi tir hé thong Trusted Hud sang hé
thong Endpoint

o Budc 3: Ngudi dung nhap diéu kién can tim va nhan nat “Tim kiém”. Hé théng hién thi két
qua nhu sau:
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i= Danh sach lich sir két néi Endpoint

STT

a

10

Channel

TRUSTEDHUB

TRUSTEDHUB

TRUSTEDHUB

TRUSTEDHUB

TRUSTEDHUB

TRUSTEDHUE

TRUSTEDHUB

TRUSTEDHUB

TRUSTEDHUB

TRUSTEDHUE

User

105442939

105442939

105442939

105442939

105442939

105442939

105442939

105442939

105442939

105442939

Pién thoai/bia chi email /File ID

baotv@tomicalab.com

84940000002

84840000002

84540000002

84640000002

84940000002

Ham

checkOcsp

checkOcsp

sendEmail
requestMobileSignature
checkOcsp

reguestMobileSignature

requestMobileSignatureStatus

requestMobileSignature
requestMobileSignature

requestMobileSignature

Ngay tao/cdp nhat
24/07/2017 15:04:01
24/07/2017 15:03:25
24/07/2017 14:49:18
24/07/2017 14:17:07
24/07/2017 13:57:20
24/07/2017 11:56:10
24/07/2017 11:54:25
24/07/2017 11:54:03
24/07/2017 11:51:13

24/07/2017 11:46:10

o Budc 4: Ngudi diing nhan vao nit “Xem” tai cot “Thao tac”, h¢ thong hién thi man hinh chi
tiet cua lich sir Endpoint.

- Man hinh théng tin chi tiét bao gom: thdng tin chi tiét giao dich cua hé théng Trusted
Hub va théng tin chi tiét giao dich cua Endpoint

o Thong tin chi tiét giao dich cua Trusted Hub:

= Thong tin lich st két ndi Endpoint

STT Channel

Danh sach lich sir giao dich

User

TRUSTEDHUB 105442939

Chi tiét giao dich

Channel

TRUSTEDHUB

User

105442939

BillCode

BillCode

TRUSTEDHUB-105442939-
20170724150325-364

TRUSTEDHUB-105442939-20170724150325-364

Trang thai

0 - Success

Ngay tao/cap nhat

24/07/2017 15:03:25

Trang
thai

0-
Success

Tén worker

SignatureValidator

FrontOffice/BackOffice

FrontOffice

Ngay

nhat

24{07/2017
15:03:25

tao/cip

Thao tac
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Dif liéu chua ky

hello

Dif liéu duge ky

MIAGCSqGSIb3DQEHAGCAMIACAQEXCZAIBIUrDGMCGGUAMIAGCSGGSIh3DQEHAQAACIAWGG TRMIICUaADAGECARBUBDaMSCNOEbQOGVWLAdfeMADG
C5qGSIb3DQEBCWUAMIHIMQsWCQYDVQQGEWIWTIEUMBIGA1UECBMLSGEgQ2hpIE pbmgxFDASBGNVBACTCOMVIENOaSBNaWSoMUAWPGYDVQQKEZ
dNb2IpbGUESUQQVGVjaG5vbGINaWVZIGFUZCBTZXI2aWNIcyBKb21udCBTdGIjayBDb2 1wYWS5MScwIQYDVQOLEXSND2IpbGUISUQQVGVjaG5pY2FsIE

RIcGFydG1IbnQxIjAGBGNVBAMTGU1VYmMISZS1IRCBUCNVZdGVKIESIdHdvemswHhCNMTCwNZE2MDYWMDA1WhCNMzZCWNDAYMDYWMDALW]BUMROWGwW ™
Y¥OMOOINNBR FyrM WS nTFRoyrTEnW EnTEFhFA TEFAMDAG A 1L IFCma 2 TW il vl LIFTER 1Y 2 hiih 2w 7 2 lloeBRhbhmiial 17%vedm 7Y MaSmanhnial 1Ry 2eam?29 r

Théng tin dii liéu yéu cau
Chi tigt
Thing tin dii liéu tra vé

Chi tigt

- Tai thong tin Dix liéu yéu cau, nhan vao link “Chi tiét” dé hién thj thong tin di lidu
yéu ca

Thing tin dif liéu yéu cdu

B

Ngay tao/cdp nhat
24/07/2017 15:03:24
M6 ta

{"credentialData":

{"username": "trustedhub”,"password":"12345678","signature": "tLABEgWmM5qP0sCQp2BtUjhkhjVDRe99UkLHbkTds]I21x31T/Z2B2dp4cOsPATGrE

mHCcFT4gFKSM1w9hbD+u2ekpYCNcgRBttuWPNNmMn8dHdVPH;DTIQ5UogWMmkzifIX/4051G92Le Tx4h19kat/UILrV7mSvXBoZ8sxR1+g3iXTwU2M]

pFrynDmDZeVoQX5al01jvKFXShtv+05Zk25966vrGIX1 RAIVIgQELTWT IMXQgjhSILNyZIMgI3MweoVAWY 1GR+230Q0BaZ sdINDLCI7LLY U/ /3G/xEsa
BwkcwZBKvaHcuy4bCPD22Dh0K38+bvECLOrEqnKGhZIcussA\u003d\u003d”, "timestamp™:"1500883432839", "pkcs1Signature™: "ZhcpldUDDdFrzy
rvbIINSWZZ5QbQvNoyWn4z4kbQ1VtOXYkcUP9yS4TWEMSHccMmSLZoSPpeBRnt/olgndowtCAIF33kc4GOUNE17C0rfnhcin3RMIPp+AIrVIwuRaFMi
pZBIX+EioQI0Tt9yroUpmaCuPfY1hix0ycsEHSA3aU5Ede3i7cuRLs/xWhvDDG1mvLknrfksDVSCO4R+mCg+g6YgRRAABQLjxXdP2ug+5Qs89GTY3ev

-

P

- Tai thdng tin Dit liéu tra v&, nhan vao link “Chi tiét” dé hién thi thong tin dit liéu tra
vé

Thong tin dii liéu tra vé

B

Ngay tao/cap nhat
24/07/2017 15:03:25
Mb ta

{"xmlData":"\u003cChannel\u003eTRUSTEDHUB\L003c/Channel\u003e\u003cUser\u003e105442939\u003c/ User\u003e\u003cResponseCodelu
003e0\uD03c/ResponseCode\ul03e\u003cResponseMessage\u003eSUCCESS\u003c/ResponseMessage\u003e\u003cBillCode\u003e TRUSTEDHU
B-105442939-20170724150325-
364\u003¢/BillCode\u003e\u003cSignerInfolu003e\ud03cSerialNumber\u003e5404368ce42 3682904281 9558badd 7de\u003c/SerialNumber\u003
e\u003cSubjectName\u003eDudng Phuidng Va\u003c/SubjectName\u003e\u003cIssuerName\uD03eMobile-1D Trusted
Network\u003c/IssuerName\u003e\u003cDateValid\u003e16/07/2017 13:00:05\u003c/DateValid\u003e\u003cDateExpired\u003e02/04/2037
13:00:05\u003¢/ DateExpired\u003e\u003cSigning Time\u003e16/07/2017 13:10:08\u003¢/Signing Time\u003e\u003c/SignerInfol\u003e™}

-

P

- Man hinh chi tiét lich sir giao dich, nhin vao nit “An”, h¢ thong déng thdng tin chi
tiét giao dich.

117



MOBILE-ID

Anytime, Anywhera

i= Thdng tin lich s két ndi Endpoint

Danh sach lich si¥ giao dich

STT Channel User BillCode

TRUSTEDHUB-105442939-

1 TRUSTEDHUE 105442939 20170724150325-364

MOBILE-ID TECHNOLOGIIES AND SERVICES JOINT STOCK COMPANY

43 Mac Dinh Chi, District 1%, Ho Chi Minh City, Vietnam

Tel: (84-8) 3620 4187 - Fax: (84-8) 3911 8921 — Hotline 19006884

info@mobile-id.vn — http://www.mobile-id.vn

Trang
thai

0-
Success

o Thong chi tiét giao dich Endpoint:

Chi tiét két noi Endpoint

Channel

TRUSTEDHUB

User

105442939

Pién thoai/Bia chi email

Ngay tao/cap nhit
24/07/2017 15:03:25
Ham
checkOcsp

File ID

10. QUAN LY THIET BI OTP
10.1. Nhap thiét bi OTP
10.1.1. Mo ta chirc nang

Tén worker FrontOffice/BackOffice

SignatureValidator  FrontOffice

Ngay
tao/cdp
nhat

24/07/2017
15:03:25

Thao tac

Chtie ning nay cho phép ngudi ding tai danh sach thiét bi OTP Token tr file vao hé théng.

10.1.2. Cac budc thuc hién

o Budc 1: Tai man hinh chinh, ngudi ding chon menu “Nhap thiét bi OTP”

@ Quan ly thigt bi OTP

Nhap th

Danh s3

iet bi OTP

ch thié bi OTP
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o Budc 2: Hé théng hién thi man hinh chirc nang nhu sau:
Q> Nhap thiét bi OTP $ Q) Testhdthing v
= D#ng tai danh sach thiét bi OTP | | | |

Chon tap tin

Choose File | No file chosen

o Bué6c 3: Nguoi diung browse chon file danh sach theo dinh dang .TNK, sau d6 nhin nit
“Ding tai”

- Néu danh sach OTP Token di ton tai thi hé théng thdng béo.

Danh sach thiét bi OTP da ton tai

- Nguoc lai thi thanh cong, hé thong thong bao “Pang tai thanh cong”
10.2. Danh sach thiét bj OTP

10.2.1. MO ta chirc nang
Chtre ning nay cho phép ngudi dung tim kiém danh séch thiét bi OTP Token c6 trong hé thong, cho

phép x0a, cap nhat, ddng bo va xac thuc OTP Token.

10.2.2. Cac budc thuc hién
o Buéc 1: Tai man hinh chinh, ngudi dung chon menu “Danh séch thiét bj OTP”

@ Quan ly thiét bi OTP

Nhap thiét bi OTP

Danh sach thiét bi OTP

o Budc 2: Hé théng hién thi man hinh chic nang nhu sau:
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W  Quan Iy thiét bj OTP F Q) Testhathongv
Q Tiéu chi tim kiém Tim kiém
Loai Tét ca v
Trang thai hoat déng Tét ca v
Token Serial
Thai gian hét han Tat ca v
Trang thai khéa Tét ca v
Trang thai that lac Tat ca v

o Budc 3: Nguoi ding nhap thdng tin can tim va nhan nat “Tim kiém”. Hé théng hién thi danh
sach danh sach thiét bi OTP Token theo diéu kién nhap vao.

= Danh sach thiét bi OTP Total: 828

STT  Token Loai Hoat déng That lac Khoa Thao tac

1 1008600500043 Hardware  Hoat déng Ccon Khing khéa
2 1008500500044 Hardware  Hoat déng con Khéng khéa
3 2308621400063 Hardware  Hoat déng con Khiing khda
4 2308621400064 Hardware  Hoat déng con Khiing khda
5 2600411500818 Hardware  Hoat déing cén Khéng khéa
5 2600411509819 Hardware  Hoat déng con Khiing khda
7 2608623800001 Hardware  Hoat déng con Khéng khéa
8 2608624600001 Hardware  Hoat déng con Khéing khda

a. Xem thdng tin chi tiét OTP Token:

o Bude 4: Nguoi ding chon vao “View” tai cot “Thao tac”, h¢ théng hién thi man hinh théng
tin chi tiet OTP Token
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i= Théng tin chi tiét OTP m

Token
1008600500043

56 Ian xac thirc 16i
0

Loai
Hardware

Chiéu dai OTP
6

Thai gian hiéu luc(s)
60

Chi tiét Token

HOTPO1

o Budc 5: Nguoi diing chon vao “Authen” tai cot “Thao tac”, h¢ thdng hién thi man hinh théng
tin chi tiet OTP Token.

i= Xac thuc OTP Bong ¥ m

Token
2308621400064

oTP

- Nhan nat “Quay lai” dé trd vé man hinh danh séach thiét bji OTP Token

- Nh4p vao day s6 trén thiét bi OTP Token, sau d6 nhan nat “Dong y”, hé théng xu Iy
xac thuc OTP va théng bao két qua

v

Xac thuc OTP thanh cdng

o Budc 6: Nguoi diing chon vao “Synch” tai cot “Thao tac”, hé théng hién thi man hinh théng
tin chi tiet OTP Token.
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i= Dbng bo OTP Bong ¥ m
Token
2308621400064

oTP

OTP ké tigp

Tir thiét bi OTP Token, nhan nat ngudn dé hién thi day s, sau d6 nhap day s6 d6 vao
truong “OTP”.

Cho man hinh thiét bj OTP tat, sau d6 nhan tiép nit nguon dé hién thi day s6 1an 2, rdi
nhap gia tri do vao truong “OTP ket tiep”

Hoan tat qué trinh nhap ligu, nhan nat “Ddng ¥, hé thdng xur ly don bo OTP Token va
théng bao két qua

v

£ong bd OTP thanh cdng

o Budc 7: Nguoi ding chon vao “Lost” tai cot “Thao tac” dé cap nhat trang thai that lac cho
OTP Token. Hé thong yéu cau xac nhan.

Ban cd mudn cap nhat trang thai bi that
lac OTP token nay?

o
| -

- Nhan OK dé dong y, hé thong thong béo két qua
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-
Cap nhat trang thai bi that lac OTP
token thanh céng
- |

- Sau khi OTP Token bi “Lost” thi nguoi ding nhan vao nit “UnLost” dé cap nhat
trang thai khdng bi that lac cua OTP Token. H¢ thong yéu cau xac nhan, nhan OK hé
thong xtr ly va thong béo két qua.

| 4 . |

v

Cap nhat trang thai khdng bi that lac
OTP token thanh céng

o Budc 8: Ngudi ding chon vao “Lock” tai cot “Thao tac” dé cap nhat trang thai khoa cho OTP

Token, hé thdng yéu cau xac nhan.

Ban cd mudn khoa OTP token nay?

- Nhan OK dé dong y, hé thng thong béo két qua.
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v

Khoa OTP token thanh cdng

- Sau khi OTP Token bi “Lock” thi nguoi ding nhan vao nit “Unlock” dé cap nhat
trang thai khéng bi khda cua OTP Token. Hé thong yéu cau xac nhan, nhan OK hé
thong xtr ly va thong béo két qua.

v

M3 khoa OTP token thanh cong

o Budc 9: Ng}I(‘yi dl‘mg‘chon vao “Disable” tai cot “Thao tac” dé cap nhat trang thai khong hoat
dong, hé thong yéu cau xac nhan.

A

Ban ¢ mudn cap nhat trang thai khong
hoat dong OTP token nay?

- Nhan OK dé dong y, hé thdng thdng béo két qua
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v

Cap nhat trang thai khdng hoat ddng

OTP token thanh céng

- Sau khi OTP Token bi “Disable” thi nguoi diing nhan vao nit “Enable” dé cap nhat
trang thai hoat dong cua OTP Token. H¢ thong yéu cau xac nhan, nhan OK hé thong
xtr ly va thong béo ket qua

v

Cap nhat trang thai hoat dong OTP
token thanh cong

11. CHUNG THU SO TAP TRUNG
11.1. Danh sach chirng thw so

11.1.1. Mo ta chirc nang
Chtic nang nay cho phép ngudi dung tim danh sach cac chimg thu s caa hop dong co trong hé
thdng, cho phép xem thdng tin chi tiét, két xuat file CSV va gia han chtng thu sd

11.1.2. Cac budc thuc hién

o Budc 1: Tai man hinh chinh, ngudi ding chon menu “Danh sach chimg thu s6”
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L Ching thu s6 tip trung

Danh sach chifng thu s&
Canh bao hét han dhiing thu'
Quan Iy xudt file CSR

Cai dat chiing thu 55

— Quan tri EndPoint

o Budc 2: Hé théng hién thi man hinh chic nang nhu sau:

@ Quan ly chitng thu' s6 $ Q) Testhéthong2 v

Q, Tim kiém chting thu' s | |

Tim kiém theo 5, g3y higu e Ngay hét hidu lyc
Tir ngay hiéu luc 21/07/2017
Dén ngay hiéu luc 24/07/2017
Tir ngay hét hiéu luc 21/07/2017

Pén ngay hét hiéu luc 24/07/2017

User

Tén cong ty
Nha phat hanh Tat ca v
Trang thai Tat ca v

oMb ta cac tiéu chi tim kiém:
- Tim kiém theo: ngudi ding chon tim kiém tir ngay dén ngay theo Ngay hiéu lyc cia
chung thu s6 hodc Ngay het hi¢u luc cau ching thu so. Thong tin tir ngay den ngay sé
dugc “Cho phép/Khong cho phép” twong trng dé chon ngay

- T ngay hiéu luc: Khoang thoi gian Tir ngay caa ngay hiéu luc ching thu s6

- Pén ngay hiéu luc: Khoang thoi gian Bén ngay cua ngay hiéu luc ching thu s6

- T ngay hét hiéu luc: Khoang thoi gian Tir ngay caa ngay hét hiéu luc ching thu s6
- T ngay hét hiéu luc: Khoang thoi gian Bén ngay cua ngay hét hiéu luc chimg thu sd
- User: M3 dinh danh cua hop déng

- Tén cdng ty: thong tin chua thé dang ky ching thu sé

- Nha phét hanh: Nha cung cap chimg thu s CA
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- Trang thai: trang théai cip phat cua chimg thu sb
e Gia han: ching thu s cua hop dong da duoc cap phat tir 2 1an tro [én
e Céip m¢i: ching thu sb cua hop ddng dau da dugc cap 1 1an

e Thu hoi: chimg thu s6 cua hop dong da bi thu hoi, khong dugc sir dung dé ky
so trong hé thong

o Budc 3: Chon/nhap céc tiéu chi tim kiém, nhan nat “Tim kiém”, hé thong hién thi man hinh
danh sach két qua tim kiém dugc

:= Danh sach chihg thu s6 Téng cong 7 ‘ |

STT Channel User Nha phat hanh Ngay higu Iy ::f:" het higu ;Sl_rﬁcngé" con higu I;::’g Thao tac

1 TRUSTEDHUB thanhtest20 ::223;3’ U i?’f g;f ;gﬂ El':f g:{ ;gy 7194 cahan (20|

2 TRUSTEDHUB thanhtesti3 :22:;? Trusted i;’f ;sz 5217 Tg{ ng 5237 7187 Hiy [ # xem |

) o DTSN wmme mmm ., g

4 TRUSTEDHUB tester ::222;:([) Trusted gi’f 2;{ ;gu i‘:‘r 2:{ 523? 7183 (V"I # xem | # Gia han C1s |

5  TRUSTEDHUB tester :':'::Eri[) =t ?;’f 2;{ 59017 ?;f 23{ 3903? 7183 (" VIl # xem | # Giz han CT |
Con e DTS owmn mmmy o G, D

7 TRUSTEDHUB 105442939 x;g:jf Ui ?g‘f g;{ ign T:f g:f 3?7 7184 RN # xem | # Giahan cT |

o Budc 4: Tai man hinh danh sach, nhan vao nat “Xuat file CSV”, hé thng thong béo tiép nhan
Iénh két xuat file CSV thanh cong.

-

Hé thdng da ti€p nhan yéu cau két
xugt file thanh cong

o Chuy: Tim kiém va tai file CSV vira két xuét s& duoc thuc hién tai chtrc nang “Lich sir xuat
tép CSV” trong nhom chire nang “Lich st giao dich”.

a. Xem théng tin:

o Budc 5: Ngudi ding chon vao “Xem” tai cot “Thao tac” dé xem théng tin chi tiét giao dich
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i= Chi tit chiing thu s6

Thong tin hgp dong SignServer
Channel
TRUSTEDHUB
Trang thai
Activation
User
thanhtest20
Ngay tao/cap nhat
18/07/2017 11:40:04
Ngay hiéu lvc
18/07/2017 11:40:04
MNgay két thuc
07/04/2028 11:40:04
Tén worker

TRUSTEDHUB-thanhtest20-MultiSigner

o Tiénich:

CSR
————— BEGIN CERTIFICATE REQUEST----- =
MIIBNnTCCAQYCAQAWXZEfMBOGCgmSIomT8iXKAQEMDONNTKQ6MDkwODg40Dg40DEU
MBIGA1UEAWWLVGhhbmhUZXNONTgxCzAJBgNVBACMAIEXMQwwCgYDVQQIDANIQO0x -

CzAIBgNVBAYTAIZOMIGIMAOGCSqGSIb3DOEBAQUAA4GNADCBIQKBAOCWpgHI1TSZ

Chép vao Clipboard Tai xudng Thay déi

Chimg thu s&

MIIGLjCCBBagAwIBAQIQVARY+05GLOrFNcBYg31VDANBgkghkiGOWOBAQSFADCE =
YDELMAKGA1UEBhMCVk4xFDASBgNVBAGTCOhVIENCaSENaWSoMRQWEGYDVQQHEWLT
byBDaGkg TWluaDFAMDAGA1UEChM3TW9iaWxILUIEIFRIY2hub2xvZ2licyBhbmQg
U2VydmZXMgSm9pbnQgU3RvY259Q29tcGFueTENMCUGATUECKMeTW9iaWxILUIE

Chi tigt  Tai xudng
- Tai thong tin CSR, nhén vao link “Chép vao Clipboard” dé sao chép thdng tin CSR
- Tai théng tin CSR, nhin vao nit “Tai xudng” d¢é tai file théng tin CSR vé may tinh
e Dinh dang file duoc tai vé may tinh: User cua hop dong + “.csr”.

- Tai thong tin Ching thu s6, nhan vao link “Chi tiét”, hé thong hién thi thong tin chi
tiet cua chung thu
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Chirng thu s§

MIIEMzCCAhugAWIBAGIQVAQaISVOfHzyC3QWQT7FriANBgkqhkiGIwOBAQSFADCE
yDELMAKGA1UEBhMCVk4xFDASBgNVBAGTCOhVIENoaSBNaWSoMRQWEGY DVQQHEWLT

byBDaGkgTWluaDFAMD4GA1UEChM3TWSiaWxILUIEIFRIY2hub2xvZ2llcyBhbmQg -
U2VydmiZX¥MgSm9pbnQguU3RvY2s0Q29tcGFUe TENMCUGA1UECXMeTWSiaWxILUIE 4
An  Taixudng

Chi tiét chirng thu s

Céng ty

C=VN

O=Mobile-1D
OU=Mabile-1D
CN=Tran Van Thanh

Phat hanh

CN=Mobile-ID Trusted Network

OU=Mobile-ID Technical Department

0O=Mabile-ID Technologies and Services Joint Stock Company
L=Ho Chi Minh

ST=Ho Chi Minh

C=\/N

Ngay hiéu luc
18/07/2017
MNgay két thic
04/04/2037
- Tai thong tin Chung thu s6, nhan vao nat “Tai xubng” dé tai file thong tin chimg thu
sO vé may tinh
b. Gia han chimg thwr so:
o Budc 6: Tai man hinh danh sch chimg thw, nhén vao nat “Gia han CTS”, hé thong hién thi
man hinh gia han ching thu so:
- Chu y: Chic niang gia han ching thu sé chi ¢ hiéu lyc cho cac hop dong cé trang
thai khéng Huy (Cancel) va khéng Khoa (Block)
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i= Gia han ching thu' s6

Channel
TRUSTEDHUB

User
thanhtest20

Tén worker
TRUSTEDHUB-thanhtest20-MultiSigner

Chifng thu s6

Choose File | No file chasen

Chiing thyv s6 nha cung cap

Chon chirng thu s6 tir ® Danh sdch CA Khac
Mobile-1D Trusted Network v

® Chirng thu s6 1 Chirng thu' s5 2 Chi tiét

o Thong tin “Ching thu s6:

Chiing thu s

Choose File | No file chosen

- Hé thong cho phép dinh dang file: .txt, .pem, .cer

- Browse chon file chung thu sé trong may tinh, hé thong s& tu dong dién thong tin vao
0 ching thu so

o Thong tin “Chimng thu s6 nha cung cap™:

- Truong hop chon ldy thong tin ching thu sb tir “Danh sach nha CA” dugc tham sb
trong h¢ thong: Check/chon Radio “Danh sach CA”

e Chon Combobox danh sach nha CA dé chon nha cung cap CA duoc cai dit.

e Chon vao Radio “Chung thu s6 17 hodc “Chung thu sb 2, dé chon cai dat
theo chiing thu s6 nha cung cap CA dugc chon.

e Xem chi tiét ching thu s6: nhan vao link “Chi tiét” dé xem thdng tin chi tiét
cua ching thu s6 dugc chon
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Chon chirng thu s6 tir ® Danh sich CA Khac
Mabile-ID Trusted Network v
® Chifng thur s§ 1 Chifng thur s5 2 An

Chi tiét chiing thu s6

Cong ty

CN=Mobile-1D Trusted Network

OU=Mobile-ID Technical Department

0=Mobile-ID Technologies and Services Joint Stock Company
L=Ho Chi Minh

ST=Ho Chi Minh

=\ g

Phat hanh

CN=Mobile-1D Trusted Network

OU=Mobile-ID Technical Department

0=Mobile-ID Technologies and Services Joint Stock Company
L=Ho Chi Minh

ST=Ho Chi Minh

=M e

MNgay hiéu lrc
21/04/2017
MNgay két thic

28/03/2117

e Nhan link “An” dé d6ng thu gon man hinh thong tin “Chi tiét chimg thu s6”

e Truong hop chon ldy thong tin chimg thu s tir file: Check/chon Radio
“Khac”, hé thong hién thi man hinh.

Chiing thu s& nha cung cap

Chon chirng thy 5o tir Danh sach CA @ Khac

Choose File | No file chosen

e Hé thdng cho phép dinh dang file: .txt, .pem, .cer

e Chon Browse file thdng tin chimg thu s6 tir file trong méy tinh, hé théng ty
dong dién théng tin vao 6 ching thu s6 nha cung cap.

o Chon/nhap day du thdng tin, nhan vao nat “Cai dat”, hé théng xir ly va thong béo két qua
11.2. Canh b4o hét han chirng thu
11.2.1. M6 ta chirc ning
Chtie ning nay cho phép ngudi dung hién thi cac chimg thu sé sap hét han trong hé thng, sé ngay
canh bao hét han nam trong chirc ning “Cau hinh tham sé hé thong”. Cho phép xem thdng tin chi tiét, két

xuat file CSV va gia han ching thu sb

11.2.2. Cac buéc thuc hién
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o Budc 1: Tai man hinh chinh, ngudi ding chon menu “Canh bao hét han chung thu”

L chitng thu s6 tip trung

Danh sach chifng thu so
Canh bao hét han duing thr
Quan Iy xudt file CSR

Cai dat chifng thu' so

— Quan tri EndPoint

o Budc 2: Hé théng hién thi man hinh chirc nang nhu sau:

‘) Quan ly canh bao hét han chirng thu s6 1@ Testhéthdng ¥

i= Danh séch chifng thu sé | || |

STT Channel User Trang thai  Ngay hiéu lyc Ngay hét hiéu lwc S0 ngay con hiéu luc  Trang thai  Thao tac
1 TRUSTEDHUB  thanhtest?0  Activation 18/07/2017 11:35:37  04/04/2037 11:35:37 7194 Gia han |:||
2 TRUSTEDHUB  khanhpx Activation 10/07/2017 13:35:43 27/03/2037 13:35:43 7186 Huy |:|

3 TRUSTEDHUB 105442939 Activation 08/07/2017 15:56:47 25/03/2037 15:56:47 7184 Cap mdi |:| |
4 TRUSTEDHUE  tester Activation 07/07/2017 21:45:22 24/03/2037 21:45:22 7183 Cap mdi |:| |

Tong s dong 4

o Nhén vao nat “Lam twoi” dé 1am méi lai danh sach chung thu sb sap hét han.

o Tai man hinh danh sach, nhan vao nat “Xuat file CSV”, hé théng thong bao tiép nhan Ignh ket
xuat file CSV thanh cong.

-

Hé thdng da ti€p nhan yéu cau két
xudt file thanh cong

o Chua y: Tim kiém va tai file CSV vira két xuat s& duoc thuc hién tai chire nang “Lich st Xuét
tép CSV” trong nhom chirc nang “Lich sir giao dich”

a. Xem thoéng tin:
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o Budc 3: Nguoi dung nhan vao nat “Xem”, hé thong hién thi thong tin chi tiét caa hop ddng.

i= Chi tit chiing thu s8

Théng tin hgp dong SignServer
Channel
TRUSTEDHUB
Trang thai
Activation
User
thanhtest20
Ngay tao/cdp nhait
18/07/2017 11:40:04
Mgay hiéu lyc
18/07/2017 11:40:04
MNgay két thuc
07/04/2028 11:40:04
Tén worker

TRUSTEDHUB-thanhtest20-MultiSigner

o Tiénich:

CSR
————— BEGIN CERTIFICATE REQUEST----- =
MIIBNTCCAQYCAQAWXZEfMBOGCgmMSIomT8IXKAQEMDONNTKQ6MDkwODg40Dg40DEU
MBIGA1UEAWWLVGhhbmhUZXNONTgxCzAIBgNVBACMAIEXMQwwCgYDVQQIDANIQOOX -

CzAJBgNVBAYTAIZOMIGMAOGCSgGSIb3DOEBAQUAA4GNADCBIQKBgQCwpgHI1TSZ

Chép vao Clipboard Tai xudng Thay déi

bN

Chifng thu' s&
MIIGLCCBBagAWIBAGIQVARY+05GLOrIFNcBYg31VDANBgkghkiGIWOBAQSFADCE -
yDELMAKGA1UEBhMCVkdxFDASBgNVBAGTCOhVIENGaSBNaWS0MRQWEGYDVQQHEWL
byBDaGkg TWIuaDFAMD4GALUEChM3 TWSlaWxILUIEIFRIY2hub2xvZ2llcyBhbmQg -

U2vydmiZxMgsm9pbnQgU3RVY 2590 29tcGFUe TENMCUGATUECXMeTWIiaWxILUIE

e

Chi tigt Tai xudng

- Tai thong tin CSR, nhén vao link “Chép vao Clipboard” dé sao chép thdng tin CSR
- Tai théng tin CSR, nhan vao nat “Tai xudng” d¢é tai file théng tin CSR vé may tinh

- Tai thong tin Ching thu s6, nhan vao link “Chi tiét”, hé thong hién thi thong tin chi
tiet cua chung thu
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Chirng thu sd

MIIEMzCCAhugAWIBAGIQVAQaISVOfHzyC3QWQT7 FriANBgkghkiGOwOBAQSFADCE
yDELMAKGA1UEBhMCVK4XFDASBGNVBAGTCOhVIENGaSBNaWS0MRQWEGYDVQQHEWLT

byBDaGkgTWluaDFAMD4GA1UEChM3TWSiaWxILUIEIFRIY2hub2xvZ2llcyBhbmQg -
U2VydmliZXMgSmopbnQgU3RvY25gQ29tcGFUe TENMCUGALUECKMeTWiaWxILUIE 4
An  Taixudng

Chi tiét chirng thu s6

Céng ty
C=VN
O=Mobile-ID
OU=Maobile-ID
CN=Tran Van Thanh

Phat hanh

CN=Mobile-ID Trusted Network
OU=Mobile-ID Technical Department
O=Mobile-ID Technologies and Services Joint Stock Company

L=Ho Chi Minh
ST=Ho Chi Minh v
oy, ¥ “

Ngay hiéu lurc
18/07/2017
MNgay két thic
04/04/2037
- Tai thong tin Ching thu s6, nhan vao nat “Tai xubng” dé tai file thong tin chimg thu
sO V& may tinh
b. Gia han chimg thw s6:
o Budc 4: Tai man hinh danh séch chimg thw, nhén vao nat “Gia han CTS”, hé thong hién thi
man hinh gia han ching thu so:
- Chu y: Chirc ning gia han chimg thu sé chi ¢6 hiéu lyc cho céc hop dong cé trang
thai khéng Huy (Cancel) va khéng Khoa (Block)
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i= Gia han chiing thu s6

Channel
TRUSTEDHUB

User
thanhtest20

Tén worker
TRUSTEDHUB-thanhtest20-MultiSigner

Ching thu sé

Choose File |No file chosen

Chiing thy sé nha cung cap

Chon chifng thu s6 tir ® Danh sich CA Khac

Mabile-1D Trusted Network

® Chirng thu sé 1 Chirng thu s 2 Chi tiét

o Thong tin “Ching thu s6:

Chiing thu s

Choose File | No file chosen
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- Hé thong cho phép dinh dang file: .txt, .pem, .cer
- Browse chon file chung thu sé trong may tinh, hé thong s& tu dong dién thong tin vao

6 chimg thu sb

o Thong tin “Chimng thu s6 nha cung cap™:

- Truong hop chon ldy thong tin ching thu sb tir “Danh sach nha CA” dugc tham sb
trong h¢ thong: Check/chon Radio “Danh sach CA”

e Chon Combobox danh sach nha CA dé chon nha cung cap CA duoc cai dit.

e Chon vao Radio “Chung thu” s6 17 hodc “Chung thu s6 27, dé chon cai dat
theo chiing thu so nha cung cap CA dugc chon.

e Xem chi tiét ching thu s6: nhan vao link “Chi tiét” dé xem thong tin chi tiét
cua ching thu s6 dugc chon

135



MOBILE-ID TECHNOLOGIIES AND SERVICES JOINT STOCK COMPANY

MO B I LE - ID 43 Mac Dinh Chi, District 1%, Ho Chi Minh City, Vietnam

Anytime, Anywhere Tel: (84-8) 3620 4187 - Fax: (84-8) 3911 8921 — Hotline 19006884

info@mobile-id.vn — http://www.mobile-id.vn

Chon chirng thu s6 tir ® Danh sdch CA Khac

Mabile-ID Trusted Network v

B}

@ Chirng thursg 1 Chirng thu s6 2
Chi tiét chiing thu s6

Cong ty

CN=Mobile-1D Trusted Network
OU=Mobile-ID Technical Department
0=Mobile-ID Technologies and Services Joint Stock Company

L=Ho Chi Minh

ST=Ho Chi Minh M

=M P
Phat hanh

CN=Mobile-1D Trusted Network
OU=Mobile-ID Technical Department
0=Mobile-ID Technologies and Services Joint Stock Company

L=Ho Chi Minh

ST=Ho Chi Minh M

~=\iN £
MNgay hiéu lrc

21/04/2017

MNgay két thic

28/03/2117

e Nhan link “An” dé d6ng thu gon man hinh thong tin “Chi tiét chimg thu s6”

e Truong hop chon ldy thong tin chimg thu s6 tir file: Check/chon Radio
“Khac”, hé thong hién thi man hinh.

Chiing thu s& nha cung cap

Chon chirng thy 5o tir Danh sach CA @ Khac

Choose File | No file chosen

e Hé thdng cho phép dinh dang file: .txt, .pem, .cer

e Chon Browse file thong tin chimg thu s6 tir file trong méy tinh, hé thdng ty
dong dién théng tin vao 6 ching thu s6 nha cung cap.

o Chon/nhap day du thdng tin, nhan vao nat “Cai dat”, hé théng xir ly va thong béo két qua
11.3. Quan ly xuit file CSR
11.3.1. M6 ta chirc ning
Churc nang nay cho phép nguoi ding tim kiém danh séch cac hop dong da dang ky phuong thirc
SignServer (Phuong thirc SignServer di c6 thdng tin Worker, Key va CSR). Cho phép két xuét file CSV
c6 thong tin CSR, sir dung file dé dién théng tin chimg thu sé duoc cap phat nha cung cap, va thuc hién

cai dat chimg thu sé cho hop dong trong chirc nang “Cai dit chung thu s6” thudc nhdm chire ning
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“Chuing thu sb tap trung”

11.3.2. Cac budc thuc hién
o Buéc 1: Tai man hinh chinh, ngudi dung chon menu “Quan ly xuét file CSR”

L Ching thy s& tip trung

Danh sach chifng thu s&
Canh bao hét han dhiing thu'
Quan Iy xudt file CSR

Cai dat chiing thu 55

Quan tri EndPoint

o Budc 2: Hé théng hién thi man hinh chic nang nhu sau:

W Quan ly xuat tép danh sach CSR 1@ Test hé thong ¥

= Tim kiém danh séch CSR | |

Tir ngay 21/07/2017
Pén ngay 24/07/2017

Channel Tat ca v

o M ta cac tiéu chi tim kiém:
- T ngay: khoang thoi gian Tir ngay tao hop ddng
- Pén ngay: khoang thoi gian Bén ngay tao hop dong
- Channel: Mi Kénh dinh danh cia hop dong

o Budc 3: Nguoi dung nhap diéu kién can tim va nhan nit “Tim kiém”. Hé thong hién thi két
qua nhu sau:
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= Danh sach CSR Téing cong 5
Ngay
STT cChannel User Tén worker Tén key DN taofcdp Thae tac
nhit
TRUSTEDHUB- TRUSTEDHUB-  CN=abc, Phone=121290192, —— _
1 TRUSTEDHUB thanhtest20 thanhtest20-  thanhtest20- 0.9.2342.19200300.100.1.1=CMND:eu19238923, L=BT, ST=HCM, rraoma | ]
Multsigner 20170718114004  C=VN s
TRUSTEDHUB- TRUSTEDHUB-  CN=MOBILE-ID, OU=MOBILE-ID, OU=MST:0306555792, O=MOBILE-
10/07/2017 g
2 TRUSTEDHUE khanhpx  khanhpx- khanhpx- ID, T=ENGINEER, L=Q2, ST=HCM, C=VN, aeia | ]
MultiSigner 20170710133633  0.9.2342,19200300.100.1,1=CMND:048080000061 e
TRUSTEDHUB- TRUSTEDHUB-  CN=L3 Viét Cuiing, Phone=0908357890, 07/07/2017
3 TRUSTEDHUB tester tester- taster- 0.9.2342.19200300.100.1.1=CMND:0123456783, L=Cau Gidy, ST=Ha ' """ | |
MultiSigner 20170707215348  N@i, C=VN 2
TRUSTEDHUB-  TRUSTEDHUE-
4 TRUSTEDHUB abctestd?  abctestd2- abctest0?- Cn=abcl, Phone=12343654, 05/07/2017 |
0.9.2342.19200300.100.1.1=CMND: 123456, L=abcl, ST=hcm, C=VN  17:27:11 —
MultiSigner 20170705172711 » L=abek, ST=ham,
TRUSTEDHUB- TRUSTEDHUB-  CN=Dudng Phuidng Vi, Phone=0908357890, —— _
5 TRUSTEDHUB 105442930  105442039-  105442939- 0.9.2342.19200300.100.1.1=CMND:024430146, L=Q2, ST=HB Chi > /7" [ ]
MultiSigner 20170708160430  Minh, C=VN e

a. Xem théng tin:

o Budc 4: Nguoi diing nhan vao nit “Xem” tai ¢t “Thao tAc”, hé thong hién thi man hinh chi
tiét cua hop dong.

$= Chi tiét chiing thy s | |

Théng tin hgp dong SignServer

Channel
TRUSTEDHUB
Trang thai
Activation
User
thanhtest20
Ngay tao/cdp nhait
18/07/2017 11:40:04
MNgay hiéu lyc
18/07/2017 11:40:04
MNgay két thuc
07/04/2028 11:40:04
Tén worker

TRUSTEDHUB-thanhtest20-MultiSigner

b. Két xuat file CSV:
o Chu y: noi dung thong tin cua file CSV
- STT: s6 thir tu cac Record
- ChannelCode: M3 kénh dinh danh hé théng caa hop ddng dang ky
- User: M dinh danh cua hop ddng
- WorkerID: Mi dinh danh Worker cua hop dong dang ky dé ky sé
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Worker Name: Tén dinh danh Worker cua hop dong dang ky dé ky s6
Key Name: Tén Key caa hop dong dang ky dé ky sb

CSR: Chudi ky tu ma hoa yéu cau cap phat chimg thu s6 ciia hop dong dang ky (Sir
dung dé nha cung cap CA cap phét ching thu s6)

DN: Thong tin chu thé (Ca nhan/Céa nhéan trong doanh nghiép/Doanh nghiép) caa hop
dong dang ky dé ky so

CA:

e Ma dinh danh nha cung cip CA cép phét chimg thu s6 (C4u hinh trong chic
nang “Quan ly CA” thugc nhdm chic nang “Cau hinh CA”)
e Gié tri nay s& dé trong, dwoc dién vao khi ¢ thong tin Chimg thu s6 ciia nha
cung cap
Certificate: Chimg thu s6 duoc cap bai nha cung cip CA. Gi4 tri nay s& dé trong,
dugc dién vao khi c6 thong tin Chimg thu sé ciia nha cung cap

CertificateChain: Chung thu s cua nha cung cap CA. Gia tri nay s& dé trong, duoc
dién vao khi c6 thdng tin Chtng thu sé ciia nha cung cap

o Nguoi dung’nharrl vao nut “Xuat file CSV”, hé théng két xuat file CSV va thong bao da tiép
nhan Iénh két xuat thanh cong

o Chuy:

| | -

Hé thdng da ti€p nhan yéu cau ket
xugt file thanh cong

Tim kiém va tai file CSV vira két xuat s& duoc thuc hién tai chirc nang “Lich str xuat
tép CSV” trong nhom chirc nang “Lich st giao dich”

Nguoi dung tai file trén, lién hé nha cung cip CA dé dugc cip ching thu sé dya trén
cac thong tin sin co trong file: CSR, DN. Sau dé dién thdng tin vao chd tréng cua
ChannelCode va User twong tng bao gom: CA (M4 dinh danh caa nha cung cap CA
trong hé théng Trusted Hub), Certificate (Chimg thu sé duoc cip bai nha cung cap
CA), CertificateChain (Chumg thu sé caa nha cung cap CA).

11.4. Cai @it chirng thw s6

11.4.1.

Mo ta chirc nang

Chtic ning nay cho phép ngudi dang tai file CSV danh sach ching thu sé cua hop dong, dé cai dat

chung thu sb vao hé thong, liét ké danh séch ching thu sé cia hop dong duoc cai dat thanh cong
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11.4.2. Cac budc thuc hién
o Budc 1: Tai man hinh chinh, ngudi ding chon menu “Cai dit chimg thu s6”
L ching thu s6 tip trung
Danh sach chifng thur so
Canh bao hét han duing thur
Quan Iy xudt file CSR
Cai dat chiing thu sd
= Quan tri EndPoint
o Budc 2: Hé théng hién thi man hinh chirc nang nhu sau:
@ Quan ly cai dit chifng thw sé % QO Testh@thdng >

Dang téi cai dat chiing thu' s6

Chon tdp tin

Choose File | No file chosen

o Chuy:

File sir dung dé cai dat chimg thu sé duoc Két xuét trong chirc nang “Quan ly xuat file
CSV”, ndi dung file nay di duoc bo sung thém cac thong tin: Certificate (Chimg thu
s6), CertificateChain (Chung thu sé nha cung), CA (Ma dinh danh nha cung cip CA
trong hé thdng Trusted Hub)

binh dang file cho phép: CSV, XLS, XLSX

o Pinh dang file ding tai yéu cau:

Worker Name: Tén dinh danh Worker cua hop dong diang ky dé ky s6
Key Name: Tén Key cua hop dong diang ky dé ky s6

CSR: Chudi ky ty ma hoa yéu cau cap phat chimg thu s6 ciia hop dong dang ky (Sir
dung dé nha cung cap CA cap phét ching thu so)

DN: Thong tin chu thé (Ca nhan/Céa nhéan trong doanh nghiép/Doanh nghiép) caa hop
dong dang ky dé ky so

CA:

e Ma dinh danh nha cung cép CA cip phat chimg thu s6 (Tham chiéu trong chirc
nang “Quan ly CA” thuéc nhom chirc nang “Cau hinh CA”)

Certificate: Ching thu sé duoc cap phat boi nha cung cap CA.
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- CertificateChain: Chung thu sb ctia nha cung cap CA.

o Budc 3: Nguoi dung Browse chon file can dang tai, hé thdng ty dong ding tai danh séch vao
hé théng

v

Cai dat chimng thuw s6 thanh cdng.
Thanh cong: 1. That bai: 0

|
o Budc 4: H¢ thong xu ly va hién thi man hinh két qua.
Danh sach chifng thu s@ dang tai
STT  Channel User Nha phat hanh Ngay hiéu luc Ngay hét hiéu luc S0 ngay con hiéu luc  Trang thai  Thao tac
1 TRUSTEDHUB  thanhtest0l  Mobile-ID Trusted Metwork  25/07/2017 13:39:14  11/04/2037 13:39:14 7200 Gia han m

Tang s6 dong 1

o Nhén vao nat “Xem” dé hién thi man hinh chi tiét cua chimg thu sé

i= Théng tin chi tigt chitng thy' s6

Thoéng tin hgp déng SignServer
Channel
TRUSTEDHUB
Trang thai
Activation
User
thanhtest01
Ngay tao/cdp nhit
25/07/2017 13:47:21
Ngay hiéu luc
25/07/2017 13:47:21
Ngay két thic
23/07/2027 13:47:21
Tén worker

TRUSTEDHUB-thanhtest01-XMLSigner

12. QUAN TRI ENDPOINT
12.1. Két ndi Server
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12.1.1. Mo ta chirc nang
Chte ning nay cho phép chinh stra cac théng tin cau hinh két ndi giita Trusted-Hub va Endpoint

12.1.2. Cac budc thuc hién

o Budc 1: Tai man hinh chinh, ngudi ding chon “Két ndi Server”

Chifng thu s tip trung  ~

Quan tri EndPoint

K&t ndi Server

Quan tri két ndi

Cdu hinh Channel
Danh sach ham

Cau hinh truy xudt ham
Trang thdi giao dich

Lich sif giao dich

o Budc 2: Hé théng hién thi man hinh nhu sau:

@» Cau hinh tham s8 EndPoint $1Q Testhéthéng2v

i= Théng tin cdu hinh ‘ |

Puwiing din URL
https://127.0.0.1/endpoint/v1/service
App ID
TRUSTEDHUB
Key ID
4b8f9bcae215475808f70ae191d289717c80bbaleaddaf4658557239573bd609
Té&n may cha
127.0.0.1
Thudc tinh

smsVendor=0CB;

o Budc 3: Thay doi cac thong tin can chinh sira, nhan nit “Cap nhat”, hé thdng xit 1y va thong
bao két qua

142



MOBILE-ID TECHNOLOGIIES AND SERVICES JOINT STOCK COMPANY

= 43 Mac Di i, District 1%, Ho Chi Minh City, Vietnam
MOBILE ID ¢ Dinh Chi, District 1

Anytime, Anywhere Tel: (84-8) 3620 4187 - Fax: (84-8) 3911 8921 — Hotline 19006884

info@mobile-id.vn — http://www.mobile-id.vn

4

Cap nhat tham sG EndPoint thanh cong

12.2. Quan tri két noi
12.2.1. Mo ta chirc nang
Chtre ning nay cho phép ngudi dung quan tri cdu hinh cua cac hé thdng bén ngoai ma hé théng

Endpoint s& goi dén dé 1am cau ndi véi hé thong Trusted Hub

12.2.2. Cac budc thuc hién
o Buéc 1: Tai man hinh chinh, ngudi dung chon “Quan tri két ndi.

0 chimgthusétiptrung

Quan tri EndPoint

K&t ndi Server
Quan tri k&t ndi
C3u hinh Channel
Danh sach ham

C3u hinh truy xudt ham

Trang thai giao dich

Lich s giao dich

o Budc 2: Hé théng hién thi man hinh nhu sau:
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‘) Quan tri két nai 1@ Testhéthdng2+
i= Danh sach két ndi Thém méi

STT Alias Mb ta Ngay tao/cdp nhat Hiéu luc Thao tac

1 DMs DownloadFile, UploadFile (DMS-TCE) 21/07/2017 15:13:46 True [ # Chinh sisa |
2 FILENET_HOSE CheckIn, CheckOut FileNet Engine (HOSE) 12/07/2017 18:46:21 True m
3 AP (MSSF) AE ETSI 102.204 (BCY) (Connected) 23/07/2017 22:36:37 True # Chinh sita
4 SMPP Send SMS 12/07/2017 18:44:32 True # Chinh sita
5 SMTP Send Email 21/07/2017 10:03:14 True # Chinh sita
6 ocse Check OCSP (Online Certification Status Protacol) 12/07/2017 18:43:00 True [ # Chinh sisa |
7% CRL CRL (Download Certification Revocation List) 12/07/2017 18:42:19 True m

Téng 56 dong 7
a. Chinh sira két noi:

o Buéc 3: Tai man hinh danh sach két ndi, nhin vao nat “Chinh sira”, hé théng hién thi man
hinh chinh stra cho két noi dugc chon

i= Chinh sta két néi m

Alias

DMS v
Mb ta

DownloadFile, UploadFile (DMS-TCB)
Thudc tinh

{"action":"DMS"}H{ "DMS-URL":"@IP" }-{"DMS-Port™: "@Port"H{"DMS-User":"@User" }{ "DMS-Password":"@Password"}

Ngay tao/cdp nhat
21/07/2017 15:13:46

Higu lyc ¥

o Nhép cac thdng tin can chinh sira, nhan niit “Cap nhat”, hé thdng xir Iy va théng béo két qua

v

Cap nhat két nGi thanh cdng

b. Thém méi két néi:
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o Budc 4: Tai man hinh danh sach, nhan vao nit “Thém méi”, hé thng hién thi man hinh thém
mai két noi
@ Quan tri két néi $ @) Testhéthéng2 ¥
i= Thém méi két ndi | || \

Alias

Thudc tinh

o Nhap cac thdng tin bat bugc, nhan nat “Luu”, hé thong xir Iy va thong béo két qua.

12.3. Céu hinh Channel
12.3.1. Mo ta chirc nang

Chtie ning nay cho phép ngudi dung thém méi, chinh sira thdng tin Channel trong hé théng

Endpoint.

12.3.2. Cac buoc thuc hién

o Budc 1: Tai man hinh chinh, ngudi dung chon menu “Cau hinh Channel”

0 chimgthursétiptrung  ~

= Quan tri EndPoint

K&t ndi Server

Quan tri két ndi

Cdu hinh Channel
Danh sach ham

Cau hinh truy xudt ham
Trang thdi giao dich

Lich sif giao dich
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o Budc 2: Hé théng hién thi man hinh chirc nang nhu sau:

‘) Quan ly channel F 1@ Testhethang2¥
= Danh sach Channel Thém mdi
STT M3 channel Mé ta Ngay tao/cap nhat Hiéu ly'c Thao tac
1 TRUSTEDHUB TrustedHub Mobile-ID 21/07/2017 16:58:03 True m
2 MOBILE-ID-CLIENT Test mobile id 1 21/07/2017 15:11:24 True m

Téng s6 dong 2

¢. Chinh sira Channel
o Bué6c 3: Tai man hinh danh sach Channel, ngudi dung nhin véo nit “Chinh sira” tai cot
“Thao tac” twong ung véi dong Channel can chinh stra.

o Budc 4: Hé théng hién thi thong tin chi tiét cua Channel dwoc chon

= Chinh sira Channel

M3 channel
TRUSTEDHUB

KEY

4h8f9bcae215475808f70ae191d289717c80bba0eaddaf4658557239573bd609

Mé ta

TrustedHub Mobile-1D

Ngay tao/cap nhat
21/07/2017 16:58:03

Higu lyc ¥

o Budc 5: Truong hop ngudi dung muén chinh sira Channel khéc, nhan vao combobox “Ma
channel” dé chon Channel can chinh sira, hé thong tu déng hién thi man hinh chi tiét cho
Channel dugc chon

i= Chinh sira Channel m

M3 channel

v

| TRUSTEDHUB

MOBILE-ID-CLIENT

o Budc 6: Nguoi ding nhap thong tin méi va nhan nat “Cap nhat”. Hé thong luu thong tin va
hién thi két qua
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v

Cap nhat channel thanh cdng

d. Thém mei Channel
Budc 7: Tai man hinh danh sach Channel, ngudi dung chon “Thém méi”.

i= Thém mdi Channel

Ma channel

KEY

P

o Budc 7: Tai man hinh thém méi, ngudi ding nhap thong tin Channel can thém mai rdi nhan
nut “Luu”. Hé thong luu thong tin va thong bao két qua.

v

Thém mdi channel thanh cong

12.4. Quan ly Ham

12.4.1. MO ta chirc nang
Chtic nang nay cho phép ngudi dung thém méi, chinh sira théng tin Ham trong hé théng Endpoint.

12.4.2. Cac budc thuc hién
o Budc 1: Tai man hinh chinh, ngudi dung chon menu “Danh sach Ham”
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o Budc 2: Hé théng hién thi man hinh chic nang nhu sau:

‘) Quan ly ham

:= Danh sach ham

STT Tén ham

1 checkOcsp

2 downloadCrl

3 signFileMobilePKI

4 processRemoteFile

5 requestMobileSignatureStatus
6 requestMobileSignature

7 sendSms

8 updateEmail

9 sendEmail

¢. Chinh sitra Ham

MOBILE-ID TECHNOLOGIIES AND SERVICES JOINT STOCK COMPANY
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Chirng thu s@ tdp trung

Quan tri EndPoint

K&t ndi Server
Quan tri k&t nai
Cau hinh Channel

Danh sach ham

C3u hinh truy xudt ham

Trang thai giao dich

Lich st giao dich

Ngay tao/cap nhat
21/07/2017 16:58:19
21/07/2017 15:59:29
24/05/2017 16:08:15
22/05/2017 11:48:09
05/05/2017 15:51:39
05/05/2017 15:51:31
25/04/2017 14:27:10
24/04/2017 15:40:59
21/07/2017 16:58:29

Téng s6 dong 9

Hiéu lyc
True
True
True
True
True
True
True
True

True

+10

Thao tac

Test hé théng 2 =

o Budc 3: Tai man hinh danh sach Ham, nguoi dung chon vao “Chinh sua” tai cot “Thao tac”
twong wng vai dong Ham can chinh stra. Hé thong hién thi théng tin chi tiét cia Ham duoc

chon
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i= Chinh sira ham

Tén ham
checkOcsp

Ngay tao/cap nhit
21/07/2017 16:58:19

Hiu luc ¥

o

o Budc 4: Nguoi ding nhap thong tin méi va nhan nat “Cap nhat”. Hé thong luu thong tin va

hién thi két qua

d. Thém méi ham
Budc 5: Tai man hinh danh sach Ham, ngudi ding chon “Thém méi”. Hé théng hién thi man
hinh thém mai, ngudi dung nhap thdng tin Ham can thém méi roi nhan nut “Luu”.

i= Thém mdi ham

Tén ham

v

Chinh sira ham thanh cng

o | e

o Budc 6: Hé thong luu thong tin va thong bao két qua.

12.5. CAu hinh truy xuit ham
12.5.1. M0 ta chirc nang

v

Thém mdi ham thanh cong
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Chte ning nay cho phép gan quyén cho mot Channel dugc phép goi thuc hién mot ham chire ning

cua hé thong Endpoint.

12.5.2. Cac budc thuc hién

o Budc 1: Tai man hinh chinh, nguoi ding chon menu “Cau hinh truy xuit ham”

O chimgthrsétiptrung

= Quan tri EndPoint

K&t ndi Server

Quan tri k& ndi

Cau hinh Channel
Danh sach ham

C3u hinh truy xudt ham
Trang thdi giao dich

Lich s giao dich

o Budc 2: Hé théng hién thi man hinh chic nang nhu sau:

Q¥ Quan ly truy xuit ham $ 1@ Testhathong2v

Q Tim ki€m truy xudt ham | ||

Channel
Tétca v
Ham

Tt ca v

o Budc 3: Nguoi dung nhap thong tin can tim va nhan nat “Tim kiém”. Hé thong hién thi danh
sach theo diéu kién nhap vao.
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i= Danh sach truy xudt ham Tdng cdng 13

STT Channel Tén ham Ngay tao/cdp nhdt Hiéu lyc Thao tac

1 TRUSTEDHUB checkOcsp 21/07/2017 16:59:09 True
2 TRUSTEDHUE downloadCrl 21/07/2017 15:50:14 True
3 TRUSTEDHUB processRemoteFile 21/07/2017 16:04:03 True m
4 TRUSTEDHUB requestMobileSignatureStatus 20/07/2017 13:40:04 True
5 TRUSTEDHUE requestMobileSignature 20/07/2017 13:40:04 True
& TRUSTEDHUB sendsms 20/07/2017 13:40:04 True [ # chinh sifa |
7 TRUSTEDHUE sendEmail 20/07/2017 13:40:04 True
8 MOBILE-ID-CLIENT signFileMobilePKT 21/07/2017 15:14:22 True [ # chinh sifa |
] MOBILE-ID-CLIENT requestMobileSignatureStatus 20/07/2017 13:40:04 True m
10 MOBILE-ID-CLIENT requestMobileSignature 20/07/2017 13:40:04 True
11 MOBILE-ID-CLIENT sendSms 20/07/2017 13:40:04 True [ # chinh sifa |
12 MOBILE-ID-CLIENT updateEmail 20/07/2017 13:40:04 True [ # chinh sifa |
13 MOBILE-ID-CLIENT sendEmail 20/07/2017 13:40:04 True

a. Chinh sira Truy xuat ham

o Budc 4: O man hinh danh séch, ngudi dung chon “Chinh stra” tai ¢ot “Thao tac”, he thong
hién thi man hinh chinh stra cua truy xuat ham duoc chon.

i= Chinh sura truy xuat ham

(o | amrn’

Channel

TRUSTEDHUB v
Ham

checkOcsp v
Ngay tao/cdp nhit

21/07/2017 16:59:09

Hiéu luc ¥

o Chon céc thdng tin can chinh sira, nhan nut “cap nhat”. Hé théng luu thong tin va thong bao
két qua.

v

Thém mdi truy xuat ham thanh cong

151



MOBILE-ID TECHNOLOGIIES AND SERVICES JOINT STOCK COMPANY

—i 43 Mac Di i, District 1%, Ho Chi Minh City, Vietnam
MOB I LE ID ¢ Dinh Chi, District 1

Tel: (84-8) 3620 4187 - Fax: (84-8) 3911 8921 — Hotline 19006884

Amytime, Anywhere
info@mobile-id.vn — http://www.mobile-id.vn

b. Thém méi Truy xuat ham
Buéc 5: G man hinh Truy xuit ham, ngudi ding chon “Thém méi”, ngudi dung chon
Channel, chon Ham chirc nang va nhan nut “Luu”.

i= Thém mdi truy xuat ham m m

Channel

Cag360
Ham

XMLValidator

o Héthdng luu thong tin va thong bao két qua.

v

Thém mdi truy xuat ham thanh céng

12.6. Trang thai giao dich

12.6.1. MO ta chirc nang
Chtie ning nay cho phép thém méi, chinh sira, liét ké danh sach trang thai giao dich caa hé thong

Endpoint.

12.6.2. Cac budrc thuc hién
o Budc 1: Tai man hinh chinh, ngudi dung chon “Trang thai giao dich”
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Chifng thu s@ tap trung

Quan tri EndPoint

KEL ndi Server

Quan tri k&t ndi

C3u hinh Channel
Danh sach ham

C3u hinh truy xudt ham
Trang thai giao dich

Lich s giao dich

o Budc 2: Hé théng hién thi man hinh nhu sau:

@ Quan Iy trang thai giao dich

i= Danh sach trang thai giao dich

* o Test hé théng 2 ¥

STT M3 trang thai Tén trang thai Ngay tao/cdp nhat Hiéu lyc Thao tac

1 -1 Exception 21/07/2017 16:58:23 True | |
2 0 Success 21/07/2017 16:59:35 True | |
3 1 Invalid params 20/07/2017 17:29:28 True | |
4 2 Access denied 20/07/2017 17:29:28 True | |
5 3 Data integrity violation 20/07/2017 17:29:28 True | |
6 4 Tnvalid signature 20/07/2017 17:29:28 True | |
7 5 Server exception 20/07/2017 17:29:28 True | |
8 6 Tnvalid action 20/07/2017 17:29:28 True | |
9 7 Failed to send email 20/07/2017 17:29:28 True | |

a. Chinh sira trang thai

o Budc3: Nguoi ding chon vao “Chinh sira” tai cot “Thao tac”. Man hinh hién thi thong tin chi
tiét caa trang thai dugc chon nhu sau:
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= Chinh stra trang thai giao dich

M3 trang thai
-1

Tén trang thai
Exception

Md ta
Exception

Ngay tao/cap nhat
21/07/2017 16:59:23

Higu Iy ¥
o Budc 4: Nguoi ding nhap thong tin va nhan nat Luu. Hé théng luu thong tin va thong bao

nhu sau:

v

Cap nhat trang thai giao dich thanh
cong

b. Thém méi Trang thai giao dich
Budc 5: Nguoi ding chon “Thém méi” tai man hinh danh séch Trang thai giao dich, hé théng

hién thi man hinh thém méi nhu sau:

= Thém mdi trang thai giao dich

M3 trang thai

Tén trang thai

o Budc 6: Nguoi ding nhap thong tin, sau 6 nhan nit “Luu”. Hé théng xt ly va théng bao két

qua
12.7. Lich st giao dich
12.7.1. Mo ta chirc nang

Chirc nang nay cho phép ngudi dung tim kiém lich sir giao dich ciia hé théng Endpoint vai cac hé

thdng bén ngoai.
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12.7.2. Cac budc thuc hién

o Budc 1: Tai man hinh chinh, ngudi dung chon menu “Lich str giao dich”

0 chimgthursétiptrung  ~

= Quan tri EndPoint

K&t ndi Server

Quan tri k&t ndi

Cdu hinh Channel
Danh sach ham

C3u hinh truy xudt ham
Trang thdi giao dich

Lich sif giao dich

o Budc 2: Hé théng hién thi man hinh chiic nang nhu sau:
W Lich sir giao dich %@ Testhathong?2v
Q Tim kigm giao dich | ‘

Tir ngay 21/07/2017

Pén ngay 24/07/2017

Channel Tat & M
Ham | TG N
Trang thai Tat ca v

o M ta cac tiéu chi tim kiém:
- Tu ngay: khoang thoi gian Tt ngay tao giao dich
- Dén ngay: khoang thoi gian Bén ngay tao giao dich
- Channel: Ma Kénh dinh danh cua giao dich Endpoint
- Ham: Ma Ham dinh danh cua giao dich Endpoint
- Trang thai: M4 trang thai Thanh cong/Ldi cua giao dich Endpoint
o Budc 3: Nguoi ding nhap thdng tin can tim va nhan nat “Tim kiém”. Hé théng hién thi danh
sach theo diéu kién nhap vao.
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i= Danh sach giao dich Téng cing 97
STT Channel Ham Trang thai Ngay tao/cdp nhat Thao tac
1 TRUSTEDHUB sendEmail 0 - Success 24/07/2017 14:49:17 m
2 TRUSTEDHUB requestMobileSignature 0 - Success 24/07/2017 14:17:07 m
3 TRUSTEDHUB checkOcsp 0 - Success 24/07/2017 13:57:19 m
4 TRUSTEDHUB requestMobileSignature 0 - Success 24/07/2017 11:56:10 m
5 TRUSTEDHUB requestMobileSignatureStatus 0 - Success 24/07/2017 11:54:25 m
6 TRUSTEDHUB requestMobileSignature 0 - Success 24/07/2017 11:54:02 m
7 TRUSTEDHUB requestMobileSignature 17 - Acess denied 24/07/2017 11:51:13 m
8 TRUSTEDHUB requestMobileSignature 17 - Acess denied 24/07/2017 11:46:10 m
1] TRUSTEDHUB requestMobileSignature 17 - Acess denied 24/07/2017 11:45:33 m
10 TRUSTEDHUB sendEmail 0 - Success 24/07/2017 11:43:55 m
9 r
o Budc 4: Nguoi dung chon vao “Xem” tai ¢t “Thao tac” dé xem théng tin chi tict giao dich
i= Chi tiét giao dich Quay lai
Channel
TRUSTEDHUB
Ham
downloadCrl
Trang thai
0 - Success

Ngay tao/cdp nhat
04/08/2017 01:12:21
Header IP
127.0.0.1
Ephemeral Key
8986B1457C35111D0D547843AAD50F647CDFCD48C6C5A2C42BBAASSEDAZFAZABGY 2372EBC10BC107F5669796E97393D7
Ephemeral Key IV
S50calee3d4d68322589c36544d0eas74
Dif liéu ma hda

ftrue
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Dif lidu ky 56
2017-07-24 14:49:12;127.0.0.1;640;FC8273128EE877DCFIA786718C02018A775B38EC2AD58CIBF82DEIFAGIIABFEF
Chif ky s6

95IXn0u2LktmrUb/NfnS9AS0aXR70BmZzzch/VI/IVU=

Thudt toan ky s
HMAC-5HA256

IP yéu cau
127.0.0.1

Dif ligu m3 héa request

QkDQYb59CSQ98/EVBNGQb7bvXg3bl4OPRASWHIESSrPmO60sDIlf6FndvicQPDAVLIKNIGIMNWIHQHNCFMXw22fQppusBuCcPSGGzm3hAboYaPBisSF11Y+dVRsqGa/
TqgoHoDPjMoL2cp9grk2Ftq1QKzcoc0Ww4FSESbefPiwdBIEqOHIBAZNMRGZ7en DyKeQnj4AAeaGxwtok0tgGOmNsr2P49INtxmW5PSUFKTONKTXLW]FKguy4b5sY
LRrY480HskKv]/Cgejth3XQHOzZFS30FMESDKMQ/VMUALIuOtHeZdOMEIIZIZIMSKCThEvsNY4PSIeASpIPhmjnrIKUIZ 19kxa02 +TInnSJjK9Z3belruS8aBOI0OgSoi+Ci+/

+CMsbeDu6fFYoaSQmTsRKaB+HxrlOkYFu9XfydfCEyXEZGde9lErTAkMklcowASsynatploglX1F93+cHQN 1b9GbV1bjvUbHoXBBbz6p/ZF6Xzz387/ 7cuOBhdIFIKpv
LINGN/KTIZFNZRI 70l ZRrETZeS\bte /YrMe AGvu=h Aduwary 2+ BYFO mMuc=ENmMAPMEkK] INChZannhnDiniml Funeddg1 2hwEeRARE AAY AP AMyNIMBR mavuntt Ik T2 MW Th

Dif liéu request

{"action";"sendEmail","emailParams":{"emailAddress":"baotv@tomicalab.com”, "emailContent™:"Xac nhan ky tap tin. M8 OTP cia ban: 79204694, Vui long nhap
m& OTP: 79204694 trong 5 phut","emailSubject”:"TRUSTEDHUB - Xac thuc OTP","connectionParams”:{"connectionParams":

{"emailPort":"465", "emailPassword":"IGRjLIaJ5MMdI483DBaVMw==", "emailUsername": "trustedhub@mabile-
id.vn","emailHost":"smtp.zoho.com","emailSendFrom":"TrustedHub Service","emailUseSs|":"true"}}}}

o Nhén vao nat “Quay lai” dé tré vé man hinh danh sach giao dich

13. GIAM SAT HE THONG
13.1. Quin ly Log hé thong
13.1.1. MO ta chirc nang
Chtic ning nay cho phép Nguoi dung Download file Log nhat ky vé cac 15i phat sinh trong hé théng
TrustedHub, cho phép tim kiém va xem Log nhat ky trong ngay hién tai trén giao dién. Céc hé théng
duoc hd tro xem Log nhat ky: TrustedHub (Server), BackOffice va EndPoint

13.1.2. Cac budc thuc hién
o Budc 1: Tai man hinh chinh, ngudi dung chon “Quan ly Log hé théng”

Quan tri EndPoint

Giam sat hé thing

Quan Iy Log hé thing

C3u hinh théng bdo su cd

Giam st su' o hé thing
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o Budc 2: Hé théng hién thi man hinh nhu sau:

@ Quan ly Log hé théng $ @ Testhéthong ¥

Tai Log hé thdng

H& théing TrustedHub v Thdi gian 26/09/2017

Xem théng tin Log hém nay

Hé thdng

TrustedHub v
Tu ddng tai lai théng tin {Gidy)

30 v

o Budc 3: chon tai Log hé thdng:
o Cho phép tai file Log vé may tinh theo cac tiéu chi:
- Hé thong: bao gom Log cua hé théng TrustedHub, Endpoint va BackOffice
- Thoi gian: Ngay luu Log nhat ky
Tai Log hé thing

H& théng TrustedHub M Thaigian | 14/09/2017

o Chon hé théng va thoi gian can tai, sau d6 nhan nit “Tai xung”, hé thong xu ly va tai file vé
may tinh

0 chimgthrsétiptrung

(W) trustedhu...2017-00-14 A

o Budc 4: Xem théng tin Log hém nay:
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Hé thdng

TrustedHub v
Tu ddng tai 1ai théng tin (Gidy)

30 v

at org.apache.catalina.core.ApplicationFilterChain.internalDoFilter(ApplicationFilterChain.java:235)

at org.apache.catalina.core.ApplicationFilterChain.doFilter(ApplicationFilterChain.java:206)

at org.apache.catalina.core.StandardWrapperValve.invoke{StandardWrapperValve.java:235)

at org.apache.catalina.core.StandardContextValve.invoke(StandardContextValve.java: 191}

at org.jboss.web.tomcat.security. SecurityAssociationValve.invoke(SecurityAssociationValve. java: 183)

at org.apache.catalina.authenticator. AuthenticatorBase.invoke(AuthenticatorBase.java: 534)

at org.jboss.web.tomcat.security. JaccContextValve.invoke(JaccContextValve.java:95)

at org.jboss.web.tomcat.security. SecurityContextEstablishmentvalve. process(SecurityContextEstablishmentvalve.java:126)

at org.jboss.web.tomcat.security. SecurityContextEstablishmentvalve.invoke(SecurityContextEstablishmentValve_java: 70)

at org.apache.catalina.core.StandardHostValve.invoke(StandardHostvalve.java:127)

at org.apache.catalina.valves.ErrorReportValve.invoke(ErrorReportValve.java: 102)

at org.jboss.web.tomcat.service.jca.CachedConnectionValve.invoke(CachedConnectionValve.java: 158)

at org.apache.catalina.core.StandardEngineValve.invoke(StandardEngineValve.java: 109)

at org.jboss.web.tomcat.service.request. ActiveRequestResponseCacheValve.internalProcess(ActiveRequestResponseCacheValve. java: 74)
at org.jboss.web.tomcat.service.request. ActiveRequestResponseCacheValve.invoke(ActiveRequestResponseCacheValve. java:47)
at org.apache.catalina.connector.CoyoteAdapter.service(CoyoteAdapter.java:330)

e mnncha mmaetn b 1 LA Deneneene neacaeef L 3 Deaoneear §om s 0300

o Cho phép xem truc tiép Log cua cac hé théng khac:
- Hé thng: bao gom Log cua hé théng TrustedHub, Endpoint va BackOffice

Hé thdng

TrustedHub v
Tu ddng tai 1ai théng tin (Gidy)

30 v

- Chon tiéu chi can hién thi, nhan nat “Tai lai”, hé théng xu Iy va hién thi Log nhat ky
bén dudi
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2017-09-26 10:46:57,204 INFO [org.signserver.common.MySQLConnector] (http-0.0.0.0-443-13) CRL Path: fhome/CAG360/EnterprisePlatform-
5.2.0/jboss-eap-5.2/jboss-as/server/default/../../../../ .. /filefcrl/smartsign.crl

2017-09-26 10:46:57,204 INFO [org.signserver.common.MySQLConnector] (http-0.0.0.0-443-13) CRL Path: fhome/CAG360/EnterprisePlatform-
5.2.0/jboss-eap-5.2/jboss-as/server/default/../../../../ .. /file/crl/bkavca.crl

2017-09-26 10:46:57,204 INFO [org.signserver.common.MySQLConnector] (http-0.0.0.0-443-13) CRL Path: /home/CAG360/EnterprisePlatform-
5.2.0/]boss-eap-5.2/jboss-as/server/default/../../../../ .. /filefcrl/SAFE-CA.crl

2017-09-26 10:46:57,204 INFO [org.signserver.common.MySQLConnector] (http-0.0.0.0-443-13) CRL Path: fhome/CAG360/EnterprisePlatform-
5.2.0/jboss-eap-5.2/jboss-as/server/default/../../..{ ../ .. /file/crl/NewCA.crl

2017-09-26 10:46:57,204 INFO [org.signserver.common.MySQLConnector] (http-0.0.0.0-443-13) CRL Path: fhome/CAG360/EnterprisePlatform-
5.2.0fjboss-eap-5.2{jboss-as/server/default/../..{../ ../ . ffilefcrl/ TomiCA.crl

2017-09-26 10:46:57,204 INFO [org.signserver.common.MySQLConnector] (http-0.0.0.0-443-13) CRL Path: fhome/CAG360/EnterprisePlatform-
5.2.0/]boss-eap-5.2/jboss-as/server/default/../../../../ . /filefcrl/Mobile-1D.crl

2017-09-26 10:46:57,204 INFO [org.signserver.common.MySQLConnector] (http-0.0.0.0-443-13) CRL Path: fhome/CAG360/EnterprisePlatform-
5.2.0/jboss-eap-5.2/jboss-as/server/default/../../../../ .. /file/crl/bancoyeu.crl

2017-09-26 10:46:57,210 INFO [org.signserver.validationservice.server.multivalidator. PDFvalidator] (http-0.0.0.0-443-13) Signature validation and
Certificate validation by CRL

2017-09-26 10:46:57,211 INFO [org.signserver.common.CertificateStatus] (http-0.0.0.0-443-13) Certificate is good!

2017-09-26 10:46:57,213 INFO [or nserver.server.log. IwWorkerLogger] (http-0.0.0.0-443-13) AllvariablesLogger; SIGNER_CERT_ISSUERDN:
CN=DS5 Root CA 10,0U=Testing,O=SignServer,C=SE; WORKER_AUTHTYPE: NOAUTH; PROCESS_SUCCESS: true; REQUESTID: -94435729;
SIGNER_CERT_SERIALNUMBER: 4f3d592ad7a05a98; XFORWARDEDFOR: null; SIGNER_CERT_SUBJECTDN: CN=Signer
4,0U=Testing,0=SignServer,C=SE; LOG_ID: Oedc1d80-2571-462f-8000-c59€9259f391; CLIENT_IP: 192.168.2.1; PURCHASED: false;
REQUEST_LENGTH: null; WORKER_NAME: GeneralValidator; CLIENT_AUTHORIZED: true; REQUEST_FULLURL: https://mobile-

id.vn:9084/ TRUSTEDHUB/ ClientwsService/ClientWs?wsdl; LOG_TIME: 1506397617195; WORKER_ID: 22; REPLY_TIME:1506397617213
2017-09-26 10:46:57,455 INFO [STDOUT] (http-0.0.0.0-443-1) = dsUtil Method sendXmIRequest End =

2017-09-26 10:46:57,456 INFO .0.0. == clsutil Method getSignerDetail Begin

o CAu hinh ty dong tai lai Log hé théng
Hé thong
EndPoint v

¢ Tu déng tai lai théng tin (Gidy)

30 v

- Tai man hinh Xem thong tin Log hom nay”, check/chon nut Ty dong tai lai thdng tin

(Giay), hé théng xir Iy tai lai théng tin trong khoang thoi gian duoc chon.

Chtic ning nay cho phép Ngudi ding cau hinh phwong thirc gui thdng tin khi c6 sy ¢b hé thong xay

ra, cho phép quan ly danh sach ngudoi nhan théng bao.

o Budc 1: Tai man hinh chinh, ngudi dung chon “Cau hinh thdng béo hé théng”
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Quan tri EndPoint

Gidm sat hé thdng

Quan Iy Log hé thing

Cau hinh thdng bdo sy cd

Giam sdt su' of hé thdng

o Budc 2: Hé théng hién thi man hinh nhu sau:

W Cau hinh théng bao sy c6 hé théng

Phuong thirc gui théng bao

G Email GUi SMS

Danh sach nhan théng bao

STT Ho tén Dia chi email Dién thoai

1 Tran Vdn Thanh thanhtv@tomicalab.com 01678932881
2 Dugng Phuong Vi vudp@tomicalab.com 01678932887
3 Phan Xuan Vi vupx@tomicalab.com 01644370128

Téng s6 déng 3

o Budc 3: Cau hinh phwong thuc giri thdng bao

Ngay tao/cap nhat
25/09/2017 10:27:02
21/09/2017 14:04:27

25/09/2017 17:29:36

- Check chon cac phuong thuc: Gui Email, giri SMS

- Nhan nat “Cap nhat”, hé théng xtr Iy va théng bao két qua

4

Cap nhat tham s& hé théng thanh cng

o Budc 4: Cau hinh danh sach nhan théng béo

Hiéu lyrc
False
True

True

%4 1) Test héthéng =

Thao tac

| |
| |
| |
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o Thém méi danh sach nhan thong béo:
- Tai man hinh danh sach nhan théng b&o, nhan vao nit “Thém méi”, hé théng hién thi

man hinh
@ Cau hinh théng bao sir 6 hé théng 4@ Testhéthdng v
i= Thém mdi danh sach nhén théng bao
Chon thé&m mdi tir @ Tao mdi O Danh sich quan tri

Ho tén
Dia chi email

bién thoai

- Chon mot trong 2 phuong thirc chon nhap thong tin thém mai:
e Tao méi: Nhip day du céc thong tin
v Ho tén: nhap tén nguoi nhan thong bao
v Dia chi Email: nhap Email d¢ nhan thong béo qua phuong thic guri
mail
v' Pién thoai: nhap sé dién thoai dé nhan thong bao qua phuong thirc
nhan tin

v' Nhén nat “Luu”, hé thdng xir ly va théng bao két qua

v

Thém mdi danh sach nhan thong bao
thanh cdng

e Danh sach quan tri:
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(e

i= Thém mdi danh sach nhan théng bao

Chon thém méi tir Tao mdi @ Danh sdch quan tri

Tén dang nhap (Ho tén)
v

admin (Nhan vién quan tri hé théng)

Ho tén

Nhan vién quan tri hé thdng

Pia chi email

vudp@tomicalab.com
Pién thoai

01678932887

v Chon Tén ding nhap trong Combobox danh sach quan tri, hé thong tu

dong dién thong tin lién quan vao cac truong thong tin bén dudi

v' Nhan nat “Luu”, hé thong xir ly va théng bao két qua

v

Thém mdi danh sach nhan thdng bao
thanh cdng

o Chinh stra danh sach nguoi nhan
Tai man hinh dach sach nhan thong bao, nhan vao nat “Chinh sira”, hé thdng hién thi

man hinh

Tai Log hé thing
A Thai gian 14/09/2017 :]

HEé théng TrustedHub

o Chon hé thdng va thoi gian can tai, sau d6 nhan nat “Tai xudng”, hé théng xu ly va tai file vé
may tinh

L chitng thu s6 tip trung

(W) trustedhu...2017-00-14 A

163



MOBILE-ID TECHNOLOGIIES AND SERVICES JOINT STOCK COMPANY

MO B I I—E - ID 43 Mac Dinh Chi, District 1%, Ho Chi Minh City, Vietnam

Anytime, Anywhere Tel: (84-8) 3620 4187 - Fax: (84-8) 3911 8921 — Hotline 19006884

info@mobile-id.vn — http://www.mobile-id.vn

o Budc 4: Xem thong tin Log hdom nay:
Xem thdng tin Log hdm nay

Hé thdong

TrustedHub v
Tu ddng tai lai thong tin (Gidy)

30 v

Chi tiét Log

at org.apache.catalina.core.ApplicationFilterChain.internalDoFilter(Application FilterChain.java:235)

at org.apache.catalina.core.ApplicationFilterChain.doFlter(ApplicationFilterChain. java:206)

at org.apache.catalina.core.StandardWrapperValve.invoke{StandardWrapperValve java:235)

at org.apache.catalina.core.StandardContextValve.invoke{StandardContextValve.java: 191}

at org.jboss.web.tomcat.security. SecurityAssociationValve.invoke(SecurityAssociationValve.java: 183)

at org.apache.catalina.authenticator.AuthenticatorBase.invoke(AuthenticatorBase.java: 534)

at org.jboss.web.tomcat.security. JaccContextValve.invoke(JaccContextValve. java:95)

at org.jboss.web.tomcat.security. SecurityContextEstablishmentvalve. process(SecurityContextEstablishmentValve.java:126)

at org.jboss.web.tomcat.security. SecurityContextEstablishmentValve.invoke{SecurityContextEstablishmentValve.java: 70)

at org.apache.catalina.core.StandardHostvalve.invoke(StandardHostvalve.java:127)

at org.apache.catalina.valves.ErrorReportValve.invoke(ErrorReportvalve.java: 102)

at org.jboss.web.tomcat.service.jca.CachedConnectionValve.invoke(CachedConnectionValve.java: 158)

at org.apache.catalina.core.StandardEngineValve.invoke(StandardEngineValve.java:109)

at org.jboss.web.tomcat.service.request. ActiveRequestResponseCacheValve.internalProcess(ActiveRequestResponseCacheValve.java: 74)
at org.jboss.web.tomcat.service.request. ActiveRequestResponseCacheValve.invoke(ActiveRequestResponseCacheValve. java:47)
at org.apache.catalina.connector.CoyoteAdapter.service(CoyoteAdapter.java: 330)

b e nnncha mmaedn b 1 LA Dencacene neacaeef L1 1 Deaoneear §nun s 0900

13.3. Giam sat su co hé thong
13.3.1. Mo ta chirc nang
Chtie ning nay cho phép Ngudi dung theo ddi tinh trang su ¢d hé théng vé: HA TP, dong bo
Database va HA Resources

13.3.2. Cac budc thuc hién

o Budc 1: Tai man hinh chinh, ngudi ding chon “Giam sét su ¢ hé théng”

Quan tri EndPoint

Gidm sat hé thdng

Quan Iy Log hé thdng

C3u hinh thing bdo su’ cd

Giam st su' ob hé thdng

o Budc 2: Hé théng hién thi man hinh nhu sau:
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5 M Tu d8ng tai lai thing tin (Gidy)

HA TP

resource ClusterIP is running on: TRUSTEDHUB-240

Tinh trang HA Resources

Slave_IO_Running: Yes
Slave_SQL_Running: Yes
Slave_SQL_Running_State: Slave has read all relay log; waiting for more updates

Tinh trang dong bd Database

Stack: classic openais (with plugin)

Current DC: TRUSTEDHUB-240 (version 1.1.15-5.el6-e174ec8) - partition with quorum

Last updated: Tue Sep 26 11:06:23 2017 Last change: Mon Sep 25 11:28:24 2017 by root via cibadmin on TRUSTEDHUB-240
, 2 expected votes

2 nodes and 2 resources configured

Online: [ TRUSTEDHUB-240 TRUSTEDHUB-242 ]

o Budc 3: Cau hinh tu dong tai lai thong tin

5 v Tu ddng tai lai théng tin (Gidy)

- Chon thoi gian tai lai, check/chon “Ty dong tai lai thong tin“

5 & | Tu ddng tai lai thdng tin (Gidy)

- Hé thdng xir ly va tu dong tai lai thong tin trong khoang thoi gian dugc chon.
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